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INTRODUCTION

What is HIPAA Reference Guide?

HIPAA Reference Guide provides an overview of Phenba’'s HIPAA privacy policies and procedures (VRgy
Policies”) which address the confidentiality ofipats’ protected health information (“PHI”). It isportant that you
review and understand the information in this HIPR&ference Guide. Reviewing this HIPAA Referenagdé,
however, does not replace the requirement thatnyost also carefully review all of PharMerica’s Rgy Policies.
This Reference Guide is intended to facilitate y@mwuiew of the Privacy Policies and to serve asfarence guide of
the key concepts of the Privacy Policies. You rasponsible for understanding and complying witlarRferica’s
Privacy Policies in your daily job functions ford&Merica.

PharMerica Affiliated Covered Entity

PharMerica is a covered entity under HIPAA andeaguired to comply with HIPAA. For purposes of HIRA
compliance, entities which are under common owngrshcontrol with PharMerica are designated alsiradfiliated

covered entity (“ACE”). As an ACE, all of PharMesientities are subject to PharMerica’s Privacy dredi and
PharMerica’s Notice of Privacy Practices. Any refare to PharMerica in this document encompassetities in

PharMerica’'s ACE.

PharMerica’s HIPAA Privacy Office
The HIPAA Privacy Office oversees HIPAA complianfoe PharMerica organization-wide and is comprisédhe
following individuals:

= HIPAA Privacy Officer: Scott Dilley (502-627-7317)

= HIPAA Security Officer: Stephen Myers (813-240-865p

= Chief Compliance Officer: Steve Lariviere (502-6277404)
= Chief Legal Officer: Steve Reed (502-630-7438)

If you would like more information about HIPAA oiabe a HIPAA compliance question, please contacHitfAA
Privacy Officevia email aprivacy.department@pharmerica.comcall the Privacy Officer at above phone number.
is always good to talk about any HIPAA complianaestions and clarify the questions with the HIPAAvEcy
Office. The HIPAA Privacy Officer will also be hpyp to discuss and plan an education session im€it specific
needs. If you would like to schedule a HIPAA Prigyd&efresher Training, please call the HIPAA Priva&fficer. In
addition to the Privacy Officer overseeing HIPAAhgaliance organization-wide, each pharmacy desigraterivacy
Coordinator for the pharmacy who is responsiblébfting the main contact with the Privacy Office.

Whom To Contact With a HIPAA Compliance Concern orComplaint?

Each Workforce member has the responsibility to enalire that our patients’ PHI remains confidentiadu are
expected to report a concern if you see anythiat) ybu believe violates our Privacy Policies. Y@un ¢eport your
concern or complaint by contacting:

= The HIPAA Privacy Office, via email abrivacy.department@pharmerica.cam by calling the Privacy
Officer at the above phone number, if you don't itarbe anonymous.

* The toll-free PharMerica Hotline number at 1-80B-7F41, if you wish to be anonymous. This numiser i
available 24 hours a day.

The HIPAA Privacy Office will investigate all conghts and work with the appropriate departmentgsolve.

PharMerica’s Privacy Policies

PharMerica’s Privacy Policies address the requirgmef the HIPAA Privacy Regulations. To ensure Ehezacy
Policies are available to you at all times, thev&sy Policies are posted at tReivacy and HIPAA Compliance
SharePoint Siteas well as maintained in each pharmacy locatlease ask your pharmacy’s Privacy Coordinator if
you have questions about where a copy of the BrikRaticies is located in your pharmacy.




HIPAA BASICS

Key HIPAA Regulations:
Key Regulations promulgated under the Health InszeaPortability and Accountability Act of 1996 (“PIAA”) are
Privacy, Security and Breach Notification Regulasio
= Privacy Regulations protect the privacy and comridity of PHI
®  Security Regulations establishes standards foriggad electronic PHI
= Breach Notification Regulations requires notificatito the individual, Office of Civil Rights, andediia (in
some cases) of a Breach of Unsecured PHI.

What is PHI?
= PHI is individually identifiable medical, demographand financial information about a patient. Imf@tion is
individually identifiable if it identifies the indidual or there is a reasonable basis to beliege tthe individual
could be identified. Examples of PHI include:
* Medical Information — medications, diagnosis, physician orders, nunsets, dates of service, medical
record numbers
* Demographic Information —name, address, telephone number and date of birth
* Financial Information — billing statements, account number and socialrggaumber

®  PHI can be in any form. For example, PHI can beamnelectronic medication dispensing record, in pape
pharmacy records or in verbal discussions abougmat medications.

= Note: PharMerica pharmacies receive and manage PHI aboomr patients. Even the fact that an
individual is a patient of PharMerica, or pays usif services, is PHI.

PHI becomes de-identified information only if it @mpletely de-identified. De-identification meatisat each
identifier that could possibly identify the patiehas been removed. De-identified information i$ sabject to
HIPAA. PharMerica Policy # 21, Use and Disclosure of Deelttified Information explains which standards must
be met to de-identify PHI. De-identification mustsure all patient identifiers are removed and rbastoordinated
with the Privacy Officer.

Who Must Comply with HIPAA?
®=  Covered Entities: healthcare providers, health plans and healtrelaeginghouses
®  Business Associateszendors who perform services for Covered Entitieslving access to PHI

Who Enforces HIPAA?
Compliance with HIPAA is enforced by the U.S. O#iof Civil Rights (“OCR”). The Attorney General ehch state
also has authority to bring action for HIPAA vidtats. Sanctions for violation of HIPAA Regulatioaie significant
and include civil monetary penalties up to $1.5Ml dngher. Criminal penalties may also enforcedtiy U.S.
Department of Justice.

What Does This Mean to Me?
PharMerica, a provider of pharmacy services, isoeered entity subject to HIPAA compliance. All Pligrica
Workforce members, regardless of job title or homosked, must safeguard the PHI of our patients@mdply with
PharMerica’s Privacy Policies. You are expectedgable to:

= Recognize PHI and known when it is permissibledzeas, use or disclose PHI,

m  Utilize safeguards consistent with PharMerica’s A#Ppolicies to reduce the risk of impermissible egs to,

use or disclosure of PHlI,
= Comply with PharMerica’s Privacy Policies.

Important: Detailed information about the HIPAA Ragations requirements is included in your LRN Traing
Modules, including Confidentiality Under HIPAA: Usig Information and Security of Electronic Health
Information Under HIPAA, as well as the LRN ResouedCenter and must be carefully reviewed.
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PHARMERICA'S NOTICE OF PRIVACY PRACTICES

PharMerica’s Notice of Privacy Practices is an ingoat document which tells to our patients:

= How PharMerica may use and disclose their PHI,a®jlg that we can use and disclose their PHI adextfor
their treatment, to receive payment for our sesyjider various healthcare operations activities fomdother
purposes permitted under the Privacy Regulations,

= That we will ask for their authorization to shaheit PHI for reasons other than those stated inNmiice of
Privacy Practices,
About PharMerica’s duties with respect to their PHI
About their rights under HIPAA,
How they can complain about a privacy issue.

Patients have a right to obtain a copy of our Nob€ Privacy Practices. They may ask for a copguwfNotice of
Privacy Practices at any time.

Important: PharMerica’s Notice of Privacy Practices posted on our website, in pharmacies and is &e to
patients. Please review PharMerica’s Policy # 8,tlde of Privacy Practices which explains when andwh we
must provide Notice of Privacy Practices to our jgats.

USING AND DISCLOSING PHI

What is meant by “Use” and “Disclosure”?
“Use” of PHI occurs when a PharMerica Workforce hbemshares PHI with another PharMerica Workforcenber.
“Disclosure” occurs when a PharMerica Workforce rhenshares PHI with someone outside of PharMerica.

HIPAA Requirements on Use and Disclosure of PHI

HIPAA Privacy Regulations contains requirementstiom permitted use and disclosure of PHI. As a gdnele,
unless the Privacy Regulations specifically permituse or disclosure of PHI without obtaining a gquats
Autharization, PHIcannot be used or disclosed without a patient’s Authdiira Below is an explanation of the key
concepts on use and disclosure of PHI and Pharksririvacy Policies addressing these requirements.

Use and Disclosure of PHI Without Obtaining A Patiat's Authorization

Treatment, Payment and Healthcare OperationBharMerica may use and disclose PHI without obtgiran
Authorization from a patient if the use or disclasis for PharMerica’s treatment, payment or healtd operations
purposes. This means that:

= PharMerica may use and disclose PHI as needeatidprpharmacy services to our patients. For exenepl
pharmacist can discuss medications with a patighysician or with a nurse at a long term carditgci

= PharMerica may use and disclose PHI to be paighHarmacy services. For example, PHI may be disdlase
a health plan to receive payment for medications.

= PharMerica may use and disclose PHI for its heatthoperations. For example, PHI may be disclosed f
purposes of our quality assessment or licensinyites, surveys, peer review, legal services osihess
planning.

In addition, PharMerica may disclose PHI (a) fa@atment activities of another healthcare provi@ey,to another
covered entity or a healthcare provider for thayment purposes, or (c) for limited healthcare afi@ns purposes of
another covered entity if specific requirementghef Privacy Regulations are met.

Important: Please review PharMerica’'s Policy # 1,58 and Disclosure of PHI for Treatment, Payment and
Healthcare Operations and Authorizations for Use éisclosure of PHI, which explains the requirementor
use and disclosure of PHI for Treatment, Paymentdaklealthcare Operations.
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As Permitted by Privacy Regulations in Special Qinastances: PharMerica may use or disclose PHI without
obtaining an Authorization from a patient if theeus disclosure is for certain special purposesiipally permitted
under the Privacy Regulations without an Authorarat Examples include disclosures:

= To health oversight agencies (e.g., CMS, MedicBidard of Pharmacy, DEA) for inspections, licensure
actions or audits

To the FDA, to track FDA regulated products or degivoduct recalls

For certain public health activities

As required by law

To avert serious health or safety threat

If PHI is to be disclosed for such purposes, itriportant that the requirements of the Privacy Ragans that apply
to each such disclosure be followed and that Veigfied that the disclosure is also permitted by applicable state
law. Because these requirements must be checked foreheses and disclosures, the Privacy Officer must be
consulted to approve the proposed use or disclosirde PHI.

Important: Please review PharMerica Policy # 4, Uaad Disclosure of PHI in Special Circumstances, ish
explains when PHI may be used and disclosed withantAuthorization.

To Patient’'s Personal Representatives, Family andefds:

= PharMerica may disclose PHI to a Personal Repraseatof a patient because Personal Representatrees
treated under HIPAA the same way as the patieRts. example, a Personal Representative may asé for
copy of the patient's PHI or may sign an Authoii@atto disclose PHI. Personal Representatives lage t
individuals with legal authority to make healthcdexisions about the patient. For example, perstdirty a
power of attorney for healthcare or a court apgarguardian. If you have any questions whethersopes a
Personal Representatives, please contact the PiMdicer.

= PharMerica may disclose PHI to a patient’s famiig driends who are involved in patient care andnpenyt
for the care. But, this disclosure must be thatdchPHI relevant to their involvement in care avel must ask
the patient if he or she objects to disclosing RHiamily or friends. Prior to speaking with a fadyninember
about the patient's medication therapy or billiagk a patient’s permission to do so. If the patabjects,
then you may not discuss the patient’s PHI withgagent's family member.

m |f a patient is not present, you must exercisegssibnal judgment whether a limited disclosure ldf @ a
patient’s family or friend which is directly relemato such person’s involvement with the patiengse is in
the patient’s best interest (e.qg., if a persordisis the responsible party asks a question avebilt).

Important: Please review PharMerica Policy # 6, Blesure of PHI to Patient’s Personal Representatvand
Family and Friends, which explains the requiremenfigr these disclosures.

AUTHORIZATIONS TO USE OR DISCLOSE PHI

What is “Authorization”?

An Authorization is an individual's signed permissito allow use or disclosure of PHI as specifiedthie
Authorization. An Authorization is specific to thparticular situation for which it is being requektand it lasts for
only a limited period of time specified in the Aatization. For example, a patient may sign an Ad#ation
permitting PharMerica to release PHI to the patesmployer, to a life insurance company or to @gdrompany for
marketing purposes. A patient may revoke an Autation at any time by sending to PharMerica a amittevocation
request. Unless a use or disclosure of PHI is permitted undélPAA to be made without an Authorization, we
must obtain an Authorization before using or disglimg PHI.

Important: Please review PharMerica Policy #1, Usand Disclosure of PHI for Treatment, Payment and
Healthcare Operations and Authorizations for Use @misclosure of PHI, which explains the process foeview
and processing of Authorization.
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Which Information an Authorization Must Contain?
= Description of the PHI to be used or disclosed,
Person or organization permitted to make the usksctosure,
The person or entity to which the disclosure wdlrhade,
An expiration date or event, and
The purpose for which their PHI will be used.
Signature of the patient or personal representativedate
Several additional HIPAA required statements.

If an Authorization does not contain all the regdiinformation, if it is not signed, not dated, ie&g or is known
to be revoked, it is not valid and PharMergannot disclose PHI pursuant to such documdinyour pharmacy
receives an Authorization requesting release of Ridlease notify your pharmacy’s Privacy Coordinataho
will forward such document to the Privacy Officet arivacy.department@pharmerica.cdon review, approval
and response.

Important: Form #1A, Authorization for Release d?rotected Health Information, is PharMerica’s appved
Authorization form.

SPECIAL NOTE ABOUT DISCLOSURE OF PHI FOR MARKETING PURPOSES

Privacy Regulations provide patients with importaohtrols over whether and how their PHI may beduard
disclosed for Marketing purposes. PharMerica maighin an Authorization before using or disclosipgl for
Marketing unless a communication in the form oeefto face communication made by PharMerica tpdtient or a
promotional gift of nominal value provided by Phaita. An example of Marketing is when a drug mantirer
receives a list of patients from a pharmacy to semgpons for a new medication to those patient§.you have
guestions of whether a particular purpose of alalisce is considered Marketing, please contacPtiivacy Officer
who will provide guidance.

Important: Use of Disclosure of PHI for marketingaquires an Authorization. If PHI will be used or dclosed
for marketing purposes, Form #1B, Authorization foRelease of PHI for Marketing needs to be used. If
PharMerica will receive any remuneration for discdting PHI for marketing, this needs to be noted ihet
Authorization form.

DISCLOSURE OF PHI IN RESPONSE TO SUBPOENAS OR OTHERDISCOVERY REQUESTS

PharMerica mayise and disclose PHI in the course of legal actimrisonly if the Privacy Regulations requirements
are met. In some cases PharMerica receives ragioed$?Hl in the course of legal actions to whi¢ctaPMerica is not
a party. In such cases, PHI may be disclosedaffRérica receives:

= Avalid Authorization from a patient permitting dissure of PHI,

= A court order to disclose PHI,

= A qualified protective order on disclosure of P,

= A subpoena to disclose PHI which contains docuntiemtéhat a patient was notified of the subpoemnd not

object to the subpoena and the time to object kpisesl.

Important: Please review PharMerica Policy # 3, Blesure of PHI in Legal Proceedings, which explairibe
requirements for disclosing PHI pursuant to subpaamand other legal process.

A response to a subpoena or a similar legal documerust be coordinated with the Privacy Officer.If your
pharmacy receives a subpoena or another discoeepyest to release PHI, please scan and email theseto
privacy.department@pharmerica.cavith the subject line: Record Request (Lastname).”
= The pharmacy’s assigned Privacy Coordinator wilthHeepoint of contact with the requestor (law fimecords
collection agency, etc.)
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= The Privacy Coordinator will complete any documéatathat needs to be provided with the pharmacy
records and will be the Record Custodian of thends being released (this includes a “Records Autitiey
Certification” or similar document such as a “NocReds Certification” in the case of no records).

= The Privacy Coordinator will be responsible forahing the Privacy Officer's authorization to redeathe
requested records, compiling the records at thenpey, and releasing the records to the requeator,
appropriate.

MINIMUM NECESSARY RULE

What Does Minimum Necessary Rule Mean?

HIPAA Minimum Necessary Rule means that PharMevitakforce members must access, use and disclogdlonl
minimum amount of PHI to the minimum number of peppo accomplish the task at hafdhis rule applies to uses
within PharMerica, as well as to disclosures o@sitiPharMerica or requests of PHI from other cedentities. The
Minimum Necessary Rule also means that you mustrbe temptation to peeXou must access and use only the
PHI needed to carry out your job responsibilit@sPharMerica.No matter how curious you might be regarding
the health of a coworker, a friend, a celebritjamily member or any other patient, do not accdskunless you are
authorized to do so and need access to performjgbur

Remember that you cannatcess any PHI about family members, friends, ewaxkers for personal or any other
non-work related purposes. the rare circumstance when a Workforce membebge.g. billing, providing pharmacy
services) requires him/her to access medical irdition of a family member, a co-worker, or othersoaally known
individual, then the Workforce member should imnag¢ely report the situation to his/her supervisorowdill
determine whether to assign a different employemioplete the task involving the specific patient.

Remember:Never assume you have the right to use or share Rgk yourself these three questions:
1. Does the law and PharMerica'’s Privacy Policiesvalioe to access the PHI?
2. Do I need to know the PHI to do my job?
3. What is the minimum amount of information that é&assary to accomplish the task?

If you have any questions about complying with Miaimum Necessary Rule, please call the HIPAA Rew®fficer
or email the HIPAA Privacy Office airivacy.department@pharmerica.com

Exceptions to Minimum Necessary Rule

The Minimum Necessary Rule does not apply to thearsdisclosure of PHI for treatment purposes (sagfilling
prescriptions) because healthcare providers mag aeeess to the full record to provide quality trezgre. This rule
also does not apply to a patient’s access to hiepown PHI, to uses and disclosure of PHI autiedrby the patient
pursuant to an Authorization, disclosures to HHSHPAA enforcement purposes or disclosures requinelaw and
carried out in accordance with the requirementh®fapplicable law.

A Note About Creating Reports from PHI: Certain Workforce members have been granted atcd3sarMerica’s
LTC/400 Data Warehouse which contains PHI. If hawe been authorized to extract data from the D&teehouse,
and to create and format reports, you must be wargful about what information is included in tleparts, and to
whom the data is givenRemember that data extracted from the Data Warehousny other internal PharMerica
source (such as dispensing or accounting systerag) e disclosed outside PharMerica only if the Idsae is
permitted by the Privacy Regulations and PharM&ridrivacy Policies, or if the PHI has been de-tified
consistent with HIPAA requirements aiharMerica’s Privacy Policy #21, Use and Disclosucé De-identified
Information. If the information containing PHI will be used orftyr purposes of treating the patient, adjudicathmeg
claim and receiving payment, or as an aid in reingvand improving our internal operations, themdy usually be
used without de-identification but must be consisteith the Privacy Regulations and PharMericaigdty Policies.

Important: Please review PharMerica’s Privacy Pojiéts5, Minimum Necessary Standard for Use, Disclosur
and Request of Protected Health Information, whickddresses the requirements for compliance with the
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minimum necessary standard.

SAFEGUARDS TO PROTECT PHI

We are all responsible for safeguarding our patid?itll and taking precautions that the PHI is remtessible to those
not authorized to see it. The safeguards are nedjuégardless of whether the PHI is in paper ectednic records, in

verbal

discussions or visual representations. Mawidents are preventable and care must be takemdvent

improper use or disclosure of PHI.

Safeguard PHI in Paper Documents

Do not leave paper records containing PHI in plsight on desks when you are not working on such
documents.

Check fax machines, printers, copiers, and mailbdsegjuently to retrieve PHI.

When corresponding with patients by mail, sendespondence containing PHI in sealed envelopes.

When sending medications to patients by mail, yeh&t correct medication is being sent to a conpatient
When providing documents with PHI to a patient,aéhi® ensure you are giving the correct documenthd
correct patient (e.g., pharmacy inserts)

All paper documents containing PHI must be shrequtest to disposal. Paper records must be disposéd
to containers designated for documents containidbadd marked to indicate that the documents argeto
shredded prior to disposal.

Do not dispose medication containers, IV bags amgl @her materials containing PHI in any publicly
accessible recycling or trash containers unles®Hienas been removed and shredded prior to disposa
Printers and copiers shall be located in areaacu#ssible to unauthorized personnel.

Access to areas where paper records containingaRHttored shall be restricted and limited to aigkd
personnel.

Safeguard PHI in Visual Representations

Turn your computer screen away so that screenscanasible to passers-by.

If PHI is frequently displayed on your screen, afish “privacy screen” to protect the display.

Computer screen savers shall be set for quickviaker

Sign off the computer when away from the computel @ not leave computers unattended when signed on

Safeguard PHI in Verbal Communications

Avoid discussing PHI in public areas, includindgiay) on the phone where others may overhear.

When discussing PHI, make efforts to minimize rgkbeing overhead by non-authorized individualg.(e.
use lower voice, hold a conversation in an encl@sed with the doors closed, etc.)

Remember that only minimal amount of PHI may be ilefvoicemails and no sensitive PHI shall be ieft
voicemail boxes or answering machines.

Safeguard PHI in Electronic Communications

Faxes:

Always double check the fax number before sendifaxa

Periodically validate pre-programmed fax numbeirs @mind regular fax recipients to provide notifioa in
the event their incoming fax number changes.

Use a cover sheet with a confidentiality statermémgn transmitting faxes containing PHI.

Notify the intended recipient that information caining PHI is being delivered via fax and do not RHI
unless the recipient confirms that providing PHil fax is acceptable to the recipient.

Place fax machines in secure areas and promptyupicdocuments from fax machines.

If a fax is sent to the wrong recipient in erroontact the wrong recipient immediately and ask that
materials be returned or destroyed. You must alsmddiately notify the HIPAA Privacy Officer of the
incident via e-mail aprivacy.department@pharmerica.conho will take additional actions as appropriate.




E-Mail:

= Always double-check the e-mail address before sgndin e-mail message to ensure it is going toitid r
party.

= Do not rely on the Microsoft Exchange functionalityaccurately auto-fill or auto-populate the addrines.
Instead, use the Microsoft Exchange address boblselect the name of each intended recipient.

= Do not send PHI to patients via e-mail unless ttéept requests that or consents to receive PH-vizail.

= |f an e-mail must be sent to a distribution ligrify the names on the list and confirm that easdipient has a
need to receive the e-mail.
Use Secure File Transfer to send large files sgctodoth internal and external addresses.
If you send an e-mail containing PHI to the wromiglrssee, report the error immediately to your msuipar
and Privacy Officer.

= Be vigilant of suspicious e-mails, do not click limks or open documents from unknown senders, dmdtd
any questions regarding such e-mails to IT Helpdesk

= Never provide your user ids or passwords in respomsiny e-mails and direct your questions reggrduch
e-mails to IT Helpdesk. Keep in mind that InformatiTechnology will never ask you to disclose passao
social security numbers or other sensitive inforamavia email.

= Send all e-mails containing PHI only via securergpied e-mail, unless a patient requests acce@bltwia e-
mail and requests that PHI be transmitted to themavia unsecure e-mail after being warned ofrtbks to
PHI due to such transmission.

How to Send an Encrypted Email?o encrypt an email, type the phrase iAHI Confidential” or “PHI
Secure” (without quotes) anywhere in the subject lines™iil cause the e-mail to be encrypted before dpein
sent to the recipient.

How Will the Recipient Decrypt My Email# the recipient’'s email system is configured toaiee encrypted
email, it will decrypt the email seamlessly withaay action by the user. If the recipient’'s emg#tem is not
configured to receive encrypted email, the recipieiil receive an email stating that they have &we
message (see image below). To view the messagectpent will be prompted for a user id and passiv A
registration process is required for first-time vseThe message will open in a secure web portal.

L PharMerica

N

This i @ Secune, sncivpled imessage,
To readl it open the attachiment.

1 voud hawe trodabie opening the atlachiosnt, click hgre bor morg into
of conlyed FroeBiricn Suppert o 15775816600

Bisclaimer: This emad and &5 content ane condidential and inbendied solsty for the use of the
addressen. Poease notily the sender if you hanve necerved thes amiad in emer o simply delete &

Earcured by Proodpont Enonypton, Copynight @ 2003011 Proofpont, o, 8 nghts resanred

What if | Want the Recipient Go directly to Portab Retrieve My Email? You can do this by entering the
phrase “PHI Portal” anywhere in the subject linehi will cause the email to be sent to the portadl ghe
recipient will receive an email stating that thegvk a secure message.

For assistance using the PharMerica Email Encryptin Service, please contact
PharMerica Technology Support at 877-581-6400 or eail them at PharMericaSupport@PharMerica.com

Passwords:
®  Choose passwords which are complex and which cdma@asily guessed (e.g., a unique password which
makes sense to the Workforce member but not torengtse), per PharMerica’s policies.
= When creating a password do not use actual words @harMerica, password), do not use your indizid
identifiers (names, driver’s license number, sosgdurity number).
m  Keep your user ids and passwords to access infanmsystems containing PHI confidential and do stwre
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such information with anyone. If someone asks ymir password, report it to your supervisor.

Do not post passwords or user IDs on or near yoonpeiter.

If you share a workstation, only use your own passwand logon ID to access data. Log-off when ymu a
finished.

Change your passwords as required by PharMericdicgs.

If you suspect your password has been compromisedsnsed, immediately change the password, arattrep
the incident to your supervisor and the HIPAA SdguDfficer.

Other Safeguards To Protect Electronic PHI:

Remove PHI from training and presentation materiaisluding “screen shots” that display any patient
information

If you need to send PHI outside of PharMerica o€ or jumpdrive, ensure that the CD/jumpdrive is
encrypted (unless otherwise requested by a patieah requesting access to PHI).

Lock your computers when stepping away from youngoters and log off the computers at the end of the
workday.

Do not use personal e-mail (e.g., gmail, yahoaomduct PharMerica business.

Do not e-mail any PHI to personal e-mail, text &kl to personal cell phones, send any PHI via aarty
personal fax numbers (e.g., home fax number).

Do not save, download or otherwise transfer any Bhllany personal computer, i-pad, hard drive, USB
thumbdrive or other electronic device. Store PHP&iarMerica secured network servers.

If you need to send PHI outside of PharMerica amtsg such PHI via a secure e-mail is not prackeca
(e.g., due to large volume of documents), sendPtHe via an upload to a secure document sharingirsite
coordination with the IT department, if feasibl#.sending PHI via such methods is not feasible| Ridy
only be sent via a personal delivery by courieowernight delivery services with required recipisignature
upon delivery (e.g., FedEx), and any electronic Befit via such method shall be via an encryptekl alis
encrypted jump drive.

Never disable or interfere with the virus protestinstalled in the workstations.

Practice Safe Browsing Habits: stay current witbwser updates and application updates such as Adobe
Acrobat; enable browsing security settings to alett to threats to your computer like popups, spgwand
malicious cookies.

Safeguard PHI on Mobile Devices

Any mobile devices which may maintain, accessamdmit PHI must be encrypted.

You may use personally owned mobile devices onhsistent with the requirements of PharMerica’s gyoli
on use of personally owned devices and only if dewices are encrypted via Mobile Iron or InTune.
Coordinate all questions with IT Helpdesk.

Personally owned electronic equipment cannot baected to PharMerica’s information system.
Immediately report to the Security Officer andhe police a loss or theft of any mobile electraewice you
use to access PharMerica’'s information system. Upoaiving such report, the Security Officer shailiate
immediate remote wiping of all data, including Pbth, that device, if technologically feasible.

Physical Security Safeguards

Access to PharMerica facilities is physically rieséd and requires a security badges scan for.entry

Only PharMerica Workforce members, authorized @mttrs and authorized visitors may access Phar®leric
premises.

Workforce members issued a security badge canamagss the assigned areas.

Safeguard access badges and any keys and do netista with or borrow them to others.

Make sure your security badges are visible afraks.

Do not badge in other Workforce members. Each pemsiost scan their own security badge, even if sommeo
is holding the door.

If you don’t have a badge to enter PharMerica’difgén his or her possession, sign in as a visito

If you lose a security badge, promptly contactRhaeility Manager so a new security badge can heedsnd
the old security badge can be deactivated.
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= All visitors must sign in at the front office, raee a security badge and be escorted by a Workimember at
all times while on PharMerica’s premises.
= PharMerica premises are monitored by security casner

Restriction on Removal of PHI From PharMerica’s Pranises

Never remove any documents containing PHI outsidBharMerica premises unless required to perforair tiob
responsibilities for PharMerica. If removal of PHiom PharMerica’'s premises is required to perfoob
responsibilities for PharMerica, remember:

= Electronic PHI shall be only on PharMerica issuedlicks and PHI shall be maintained in such devitces
encrypted form.

= Any PHI shall be limited to the minimum necessargoant to perform the work needed, appropriately
safeguarded at all times while off PharMerica’'snpisms and returned to PharMerica premises as s®on a
practicable.

= The documents and devices containing PHI shall ladl Emes safeguarded. For example, do not clhrecls
baggage when travelling, do not leave unattended @ar, do not leave unsecured at home, hoteltar ot
location.

Important: Each Workforce member must carefully new PharMerica Policy #2 Safeguards to Protect the
Privacy of Protected Health Information and utilizeuch safeguards in their daily job functions. Yeuust also
follow all other safeguards with respect to eleatio PHI set forth in PharMerica’s security policies

BREACH OF UNSECURED PHI REQUIREMENTS

What is a Breach of Unsecured PHI?

Under the HIPAA Breach Notification Regulations P¥arica must notify affected patients, OCR andame cases,
media, in the event of a Breach of patients’ UnssdtPHI. Electronic PHI is considered Unsecured iPthe PHI is
not encrypted. Paper PHI is Unsecured PHI unlegerpg&cords have been shredd@ekach is the acquisition, access,
use of disclosure of PHI in a manner not permitbgdthe Privacy Regulations that compromises theirggcor
privacy of the PHI. Examples of incidents that canstitute a Breach:

®m A prescription is sent to the wrong recipient
Paper records with PHI were thrown into trash
Electronic device containing PHI is lost
Unauthorized party gains access to a server
Documents with PHI are lost
PHI is sent to a personal e-mail account

The list above are just examples and not an exivaulést of incidents that could constitute a Brieatf you re in
doubt whether a particular event is an incident tieeds to be reported to the Privacy Officer, ggeeontact the
Privacy Officer for guidance and direction.

Reporting Requirement for PharMerica Workforce Members

All PharMerica Workforce members must report to Brevacy Officer all actual or suspected incideotsuse or
disclosure of PHI believed to be in violation oétRrivacy Regulations of which they become awdrgoli know or
suspect that an impermissible use or disclosure &HI has occurred, immediately notify the Privacy Oficer. To
report a potential incident, complete, in coordmratwith your pharmacy’s Privacy Coordinator, dnsecured PHI
Incident Reporeind send t@rivacy.department@pharmerica.céon evaluation and risk assessment. If you become
aware of an incident of impermissible use or disete of PHI by a PharMerica’s business associe,raport this
information immediately to the Privacy Officer imetsame manner.

Investigation and Notification Requirements
The Privacy Officer will review all reported incidis, perform a risk assessment to determine if @a®@r of
Unsecured PHI has occurred and take prompt mitigagteps. The appropriate mitigation steps wilyvaepending
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on the nature of the Incident and will be deterrdibg the Privacy Officer on a case by case bafsen incident is
determined to constitute a Breach of Unsecured PhHyMerica will notify of the Breach:
- Each patient whose Unsecured PHI has been, orasomably believed to have been, Breached without
unreasonable delay and no later than 60 daysRifi@Merica discovered the Breach;
« The Secretary of the U.S. Department of Healthramahan Services (“HHS"); and
- Prominent media outlets serving the state or jigismh if the Breach involves more than 500 restdesf such
state or jurisdiction.

If Breach involved a covered entity customer of fRexica and impacted PharMerica in its role as airmss
associate, Privacy Officer will coordinate apprageinotification to such customer.

Important: Please review PharMerica’s Privacy Pojigt22, Notification for Breach of Unsecured PHI, vich
addresses compliance with the breach notificati@guirements.

BUSINESS ASSOCIATES

PharMerica’s Business Associates
A vendor who performs services for or on behalfPbfarMerica that involve the creation, receipt, resiance, or
transmission PHI is considered a business assaafid®arMerica. Examples of vendors which may desalered
business associates of PharMerica include:
= E-prescribing gateway
Vendors providing data storage services
Information technology vendor maintaining PharMatsccomputer and networks system
Vendor providing document shredding service
Consultants
Billing company
Collection agency

The above list provides just examples and is noexmustive list of the types of service providdrat may be
considered business associates of PharMerica.oufneed guidance regarding the need for a BusiAsseciate
Agreement with a particular vendor, contact thedy Officer who will provide clarification and diction.

Business Associate Agreements With PharMerica’s Busess Associates

Before any PHI may be shared with a business adsg&harMerica must require the business assdoiatfeguard
PHI. This is done through a written business dagm@agreement (“BAA”) with the business associdiee BAA
contractually binds the business associates to lyowith the applicable requirements of the Priv&sgulations, with
the Security Regulations and Breach Notificatiomirations. Business associates, in turn, must domtractually
bind any of their subcontractors to whom they pideviPHI when performing services to PharMerica es¢hsame
requirements.

What Does This Mean To You?
Before engaging any vendor that will need acced3n@rMerica’s PHI, the Workforce member engagireg\tandor
must request that the vendor enter into a BAA WwitlarMerica.No Workforce member may permit any vendor to
access, use, disclose, maintain or transmit PHI fasr on behalf of PharMerica unless there is a BAA ith the
vendor.
= Contact the Privacy Officer girivacy.department@pharmerica.cdmyou need to enter into a BAA.
PharMerica has adopted a form BAA to use with Plaid&’'s business associatérm #18A in the
Privacy Manual, Form Business Associate AgreementPharMerica is a Covered, is PharMerica’s
approved BAA.
= |f the vendor requests changes to PharMerica’s BAA or requests that another BAA be used, coritzet
Privacy Officer for review and approval.
= The BAA may be executed on behalf of PharMericay dnl the heads of business units holding Vice
President or above title or by the Privacy Officer.
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= |f you become aware of any known or suspected breh@ BAA, immediately report this information to
the Privacy Officer who will investigate the mattard coordinate appropriate steps.

PharMerica As a Business Associate of Other Coverdehtities

PharMerica may also be a business associate to covered entities if PharMerica is providing seed to those
covered entities that requires access to PHI. kamele, PharMerica may be business associate aigaterm care
facility when it performs consulting or adminisivat services to such facility. If PharMerica is yiding services to
another covered entity and will need access todbatred entity’'s PHI, PharMerica must enter int®/6A with that
covered entity. In connection with providing sees to with respect to which PharMerica is a bssingssociate,
PharMerica shall use and disclose PHI only as gexdhor required by the terms of the applicable BAA

What Does This Mean To You?

= Contact the Privacy Officer gtrivacy.department@pharmerica.caand the contracting department at
contracting@pharmerica.coimPharMerica must enter into a BAA with anothewered entity. PharMerica
has adopted a form BAA to use with covered entiii@svhom PharMerica is a business associat®rm
#18B in the Privacy Manual, Business Associate Agmeent — PharMerica is a Business Associate, is
PharMerica’s approved BAA.

= |f the covered entity customer of PharMerica retpiebanges to the form BAA or requests that another
BAA be used, contact the Privacy Officer for reviamd approval.

= The BAA may be executed on behalf of PharMericay dnt the heads of business units holding Vice
President or above title or by the Privacy Officer.

Who Has a Copy of PharMerica's BAAs?
Privacy Officer maintains all Business Associataeggnents to which PharMerica is a party. If youenawuestion
about an existing BAA, please contact the Privatfic€r.

Important: Please review PharMerica Policy #18, Diesure of Protected Health Information to Business
Associates, which addresses requirements for engpiinto business associate agreements. You musb abview
Forms 18A and 18B and be familiar with the requiremts of the BAAs.

PATIENT PRIVACY RIGHTS

Right to Access PHI

Patients have the right to inspect and receivepg obtheir pharmacy and billing records maintaityd®harMerica.
Patients have this right for as long as the Phagntained by PharMerica regardless of the daté@Hiewas created,
whether we maintain such PHI in paper or electrdar, whether the PHI is maintained onsite or madfsite
storage or where the PHI originated (e.g., Phamdderanother provider). Patients also have thet tighdirect
PharMerica to provide their PHI directly to anotlketity or person designated by the patient. Patido not need to
tell us why they would like to receive a copy oéithPHI. Requests to access PHI must be subntit&harMerica
in writing. A patient may us€orm 9A, Request to Access PHto submit such request. PharMerica must review
and respond to each request as soon as possibl@datr than 30 calendar days after the recéititeorequest. If a
state law requires to respond sooner, we must gowih the state law required shorter timefraniharMerica will
provide the patient with access to the patient’s ifHhe form and format requested by the patidnt, is readily
producible in such form and format; or, if not,ather format agreed with the patiefhere are limited grounds that
may permit denial of a patient’s request to actess PHI. Fees for providing a patient with a gay the PHI are
strictly regulated by the Privacy Regulations arithi®erica may only charge a reasonable, cost-bésedor
providing copies of PHI to the patient.

If your pharmacy receives a request for PHI, pleastdy your pharmacy’s Privacy Coordinator who lveilibmit the
request to the Privacy Officer for review and rem®m by sending a copy of the request to
privacy.department@pharmerica.coite Privacy Officer will review each request ambrlinate with the Privacy
Coordinator the timely response to the request.
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Important: Please review PharMerica Policy # 9, fRent’s Right of Access to Protected Health Inforrian,
which addresses PharMerica'’s process for handlingtignts’ request for access to their PHI.

Right to Amend PHI

Patients have the right to request amendment af B¢l if they believe that the PHI we keep abdugm in the
pharmacy or billing records is incorrect. Any regts for an amendment must be in writing, direttethe Privacy
Officer and provide a reason to support a requeateendmentForm #11A in the Privacy Manual, Request for
Amendment of PHImay be used for such request. The Privacy Offigktreview and coordinate a response to each
request. If PharMerica agrees to make a requesteshdment, PharMerica will make the amendmentfyntte
patient that the amendment was made and notifyotmedirected by patient about the amendment Mdrara may
deny the patient’s request for amendment in cedgirations, such as if the PHI being amended wa<meated by
us, if we believe the PHI is already accurate ampiete, or if the PHI is not contained in recotitiat the patient
would be permitted to access. If the request foeradment is denied, PharMerica must inform the patie required
by the Privacy Regulations.

If your pharmacy receives a request for PHI amemdppmease submit the request to the Privacy Qfficereview
and response by sending a copy of the requeptitacy.department@pharmerica.comhe Privacy Officer will
review each request and coordinate the resportbe tequest.

Important: Please review PharMerica Policy # 11atient’s Right to Request Amendment of Protectedatiie
Information, which addresses PharMerica’s process handling patients’ request to amend their PHI.

Right to Select How to Receive Communications of AH

Patients have a right to request that PharMericanmanicates with them using a specific communicatmathod
or at a specific location. For example, a patiealy ask that we call them only at a specific phoamber or
send communications to a specific mailing addres$f.your pharmacy receives a patient request thgt a
communications from PharMerica to the patient béenasing a specific communication method or atexifip
location, instruct the patient to compleform #12 in the Privacy Policies, Request for Caéntial
Communication of PHI If your pharmacy receives a completed Form #l&aqe submit the completed form to
the Privacy Officer aprivacy.department@pharmerica.comatients should not be ask about the reasamédar
request. PharMerica will accommodate reasonalilenpaequests for confidential communications. Privacy
Officer will review the request and determine ifsitadministratively feasible for PharMerica to aeenodate the
request. If PharMerica will agree to the requabtappropriate individuals responsible for comnuaing with
the patient (e.g., pharmacy personnel, billing engl) will be informed of the request.

Important: Please review PharMerica Policy #12, tRmt's Right to Request Confidential Communicatiaf
Protected Health Information, which addresses Phagkica's process for handling patients’ request for
confidential communications of their PHI.

Right to Request Restrictions On Certain Uses andiBclosures

Patients have the right to request restrictionRloarMerica’s uses and disclosures of their PHtriatment, payment
or healthcare operations or to individuals invohmedheir care. PharMerica is not required toeagro a patient’s
request unless the patient requests PharMeriastoat disclosure of PHI to a health plan andfta)disclosure is for
carrying out payment or healthcare operations (atdor the purpose of carrying out treatment),tfi® PHI pertains
to the items or services for which the patientg@rson other than the health plan on behalf op#ient) paid out-of-
pocket in full, and (c) the disclosure is not othise required by law. If we agree to accept thiepés restriction,

we must adhere to the agreement. If we do not agréee restriction, we must tell the patient thvat do not accept
the restriction.

If your pharmacy receives a patient request farricti®ns on PHI disclosures, instruct the patiEntompleteForm
#13 in the Privacy Policies, Requests for Restoation Use and Disclosure of PHI If your pharmacy receives a
completed Form #13, please submit the completed mforto the Privacy Officer at
privacy.department@pharmerica.com
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Important: Please review PharMerica Policy # 13atent’'s Right to Request Restrictions on Use and
Disclosure of Protected Health Information, whichdaresses PharMerica’s process for considering and
responding to patients’ request for restrictions ¢ime use or disclosure of their PHI.

Right to Obtain an Accounting of PHI Disclosures

Patients have a right to request a report of teelasures of their PHI by PharMerica. A patientyragk for an
accounting of PHI disclosures that were made dutiegsix years prior to the date of the patiergguest. We are
not required to give the patient an accountinghaf disclosures that we have made for purposeseatntent,
payment, or healthcare operations, or for certdirerodisclosures, such as disclosures for whichreeeived
written patient’'s Authorization. Examples of deslires that PharMerica must account for when relpgrio a
patient’s request for an accounting are disclostoestorneys or courts for litigation (unless tratient provided
Authorization for that disclosures), disclosureshialth oversight agencies (e.g., DEA, CMS, statar@® of
Pharmacy), disclosures to law enforcement. Phaddemust provide one accounting to each patienhin12-
month period without charge and any additional estgiin the same 12 month period may be subjecertain
limited charges.Patients need to submit a request for accountingriting directed to the Privacy OfficeForm
#10(A) in the Privacy Manual, Request for Accountig of Disclosures of PHImay be used.

If your pharmacy receives a request for accourftioign a patient, please forward the request to thea®y Officer
at privacy.department@pharmerica.coihe Privacy Officer will review each request armbilinate the timely
response to the request.

Important: Please review PharMerica Policy # 10afient's Right to Accounting of Disclosures of Pretted
Health Information, which addresses PharMerica’s peess for handling patients’ request for an accoing
of disclosures of their PHI.

Right to File a Complaint

Patients have the right complain about PharMeripa‘gacy policies and procedures, compliance byriAkaca

with its privacy policies and procedures, or comptie by PharMerica or our business associatesthétPrivacy
Regulations. Patients may complain to PharMericeodhe HHS. Patients may submit complaints intingi or

verbally. Form #15 in Privacy Policies, Complaints Regardifgvacy Policies and Proceduremay be used to
submit the complaints to PharMerica. If your phasynaeceives a complaint from a patient, please ptym
forward the complaint to the Privacy Officer mtivacy.department@pharmerica.comhe Privacy Officer will

review each complaint and coordinate an appropresponse to the complaint. PharMerica does natiaet

against any patient or the patient’s personal ssative for filing complaints.

Important: Please review PharMerica Policy #15, @plaints Regarding Privacy Policies and Procedures,
which addresses PharMerica’s process for handlingtignt complaints.

SANCTIONS FOR NONCOMPLIANCE WITH HIPAA AND PRIVACY POLICIES

PharMerica Workforce members are required to compttPAA privacy training, understand the Priva@fi€les and
comply with the Privacy Policies and Privacy Retjates. If you know or reasonably suspect a usdismosure of PHI
in violation of the Privacy Policies you must reptite violation to the Privacy Officer. If a Wotkte member is
found to violate the Privacy Policies, such induadiwill be subject to appropriate sanctions. Taecions can range
from warning to termination of employment with Piarica.

Important: Anyone found violating privacy of PharMea’s patients may be disciplined per HIPAA Sarmtis
Policy. Please review PharMerica Policy # 17, Saoes for Failure to Comply with Privacy Policiesral
Procedures.

ADDITIONAL LEGAL AND COMPLIANCE REQUIREMENTS
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Privacy Regulations preempt state laws that aré¢r@gnto the Privacy Regulations. The basic teoéthis rule are
that if a state law is less strict than the Priv&agulations then the Privacy Regulations contibla state law is
stricter than the Privacy Regulations or providatemts with more rights than the Privacy Regutajahen both the
Privacy Regulations and state laws apply. It i afportant to remember and always comply with maittyer
Federal and state laws govern our operations. ¥ample, our pharmacies must comply with the DEAunegments,
state Board of Pharmacy regulations, Federal lawprotection of alcohol and drug abuse recordssaat medical
record confidentiality laws. Many Workforce membare healthcare professionals bound by the ethies of their
professions and they must always stay within thends of those rules. In addition, importantly, Albrkforce
members, regardless of function or position, ageired to comply with all PharMerica’s policies amacedures and
PharMerica’SCode of Business Conduct and Ethics

For additional HIPAA compliance resources, pleas# thePrivacy and HIPAA Compliance site
For any questions about HIPAA compliance or Privaolicies, please contact the Privacy Officer.
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