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This Privacy Policies and Procedures Manual (“HIPR#vacy Manual”) applies to PharMerica
and the entities under Common Ownership or ComtiréltharMerica Corporation, among which
are Onco360, CareMed Specialty Pharmacy, Amerith Gnem RXx, which together form an
Affiliated Covered Entity under the HIPAA PrivacyeBulations (collectively referred to in this
Manual as “PharMerica.”)

As a provider of comprehensive pharmacy servicbarMerica is a Covered Entity subject to
compliance with the HIPAA Privacy Regulations. providing pharmacy services, it is the

policy of PharMerica to comply with applicable régments of the HIPAA Privacy
Regulations.
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HIPAA Policy Title: Use and Dislosure of Protected Health %
Information for Treatment, Payment and Healthcare Pharl\/lerlca
Operations andAuthorizations for Use and Disclosure of lue. Trust. k ‘
Protected Health Information

HIPAA Policy Number:  #1 Revised on January 1, 2011;

May 20, 2011, August 30,
2013, December 1, 2018

Scope: Applies to PharMerica Affiliated Coveredignt‘PharMerica”)

POLICY: It is the policy of PharMerica to ensure that wdles and disclosures of Protected
Health Information (“PHI”) are in accordance witppdicable legal requirements. This policy:

Identifies those situations in which PharMerica agse or disclose PHI for its own
Treatment, Payment or Healthcare Operations aesvitwithout obtaining an
Authorization;

Identifies those situations in which PharMerica chsclose PHI to another healthcare
provider or Covered Entity for that other party’sedtment, Payment or Healthcare
Operations activities without obtaining an Authatinn; and

Describes the process for obtaining and processiqgests for the use or disclosure of
PHI in situations requiring an Authorization.

PROCEDURE:

1.

Uses and Disclosure of PHI for PharMerica’s Treatmet, Payment and Healthcare
Operations. PharMerica may use PHI or disclose PHI without aoihg an
Authorization if the use or disclosure is for thegose of:

(1 Treatment of the patient by PharMerica,
1 Payment for services provided by PharMerica, or
'l Healthcare Operations of PharMerica.

Disclosures of PHI Without Obtaining_an_Authorization for Another Healthcare
Provider _or Covered Entity’'s Treatment, Payment or Healthcare Operations.
PharMerica may disclose PHI without obtaining anth@wization to other healthcare
providers and other Covered Entities for their Tremnt, Payment and Healthcare
Operations purposes as follows:

Treatment. PharMerica may disclose PHI to aroliealthcare provider for the other
healthcare provider’'s Treatment activities. Disales of PHI in this category are not
subject to the Minimum Necessary Standard.

Payment. PharMerica may disclose PHI to anotbevered Entity or a healthcare
provider for Payment activities of the entity thateives the PHI. Disclosures of PHI in
this category are subject to the Minimum Necesstagdard.

Healthcare Operations. PharMerica may disdRiskto another Covered Entity for that
Covered Entity’'s Healthcare Operations activitfes i




HIPAA Policy Title: Use and Dislosure of Protected Health %
Information for Treatment, Payment and Healthcare Pharl\/lerlca
Operations andAuthorizations for Use and Disclosure of lue. Trust. k ‘
Protected Health Information

HIPAA Policy Number:  #1 Revised on January 1, 2011;

May 20, 2011, August 30,
2013, December 1, 2018

Scope: Applies to PharMerica Affiliated Coveredignt‘PharMerica”)

'l Both PharMerica and the other Covered Entity hawvéad a relationship with the
patient who is the subject of the PHI being receetsind the PHI pertains to the
relationship,

1 The disclosure is for one of the activities lisiedsubparagraphs (a) or (b) in the
definition of Healthcare Operations set forth ie Blossary or is for the purpose of
healthcare fraud and abuse detection or compliaamzk,

(] PharMerica discloses PHI in accordance with thguirements of the Minimum
Necessary standard.

3. When is_Authorization Required? PharMerica must obtain a patient’s Authorization

before using or disclosing the patient's PHI if {ag use or disclosure of PHI is for

purposes other than Treatment, Payment or Hea#tl@perations as described above in
this Policy, and (b) the use or disclosure is nittewise permitted by the Privacy

Regulations to be made without obtaining a patseAtithorization.

4. Obtaining Authorizations.

a)

b)

d)

If an Authorization is required before PHI may tsed or disclosed, PharMerica
shall request that the patient whose PHI is to $®xwor disclosed complete and
sign an Authorization in the form dform #1A, Authorization for Release of
Protected Health Information If PharMerica receives an Authorization in a
format other thanForm #1A PharMerica shall verify that the Authorization
submitted contains all of the information included=orm #1A.

If the purpose of the use or disclosure of PHI iarkéting or sale of PHEForm
#1B, Authorization for Release of Protected Healthformation for
Marketing/Sale of PHishall be used. If the Marketing involves financial
remuneration to PharMerica from a third party, ghghorization must state that
such remuneration is involved. The Authorizatiom furposes of sale of PHI
must state that the disclosure of PHI will resnltemuneration to PharMerica.

The completed Authorization form may be submitiedharMerica in person or
by mail.

If PharMerica receives an Authorization signed Imy gerson other than the
patient whose PHI is to be used or disclosed, Paadd shall ensure that the
Authorization is accompanied by documentation iatiig that the person
signing the Authorization is the Personal Represer of the patient.



HIPAA Policy Title: Use and Dislosure of Protected Health %
Information for Treatment, Payment and Healthcare Pharl\/lerlca
Operations andAuthorizations for Use and Disclosure of lue. Trust. k ‘
Protected Health Information

HIPAA Policy Number:  #1 Revised on January 1, 2011;
May 20, 2011, August 30,

2013, December 1, 2018

Scope: Applies to PharMerica Affiliated Coveredignt‘PharMerica”)

5. Processing Authorizations. Upon receipt of a completed and signed Authaonat
Privacy Office or designee will review the Authaimon and determine whether the
Authorization is valid. An Authorization is invdlif:

a. The Authorization does not contain all of the imf@tion required on Form #1A or
1B, as applicable;

b. The Authorization is signed by any person othenttiee patient whose PHI is to be
used or disclosed, but does not include any doctahen indicating that such
person is the patient’'s Personal Representative;

c. The expiration date of the Authorization has passeithe specified expiration event
is known to PharMerica to have occurred,;

d. The Authorization is improperly combined with arethAuthorization or other
document;

e. The Authorization improperly conditions TreatmeR&ayment, enrollment in the
health plan or eligibility for benefits on the patt signing the Authorization;

f. The Authorization is known to PharMerica to haverb@reviously revoked by the
patient; or

g. Any material information in the Authorization iséawn by PharMerica to be false.

6. Responding to Authorizations. If the Authorization is determined to be valideth
Privacy Officer or designee shall: (a) arrange dmclosure of the PHI pursuant to the
Authorization, (b) retain a copy of the Authorizatiin the patient’s record, and (c) if the
Authorization was initiated by PharMerica, provitlee patient with a copy of the
completed Authorization. If the Authorization isvalid, the Privacy Officer or designee
shall inform the individual requesting the PHI thla¢ Authorization does not meet the
requirements of the Privacy Regulations and thatRHI cannot be disclosed pursuant to
an invalid Authorization. No PHI shall be discldsantil a valid Authorization is
provided to PharMerica.

7. Revocation of Authorizations. A patient may revoke an Authorization at any time
provided that the revocation request is submitbeBhHarMerica in writing. A request to
revoke an Authorization must be immediately forvemtdto the Privacy Officer or
designee for processing. The revocation will deative upon receipt by the Privacy
Officer or designee except to the extent that actias been taken in reliance on the
Authorization. Once the Authorization has beenoked, no PHI shall be further
disclosed pursuant to such Authorization. Pharbéershall inform appropriate




HIPAA Policy Title: Use and Dislosure of Protected Health %
Information for Treatment, Payment and Healthcare Pharl\/lerlca
Operations andAuthorizations for Use and Disclosure of Value. Trust. Performance.
Protected Health Information

HIPAA Policy Number:  #1 Revised on January 1, 2011;
May 20, 2011, August 30,

2013, December 1, 2018

Scope: Applies to PharMerica Affiliated Coveredignt‘PharMerica”)

PharMerica personnel and PharMerica’s Business ddass involved in the use and
disclosure of the patient’s PHI regarding the retimm.

8. Combining Authorizations. An Authorization may not be combined with other
document to create a compound authorization exbeptan Authorization for the use or
disclosure of PHI for a research study may be castbiwith any other type of written
permission for the same or another research stndydinganother authorization for the
same research studgn authorization for the creation or maintenantea aesearch
database or repository or with consent to partieipa the research. Ifrovision of
research-related treatment is conditioned on thevigion of an authorizations, as
described below in this Policy, any such compoundha@ization must clearly
differentiate between the conditioned and uncoodé@d components and provide the
individual with an opportunity to opt in to the essch activities described in the
unconditioned authorization.

9. Prohibition on_Conditioning of Authorizations. PharMerica may not condition the
provision to a patient of Treatment, Payment, émanht in the health plan or eligibility
for benefits on the patient signing an Authorizatiexcept that (a) PharMerica may
condition the provision of health care that is ofer the purpose of creating PHI for
disclosure to a third party on the patient’s prinnsof an Authorization for disclosure of
PHI to such third party, and (b) PharMerica mayditton the provision of Research-
related treatment on the patient signing an Au#fation for the use and disclosure of
PHI for such Research. If PharMerica conditionkd provision of Research-related
treatment on the patient signing an Authorizationthe use and disclosure of PHI for
Research, any compound authorization described ectidh 8 above must clearly
differentiate between the unconditioned and coodé&d components and provide the
patient with an opportunity to opt in to the resbaractivities described in the
unconditioned authorization.

10.Documentation. Authorizations shall be maintained for at least(§) years from the
last date on which the Authorization was effecti®equests to revoke an Authorization
shall be maintained for at least six (6) years ftomdate of the request.




HIPAA Policy Title: Authorization for Release of Protected S
Health Information PharMerica

HIPAA Form Number: #1(A) Revised on: January 1, 2011
May 20, 2011, August 30,

2013, December 1, 2018;
October 28, 2019

Scope: Applies to PharMerica Affiliated Coveredignt‘PharMerica”)

AUTHORIZATION FOR RELEASE OF PROTECTED HEALTH INFOR MATION (“PHI”)

PharMerica
805 N. Whittington Pkwy
Suite 400
Louisville, KY 40222
Attn: Privacy Officer

Patient’s Identification:
Name: Date of Birth:
Description of PHI To Be Disclosed:

Sensitive Information: If my pharmacy or billing records contain inforriaat about drug and/or alcohol
abuse, mental health/psychiatric care, sexuallystraited diseases, Hepatitis testing and/or treattme
HIV/AIDS testing and/or treatment and/or other sresinformation, | agree to its releas€heck if you
do not agree to release this sensitive informati@ahDo Not Agree

Date(s) of Service of PHIAll dates of service unless otherwise specifiecther

Purpose of Disclosure:

Entity/Individual Authorized to Disclose PHI: PharMerica

Person/Entity Authorized to Receive PHI:

Revocation of Authorization: | understand that | have the right to revoke thigh@rization at any time
by submitting a notice in writing to Privacy Officef PharMerica at the address stated alamdethat the
revocation will be effective except to the extdmattaction has already been taken in reliance @ th
Authorization.

Expiration Date or Event: This Authorization will expire 12 months from thatd of signature below
unless otherwise specified here:

Re-Disclosure:| understand that the information disclosed by thighorization may be subject to re-
disclosure by the recipient and no longer protedigdFederal or state privacy requirements unless
otherwise prohibited by law.

Signature of Patient or Personal Representative WhiMay Reguest Disclosurei understand that my
treatment, payment, enrollment or eligibility foerefits may not be conditioned on signing the
Authorization. | hereby authorize PharMerica to disclose my proteted health information as
specified above.

Signature of Patient or Personal Representative e Dat

If this Authorization is signed by the patient'sqmnal representative, describe such representative
authority to act on behalf of the patient and imt#usupporting documentation




HIPAA Policy Title: Authorization for Release of Protected

Health Information for Marketing or PharMel’Tca
Sale of PHI F
HIPAA Form Number: #1(B) Revised on: January 1, 2011;

May 20, 2011, August 30,
2013, December 1, 2018;
October 28, 2019

Scope: Applies to PharMerica Affiliated Coveredignt‘PharMerica”)

AUTHORIZATION FOR RELEASE OF PROTECTED HEALTH INFOR MATION (“PHI") FOR
MARKETING OR SALE OF PHI

PharMerica
805 N. Whittington Pkwy
Suite 400
Louisville, KY 40222
Attn: Privacy Officer

For PharMerica To Complete if Applicable:

Marketing: [ This box is checked if PharMerica is requestingryauthorization to use or disclose
your PHI for marketing and is receiving compensatiom a third party for use or disclosure of your
PHI.

Sale of PHI: [J This box is checked if PharMerica is requestingryauthorization to sell your PHI and
is receiving compensation from a third party foe tale of your PHI.

Patient’s ldentification:
Name: Date of Birth:

Description of PHI To Be Disclosed:

Sensitive Information: If my pharmacy or billing records contain inforriaat about drug and/or alcohol
abuse, mental health/psychiatric care, sexuallystritted diseases, Hepatitis testing and/or treatme
HIV/AIDS testing and/or treatment and/or other s@resinformation, | agree to its releas€heck if you

do not agree to release this sensitive informatiahDo Not Agree

Date(s) of Service of PHIAll dates of service unless otherwise specifiedher

Purpose of Disclosure:

Entity/Individual Authorized to Disclose PHI: PharMerica

Person/Entity Authorized to Receive PHI:

Revocation of Authorization: | understand that | have the right to revoke thigh&rization at any time
by submitting a notice in writing to Privacy Officef PharMerica at the address stated alamethat the
revocation will be effective except to the extdmattaction has already been taken in reliance @ th
Authorization.

Expiration Date or Event: This Authorization will expire 12 months from thatd of signature below
unless otherwise specified here:

Re-Disclosure:| understand that the information disclosed by thighorization may be subject to re-
disclosure by the recipient and no longer protedigdFederal or state privacy requirements unless
otherwise prohibited by law.




HIPAA Policy Title: Authorization for Release of Protected

Health Information for Marketing or Pha rMer‘i“yca
HIPAA Form Number: #1(B) Revised on: January 1, 2011;

May 20, 2011, August 30,
2013, December 1, 2018;
October 28, 2019

Scope: Applies to PharMerica Affiliated Coveredignt‘PharMerica”)

Signature of Patient or Personal Representative WhiMay Reguest Disclosurei understand that my
treatment, payment, enroliment or eligibility foerefits may not be conditioned on signing the
Authorization. | hereby authorize PharMerica to disclose my proteted health information as
specified above.

Signature of Patient or Personal Representative e Dat

If this Authorization is signed by the patient'srqmnal representative, describe such representative
authority to act on behalf of the patient and irgusupporting documentation:



HIPAA Policy Title: Safeguards to Protect the Privacy o %
Protected Health Information PharMerica
HIPAA Policy Number:  #2 Revised on: January 1, 2011,
August 30, 2013, December 1,
2018
Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

POLICY: It is the policy of PharMerica to take reasonafieps to implement appropriate
administrative, technical and physical safeguamgrbtect the privacy of Protected Health
Information (“PHI”) in accordance with applicableglal requirements. The purpose of this
policy is to identify the specific safeguards impknted at PharMerica to protect the privacy of
patients’ PHI.

PROCEDURE:

1. Implementation of Safeguards PharMerica shall implement and utilize reasomabl
administrative, technical and physical safeguandsrotect privacy and prevent unauthorized
and unintentional use or disclosure of PHI. Thel RHbe safeguarded may be in any
medium, including paper, electronic, oral and vis@gpresentations of PHI. PharMerica
shall reasonably safeguard PHI to limit incidents¢s or disclosures of PHI made pursuant
to an otherwise permitted or required use or dsale of PHI.

2. Paper Records PharMerica shall take reasonable steps to safddeHI| contained in paper
records. With respect to such PHI, PharMerical simglement the following safeguards:

a. Access to areas where paper records containingaR-tored shall be restricted and
access shall be limited to authorized personnel.

b. Paper records containing PHI shall not be leftlarpsight on desks outside the time
a Workforce member is not working on such documents

c. When corresponding with patients by mail, corresjgmte containing PHI shall be
sent in sealed envelopes.

d. When sending medications to patients by mail, gmate procedures for verifying
that correct medication is being sent to a compatient shall be followed.

e. Printers and copiers shall be located in areascussible to unauthorized personnel.

f. When providing documents with PHI to a patient, athéo ensure that correct
documents are being provided to the correct pafeegt, pharmacy inserts).

g. And any paper records with PHI shall be promptlgkpd up from mailboxes, fax
machines, printers and copiers and not left undéen

h. All paper documents containing PHI shall be shredal#or to disposal to render PHI
unreadable and indecipherable.

A. Paper records shall be disposed only to contaikesgynated for documents
containing PHI and marked to indicate that the doents are to be shredded
prior to disposal.

B. PharMerica Workforce members and contractors pnogidleaning services
shall be trained on correct process for disposglapier documents containing

8



HIPAA Policy Title: Safeguards to Protect the Privacy o

Protected Health Information Ph arMe rlC a

HIPAA Policy Number: #2 Revised on: January 1, 2011

August 30, 2013, December
2018

=

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

PHI and shall be instructed not to dispose unsla@dpaper documents
containing PHI in any publicly accessible recyclorgrash containers.

C. Medication containers, IV bags and any other maleigontaining PHI shall
not be disposed in any publicly accessible recgatintrash containers unless
the PHI has been removed from those materials dmddded prior to
disposal.

D. A business associate agreement consistent witivighiaa policy on business
associates shall be entered into with any vendoviging shredding services
to PharMerica with respect to documents contaifiHg)

3. Oral Communication. PharMerica shall take reasonable steps to grttecprivacy of all

oral exchanges or discussions of PHI, regardlesshefe they occur. With respect to PHI
communicated orally, PharMerica shall implementfti®wing safeguards:

a. Workforce members shall not to discuss patientrmétion in elevators, hallways or

C.

any other public areas, including talking on themdwhere others may overhear.

Only minimal amount of PHI may be left in voicensasind no sensitive PHI shall be
left in voicemail boxes or answering machines.

When discussing PHI, efforts shall be made to miremrisk of being overhead by
non-authorized individuals (e.g., use lower voiteld a conversation in an enclosed
area with the doors closed, etc.).

Visual Representations PharMerica shall take reasonable steps to sbiesérvable PHI

from unauthorized disclosure. With respect to Péfiresented visually, but not on paper
(e.g., computer screens), PharMerica shall implerienfollowing safeguards:

a.

To the extent possible, computer screens shallds@ipned so that the screens are
not visible to passers-by.

If PHI is frequently displayed on the computer sorea “privacy screen” to protect
the display shall be installed, if feasible.

c. Computer screen savers shall be set for quickvalgr

d. Workforce members shall sign off the computer wheray from the computer and

not leave computers unattended when signed on.

Electronic_Communication. PharMerica shall take reasonable steps to ptetiem

unauthorized use or disclosure of electronic infation containing PHI. With respect to PHI
that is communicated or stored electronically (ecgmputer hard drives, e-mail, facsimile),
PharMerica shall implement the following safeguards

[] Facsimile:



HIPAA Policy Title: Safeguards to Protect the Privacy o %
Protected Health Information PharMerica
HIPAA Policy Number:  #2 Revised on: January 1, 2011,
August 30, 2013, December 1,
2018
Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

a. A confidential fax coversheet shall be used to @e\extra protection for PHI and
the cover sheet shall have appropriate cautiorsaryuage regarding the sensitivity of
the information being sent by fax.

b. Fax coversheets shall contain the names and confacination of both the sender
and the intended recipient.

c. Intended recipient shall be notified that informaticontaining PHI is being delivered
via fax and PHI shall not be faxed unless the fenipconfirms that providing PHI
via fax is acceptable to the recipient.

d. Intended recipient and correct fax number shalldrdied prior to sending the fax.

e. Pre-programmed fax numbers shall be validated geatly and regular fax
recipients shall be reminded to provide notificatio the event their incoming fax
number changes.

f. Fax machines shall be located in areas not acdéessibbnauthorized personnel.
g. Documents containing PHI shall be promptly pickedrem fax machines.

h. If a fax is transmitted to the wrong recipient irmog, contact the wrong recipient
immediately and ask that the materials be returoedlestroyed, and notify the
HIPAA Privacy Officer of the incident, who will tak additional actions as
appropriate.

[0 E-Mail:

a. Written consent of patients shall be obtained pworommunicating with them via e-
mail or e-mail should be used only upon patierdgtguest.

b. E-mail communications shall include a warning relgag the confidentiality of the
information contained in the e-mail and the faettthe communication is to be read
only by its intended recipient.

c. E-mail communications containing PHI shall be owigt secure encrypted e-mail,
unless a patient requests access to PHI via eamditequests that PHI be transmitted
to the patient via unsecure e-mail after being wdraf the risks to PHI due to such
transmission.

d. Large files shall be sent securely to both intearad external addresses via Secure
File Transfer.

e. Correct e-mail address shall always be double-adkdbefore sending an e-mail
message to ensure the correct recipient of theik-ma

f. If an e-mail must be sent to a distribution listpdkforce member sending the e-mail
shall verify the names on the list and confirm tath recipient has a need to receive
the e-mail.

10



HIPAA Policy Title: Safeguards to Protect the Privacy o

Protected Health Information Ph arMe rlC a

HIPAA Policy Number: #2 Revised on: January 1, 2011

August 30, 2013, December
2018

=

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

g.

h.

E-mail communications shall be managed and archoatsistent with applicable
PharMerica procedures.

Workforce members shall be vigilant of suspiciousails, shall not click on links or
open documents from unknown senders, shall notigeaheir user ids or passwords
in response to such e-mails and shall direct amgtipns regarding such e-mails to IT
Helpdesk.

If an e-mail containing PHI is sent to the wrongles$see, the Workforce member
shall report the error immediately to the supenviand Privacy Officer, who will
provide guidance on additional actions as approgria

[1 Passwords

a.

Workforce members shall have unique user ids asdwpards to access information
systems containing PHI.

Workforce members shall choose passwords whicle@rglex and which cannot be
easily guessed (e.g., a unique password which nssdese to the workforce member
but not to anyone else), consistent with the resuénts of PharMerica’s policies.

Workforce members shall keep their user ids andwasls confidential and not
share such information with anyone.

Workforce members are prohibited from posting thesier ids and passwords at or
near their computers.

Passwords shall periodically expire per PharMesigalicies.

Passwords to all PharMerica computer systems bleatleactivated immediately in
the event a user is no longer employed or contastth PharMerica so that persons
no longer affiliated with PharMerica cannot accé¥sarMerica’s network and

computer systems.

If a Workforce member suspects that his or herwass has been compromised or
misused, the Workforce member shall immediatelyngeathe password and report
the incident to the supervisor and the HIPAA Saygu@ifficer.

[ Mobile Devices

a.

Mobile devices which may maintain, access or tran$thll shall be encrypted.
Encryption shall comply with National Institute &tandards and Technology
standards for rendering electronic PHI secured.

Workforce member may use personally owned mobilecds only consistent with
the requirements of PharMerica’s policy on use efspnally owned devices and
provided such devices are encrypted via Mobile bbinTune and as otherwise may
be required by PharMerica’s information securitjiges.
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C.

Remote wiping capability shall be implemented ohrabbile electronic devices
issued by PharMerica to Workforce members and albile electronic devices
personally owned by Workforce members and use®farMerica’s business.

Workforce members are prohibited from connectingspeally owned electronic
equipment to PharMerica’s information system.

Workforce members shall immediately report to tieeBity Officer and to the police
a loss or theft of any mobile electronic device ¥erkforce member used to access
PharMerica’s information system. Upon receivingtsueport, the Security Officer
shall initiate immediate remote wiping of all dasacluding PHI, on that device, if
technologically feasible.

[J Other EPHI Safeguards:

a.

PHI shall be removed from training and presentativeterials, including “screen
shots” that display any patient information.

Workforce members shall not disable or otherwiderfere with the virus protection
installed in the workstations.

If in the course of PharMerica’s operations, elatit PHI needs to be sent via a CD
or jumpdrive, such CD/jumpdrive shall be encryptedless otherwise requested by a
patient when requesting access to PHI).

Workforce members shall lock computers when steppimay from their computers
and shall log off the computers at the end of thekday.

PharMerica shall maintain documentation on howsgditems are backed up, where
backups are stored, and who has access.

All vendors/contractors who have access to Phaddaricomputer system shall sign
written business associate agreements requiring d¢bafidentiality of PHI be
maintained.

If computers, servers, hard drives, solid-statevedri flash drives, tablets, smart
phones, copiers, hardware or any other electromeicds containing PHI are
removed from service and sold, donated or otherdisgosed of, the devices will be
cleared, purged or destroyed so that the PHI isralesd and cannot be recreated
consistent with DHHS issued guidance and Natiomskitute of Standards and
Technology standards prior to any such disposal.

If an outside vendor is engaged to assist withaiset disposition process, a business
associate agreement shall be entered into withehdor.

Workforce members shall not use personal e-mag.,(@mail, yahoo) to conduct
PharMerica business and shall not e-mail any Phetgsonal e-mail, text any PHI to
personal cell phones, send any PHI via fax to arggnal fax numbers (e.g., home
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fax number),or save, download or otherwise transfer any PHlaoy personal
computer, i-pad or other electronic device.

If a Workforce member needs to send PHI to an detparty and sending such PHI
via a secure e-mail is not practicable (e.g., dukatge volume of documents), such
PHI shall be sent via an upload to a secure doctsfeming site in coordination with

the IT department, if feasible. If sending PHI gsizch methods is not feasible, PHI
may only be sent via a personal delivery by couoieovernight delivery services

with required recipient signature upon deliveryg(eFedEx), and any electronic PHI
sent via such method shall be via an encryptedatigicrypted jump drive.

Practice safe browsing habits.

All other safeguards with respect to electronic Beli forth in security policies shall
be followed.

6. Physical Security. PharMerica shall take reasonable steps to prdweidghysical security of

any documents and assets containing PHI.

a.

Access to PharMerica facilities shall be physica#gtricted by requiring a scan of
the issued security badge for entry.

Access to PharMerica facilities shall be limitedRbarMerica Workforce members,
authorized contractors and authorized visitors.

PharMerica will issue security badges to providecbnic access only to Workforce
members duly authorized by the Vice President HuResources or designee.

Workforce members issued a security badge shaliubeorized to access only the
assigned areas.

Workforce members shall safeguard access badgearan#ieys (for the pharmacy
locations that utilize a combination of the badgd &ey access) and shall not share
them with or borrow them to others.

All Workforce members and visitors must have thegcurity badges visible at all
times and pictures are required to be on all sgchadges.

No Workforce member is permitted to badge in otWWarkforce members. Each
person will be required to scan their own secusayge, even if someone is holding
the door. In the event a Workforce member does hmte a badge to enter
PharMerica’s facility in his or her possession, Werkforce member shall be subject
to sign in process applicable to visitors.

. If a security badge is lost, Workforce Member shatbmptly contact the Facility

Manager so a new security badge can be issuedhandld security badge can be
deactivated.
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i. Keys shall be returned and badges immediately oedet upon Workforce
member’s termination. If access to any area igicgstl via an access code type of
lock, the access combination shall be immediatehanged upon employee
terminations.]

j. All visitors shall be required to sign in at therit office, given a visitor security
badge which shall be worn by the visitor and beblesand shall be escorted by a
Workforce member at all times while on PharMerigaremises. The badge shall be
returned by the visitor at the conclusion of th&tvi

k. If practicable, security cameras shall be used tmitar access to PharMerica
premises.

7. Restriction on Removal of PHI From PharMerica’s Pranises.Workforce members shall
not remove any documents containing PHI in any fautside of PharMerica premises
unless required to perform their job responsileiittor PharMerica. If removal of PHI from
PharMerica’s premises is required to perform japomsibilities for PharMerica:

a. Electronic PHI shall be only on PharMerica issueglices and PHI shall be
maintained in such devices in encrypted form caestswith the with National
Institute of Standards and Technology standardsefwdering PHI secured,

b. Any PHI shall be limited to the minimum necessanyoant to perform the work
needed, appropriately at all times safeguardedendfil PharMerica’s premises and
returned to PharMerica premises as soon as prhlgjca

c. The documents and devices containing PHI shalltkadl @imes safeguarded by the
workforce member (e.g., do not check in as baggdgen travelling, do not leave
unattended in a car, do not leave unsecured at,hHooted or other location).

8. Additional Safeguards. In addition to the safeguards described above, Niriza may
adopt additional reasonable administrative, tedimnd physical safeguards to protect the
PHI as may be appropriate from time to time for fftearmacy and other PharMerica
operations. All requirements of PharMerica otharqies shall be followed.

9. Compliance Monitoring. The Privacy Officer or designee shall conductiqubc
monitoring to ensure that PharMerica workforce sardusly follows the requirements of
this Policy to safeguard PHI from improper use @scldsure. The monitoring shall be
conducted with a frequency and in a manner as rdeted appropriate by Privacy Officer
(e.g., via periodic announced or unannounced @naiidits and inspections of individual
pharmacies).
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POLICY: 1t is the policy of PharMerica to assure that algclosure of Protected Health
Information (“PHI”) in the course of legal procerds is done in accordance with applicable
legal requirements. The purpose of this polictoiprovide guidance concerning disclosures of
PHI in the course of legal proceedings.

PROCEDURE:

1. Disclosure of PHI Pursuant to a Court Order. PharMerica may disclose PHI in the
course of any judicial or administrative proceedimgthout obtaining an Authorization
from the patient who is subject of the PHI, purdu@na court or administrative order,
provided that PharMerica discloses only the PHIresgly authorized by the order.

2. Disclosure of PHI Without a Court Order. In the course of a legal proceeding and in the
absence of a court order, PharMerica may disclédeaP described below.

a. PharMerica may disclose PHI if the patient who ubjsct of the PHI completes an
Authorization to release the PHI which complieshwihe requirements of HIPAA
Privacy Regulations, as describedPalicy #1; Authorization for Release of Protected
Health Information or

b. PharMerica may disclose PHI in response to a suitgodiscovery request, or other
lawful process if one of the following conditiorsssatisfied:

A. PharMerica receives from the requestor of PHI attewri statement with
accompanying documentation showing that:

[J The requestor of PHI has made a good faith eféogrovide written notice to the
patient that disclosure of the patient's PHI isnigesought,

1 The written notice contained sufficient informaticabout the litigation or
proceeding for which the PHI is requested to perthé patient to raise an
objection to the court or administrative triburead

(1 The time for the patient’s objections has lapsed ao objections were filed, or
all objections filed by the patient have been nestl by the court or
administrative tribunal, and the disclosure soughtconsistent with such
resolutions.

B. PharMerica receives from the requestor of PHI atteni statement with
accompanying documentation showing that a qualifiectective order has been
issued by the court or administrative tribunal wijthrisdiction over the dispute
prohibiting the parties to the dispute from usirgdesclosing PHI for any purpose
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C.

other than the proceeding for which the PHI is esged and requiring the return to
the Provider or destruction of all PHI (includindl aopies) at the end of the
proceeding, or

PharMerica makes reasonable efforts to providdicgerit notice to the patient
comparable to the notice described above or to aeglalified protective order as
described above.

If a subpoena, discovery request, or other lawfatess not accompanied by a court or
administrative order does not comply with the regmients of this Policy, the Privacy
Officer or a designee shall inform the requestorPéfl that PharMerica will not
disclose PHI until the request for PHI complieshwgtich requirements.

3. Special Considerations.

a.

Privilege Issues. Any disclosures of PHI permitigalder this policy without an

Authorization may be made only after PharMericaedatnes that such disclosure
would not violate the pharmacist-patient privilegader applicable state law (or
physician-patient privilege, if under state law lsuprivilege is extended to the
prescription records) either because the disclosurequired by law or because the
privilege has been waived by the patient.

Sensitive Information. State laws may have speaidiquirements and prohibitions
with respect to the disclosure of sensitive infaiiorg such as HIV, mental health and
genetic information. The Privacy Regulations dd deange PharMerica’s existing
obligation to comply with these requirements.

State Law Considerations. State laws may imposeiapesquirements related to
disclosure of PHI in legal proceedings. Prior tectbsing PHI, PharMerica personnel
shall confirm that the disclosure is permitted pplacable state law.

4. Tracking Disclosures. For purposes of responding to patient requestadoountings of

disclosures of PHI, PharMerica shall track all thisares of PHI covered by this Policy
other than disclosures made pursuant to a pati@ntisorization to release PHI.

5. Documentation. All documentation related to disclosures of PidVvered by this Policy

shall be maintained in the patient’'s record forlestst six (6) years from the date the
document was created.
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POLICY: It is the policy of PharMerica to assure that asg or disclosure of Protected Health
Information (“PHI”) without an Authorization be imccordance with applicable legal
requirements. The purpose of this policy is tovte guidance concerning the following special
circumstances in which PharMerica can use andadisch patient’'s PHI without obtaining an
Authorization:

Public Health Activities

Health Oversight Activities

Law Enforcement Purposes

Victims of Abuse, Neglect, or Domestic Violence
Avert Serious Health or Safety Threat

Certain Military Activities

Required by Law

Workers’ Compensation

Decedents

Cadaveric Organ, Eye, or Tissue Donation
National Security and Intelligence

Protective Services for the President and Others
m. Correctional Institutions

—ARTTS@T0 00T

PROCEDURE:

1. Uses and Disclosures of PHI Not Requiring Authoriziion. PharMerica may use and
disclose a patient’s PHI without obtaining an Authation in the situations identified
below, provided that PharMerica follows the proaedwutlined in this Policy.

a. Use and Disclosure of PHI for Public Health Activites. PharMerica may use and
disclose PHI for public health activities as fol&w

I To a public health authority to prevent or conttidease, injury, or disability;

i. To a public health authority or other appropriateveynment authority
authorized by law to receive reports of child aboiseeglect;

ii. To persons subject to the jurisdiction of the Feodl Drug Administration
(FDA) with respect to an FDA regulated product otivaty for which that
person has responsibility for the purpose of amtisirelated to the quality,
safety or effectiveness of an FDA-regulated produrctactivity, including
disclosures for the purpose of:

A. Collecting or reporting adverse events (or simgletivities with respect to
food or dietary supplements), product defects armablpms (including
problems with the use or labeling of a product),barlogical product
deviations,
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B. Tracking FDA-regulated products,

C. Enabling product recalls, repairs, replacemenbokibacks (identification
of blood and blood products bearing increased afskansmitting blood-
borne diseases), including locating and notifyireripients of such
products, or

D. Conducting post-marketing surveillance;

To a person who may have been exposed to or ishtof spreading or

contracting a communicable disease if PharMericathar public health

authority is authorized by law to notify such pers@s necessary in the
conduct of a public intervention or investigation.

To a school about a patient who is a student osgactive student of the
school if: (a) the PHI that is disclosed is limitedproof of immunization, (b)
the school is required by State or other law to ehauch proof of
immunization prior to admitting the patient, and RharMerica obtains and
documents the agreement to the disclosure frorereift) parent, guardian or
other person acting in loco parentis of the patiehtthe patient is an
unemancipated minor, or (i) the patient, if thetigrat is an adult or
emancipated minor.

b. Disclosure of PHI for Health Oversight Activities.

Subject to the exceptions listed in Paragraph iYl¢low, PharMerica may
disclose PHI to a health oversight agency for @&t authorized by law,
including audits; civil, administrative, or criminal invesdions; inspections;
licensure or disciplinary actions; civil, adminggirve, or criminal proceedings
or actions or other activities necessary for the appropratersight of:

A. The healthcare system,

B. Government benefit programs for which health infation is relevant to
beneficiary eligibility, or

C. Entities subject to government regulatory programeivil rights laws for
which health information is necessary for determgntompliance.

PharMerica may not disclose PHI to a health ovatsagency if the patient is
the subject of the investigation or other actiuvityless the investigation or
other activity directly relates to:

A. The receipt of healthcare,

B. A claim for public benefits related to health (oclaim for public benefits
not related to health which is being jointly inugated with a health
oversight activity), or
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C. Qualification for, or receipt of, public benefits services, when the
patient’s health is integral to the claim for peldenefits or services.

c. Disclosure of PHI for Law Enforcement Purposes.PharMerica may disclose PHI
to a law enforcement official if the requirementsimerated below are met.

I Disclosure Pursuant to Law PharMerica may disclose PHI to a law
enforcement official as required by law (providduhatt disclosures about
victims of abuse, neglect, or domestic violencdldbg® made in accordance
with Paragraph 1(d) below.)

ii. Disclosure Pursuant to ProcessPharMerica may disclose PHI to a law
enforcement official in compliance with anals limited by the relevant
requirementsf:

A. A court order or court-ordered warrant,

B. A subpoena or summons issued by a judicial officer,
C. A grand jury subpoena, or
D.

An administrative request, an administrative suljpoa summons, a civil
or an authorized investigative demand, or similaxcpss authorized by
law, provided that:

(1 The PHI sought is relevant and material to the kwiorcement
inquiry,

1 The request is limited to the PHI necessary ihtligf the purpose for
which the PHI is sought, and

1 De-identified Information could not reasonablyused instead of PHI.

ii. Disclosure for Identification and Location PurposesPharMerica may
disclose PHI in response to a law enforcement iafficrequest for PHI for
the purpose of identifying or locating a suspeatjitive, material witness, or
missing person, provided that:

A. PharMerica may disclose only the following PHI:
"1 Name and address,

Date and place of birth,

Social security number,

ABO blood type and Rh factor,

Type of injury,

O O o o O

Date and time of treatment,
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Vi.

Date and time of death, if applicable, and

Description of distinguishing physical charactées including height,
weight, gender, race, hair and eye color, presen@bdsence of facial
hair (beard or moustache), scars, and tattoos

B. Except for ABO blood type and Rh factor, it is parmissible to disclose
any PHI related to the patient's DNA or DNA anatysiental records, or
typing, samples or analysis of body fluids or tessu

Disclosure about Victims of Crimes PharMerica may disclose PHI in
response to a law enforcement official’s requestPHl relating to a patient
who is or is suspected to be a victim of a crime if

A. The patient agrees to the disclosure, or

B. PharMerica is unable to obtain the patient's agesgmbecause of
incapacity or other emergency circumstances, but:

1 The law enforcement official represents that thél B needed to
determine whether a violation of law by a persdmeothan a patient
has occurred and that the PHI is not intended toids®l against the
patient,

1 The law enforcement official represents that immaed law
enforcement activity depending on the disclosureldidoe materially
and adversely affected by waiting until the patisnable to agree to
the disclosure, and

1 The disclosure is in the best interests of théepaias determined by
PharMerica Personnel in the exercise of professjadgment.

Notwithstanding the requirements of this Paragrapty, disclosures of child
abuse and neglect shall be made to public hediittiad$ or other authorized
government officials in accordance with state laeguirements, and
disclosures about victims of abuse, neglect, or ektim violence shall be
made to authorized government officials in accocdawith Paragraph 1(d)
below.

Disclosure Related to Death Resulting from CrinitharMerica may disclose

PHI about a decedent to a law enforcement offtcialert him/her of a death
if PharMerica suspects that the death has resfittetcriminal conduct.

Disclosure Related to Crimes on Premis@&harMerica may disclose PHI to a

law enforcement official if PharMerica in good faibelieves that the PHI
constitutes evidence of criminal conduct that oeczdiron PharMerica’s
premises.
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d. Disclosure of PHI About Victims of Abuse, Neglectpr Domestic Violence.

Except for reports of child abuse or neglect subjecapplicable state law
requirements, PharMerica may disclose PHI abouattiemt whom PharMerica
reasonably believes to be a victim of abuse, nggbealomestic violence to a
government authority authorized by law to receieports of such abuse,
neglect, or domestic violence if:

A.

The disclosure is required by law and is made img@nce with the
relevant requirements of the law, or

The patient agrees to the disclosure, or
The disclosure is expressly authorized (but natireq) by law, and

1 A representative of PharMerica, in the exercise pobfessional
judgment, believes the disclosure is necessaryaweept serious harm
to the patient or to other potential victims, or

1 The patient is unable to agree due to incapacity the authorized
recipient of the PHI confirms that (1) the PHI istnntended to be
used against the patient, and (2) an immediaterestent activity
that depends upon the disclosure would be matersadtl adversely
affected by waiting until the patient is able toesgto the disclosure.

If PharMerica makes a disclosure as described mageaph 1(d)(i) above, it
must promptly inform the patient of the disclosursless:

A. A representative of PharMerica, in the exercis@rofessional judgment,

believes that informing the patient would place thegient at risk of
serious harm, or

PharMerica would be informing a Personal Represesta and
PharMerica reasonably believes that the PersongreRentative is
responsible for the abuse, neglect or other injand a representative of
PharMerica determines, in the exercise of profesdigudgment, that
informing such person would not be in the patiebgst interests.

e. Use and Disclosure of PHI to Avert Serious HealthrdSafety Threat. PharMerica
may use or disclose PHI if PharMerica in good fai¢tieves the use or disclosure:

Is necessary to prevent or lessen a serious anthentrthreat to the health or
safety of a person or the public; and is made pperaon(s) reasonably able to
prevent or lessen the threat, including the tanféte threat.

Is necessary for law enforcement officials to idgrdr apprehend a patient:

A. Because it appears from all the circumstancesttigapatient has escaped

from a correctional facility or from lawful custodgr
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B. Because of a patient’s statement admitting pagtep in a violent crime,
PharMerica reasonably believes the patient may hzuesed serious
physical harm to the victim, unless this informatigas learned:

] In the course of treatment, counseling or therapyaffect the
propensity to commit the crime that is the basidlie disclosure, or

[l Through a patient’s request to initiate or be mef@ to treatment,
counseling or therapy to affect the propensitydmmit the crime that
IS the basis for the disclosure.

NOTE: Disclosures pursuant to Paragraph 1(e)figva must be limited to
(a) the patient’s statement admitting participatiora violent crime, and (b)
the types of PHI listed in Paragraph 1(c)(iii)(Ajoxe.

f. Disclosure for Military Activities. In certain situations, PharMerica may use or
disclose PHI of patients who are United Statesocgifin armed forces personnel for
activities considered by appropriate military conmehauthorities necessary to ensure
proper execution of the military mission. If Phahta receives a request for
disclosure of PHI under this Paragraph 1(f), thedey Officer should be contacted
to determine the appropriate course of action.

g. Disclosure of PHI Required by Law.

I. If the disclosure of PHI is required by law, PharMa may disclose the PHI
so long as the disclosure is in compliance with snlimited to the relevant
requirements of the law.

il. If the disclosure which is required by law relae@$aw enforcement purposes,
victims of abuse, neglect or domestic violenceuatigial and administrative
proceedings, PharMerica also must comply with tespective standards
enumerated in this Policy and Policy @isclosure of Protected Health
Information in Legal Proceedings

h. Disclosure of PHI for Workers’ Compensation. PharMerica may disclose PHI as
authorized by and to the extent necessary to convly laws related to workers’
compensation or other similar programs establidhedaw to provide benefits for
work-related injuries or illnessegthout regard to fault

i. Use and Disclosure of PHI about Decedents.

I Disclosure to Persons Involved in Car®harMerica may disclose PHI to a
patient’s family member or other person who wasiified by the patient as
being involved in the patient’'s care or paymenttfug patient’s health care
prior to the patient’s death that is relevant tohsperson’s involvement unless
doing so is inconsistent with any prior expressezfguence of the deceased
patient that is known to PharMerica.
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ii. Disclosure to Coroners and Medical Examiner®harMerica may disclose
PHI to coroners or medical examiners in order entdy a deceased person,
determine a cause of death, or enable coroners ealical examiners to
perform their other duties as authorized by law.

ii. Disclosure to Funeral Directors PharMerica may disclose PHI to funeral
directors, consistent with applicable law, as nsagsto carry out their duties
with respect to the decedent.

V. Disclosure 50 Years Following Deatl?harMerica may disclose PHI without
an Authorization when a period of 50 years follogvihe death of the patient
has passed.

j. Use and Disclosure of PHI for Cadaveric Organ, Eyepr Tissue Donation.
PharMerica may use and disclose PHI to organ pemcent organizations or other
entities engaged in the procurement, banking,arsplantation of cadaveric organs,
eyes, or tissues in order to facilitate organ, eged tissue donation and
transplantation.

k. Disclosure for National Security and Intelligence Ativities. PharMerica may
disclose PHI to authorized Federal officials foe ttonduct of lawful intelligence,
counter-intelligence, and other national securtivities. If PharMerica receives a
request for disclosure of PHI under this Paragri(l, the Privacy Officer should be
contacted to determine the appropriate coursetafrac

|. Disclosure for Protective Services for the Presiderand Others. PharMerica may
Disclose PHI to authorized Federal officials foe firovision of protective services to
the President or other persons authorized by lawdeive such services.

m. Disclosure to Correctional Institution. PharMerica may disclose to a correctional
institution or a law enforcement official with codly of an inmate or another person
PHI about the inmate or other person if the comeel institution or the law
enforcement official represents that the PHI isessary for:

I The provision of healthcare to the inmate or theeoperson,

il. The health and safety of the officers, the inmat®tber person in custody,
other inmates, other persons at the correctiorsdltution, or other persons
responsible for transporting inmates,

ii. Law enforcement on the premises of the correctiorsitution, or
Iv. The maintenance of the safety and security of teectional institution.
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2. Processing of Disclosures.

a. All disclosures of PHI in the special circumstancesered by this Policy shall be
handled in a manner approved by the Privacy Officer

b. The Privacy Officer, or designee, shall:
I Be consulted to confirm that a disclosure is peediunder this Policy,

i. If the disclosure is being made in response togaest, verify the identity of
the requestor as follows:

A. If the disclosure of PHI is to a public official eomeone acting on behalf
of a public official, identity may be verified byng of the following
means:

1 Presentation of an identification badge or oth&cial credentials, or
1 Request for disclosure is made on appropriatergovent letterhead.

B. If the request for disclosure is made by someorerothan a public
official, and disclosure to such person is perrditby law, the Privacy
Officer or a designee should exercise professigprdgment in verifying
the identity of that person (e.g., request a disvdicense, employee
identification card, etc.).

c. Any disclosures made pursuant to this policy shalcarried out in accordance with
the requirements the Policy dfinimum Necessary Standard for Use, Disclosure and
Request of Protected Health Information

3. Tracking Disclosures. For purposes of responding to patient requestadoountings of
disclosures of PHI pursuant Rolicy on Patient’s Right to Accounting of Disclossi of
Protected Health InformatignPharMerica shall track its disclosures of PHI abhare
covered by this Policy, except for disclosures fational security and intelligence
activities and disclosures to correctional instis.

4. Documentation. Documentation of all disclosures of PHI trackedsoant to Paragraph
3 above shall be maintained for at least six (@yydérom the date of the disclosure.

5. State_and Federal Law_Compliance. Certain state and Federal privacy laws may
impose stricter protections for the privacy of RH&n the protections provided by the
Privacy Regulations and in such cases compliandk thie stricter applicable legal
requirements is necessary. Therefore, before Péracdldiscloses PHI under this Policy,
PharMerica shall verify that disclosure is pernfiksiunder the applicable state and
Federal laws.
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POLICY: It is the policy of PharMerica to make reasonadfi@rts to limit the amount of
Protected Health Information (“PHI”) used, discldser requested to the minimum necessary
amount needed to accomplish the intended purposaadbf uses, disclosures and requests. The
purpose of this policy is to provide a process dosuring that only the minimum necessary
amount of PHI is:

1 Used by PharMerica’s Workforce,
] Disclosed to third parties, and
T1 Requested from other Covered Entities.

PROCEDURE:
1. Uses of PHI by PharMerica’'s Workforce.

a. PharMerica shall identify those persons or clasggersons in its Workforce who need
access to PHI, identify for each person or clagsen$on the categories of PHI to which
the access is needed to perform their job respiitis® and any conditions appropriate
for such access and make reasonable efforts to Waorkforce members’ access to PHI
to the minimum necessary amount needed to carrtheutjob responsibilities.

b. Access privileges of each Workforce member to Pleau®d’s information systems shall
be consistent with the minimum necessary designdtiothe Workforce member.

c. Workforce members shall use only the PHI needexitoy out their job responsibilities.

d. The minimum necessary access to PHI designatiarthéoWorkforce members shall be
modified or updated as needed.

2. Disclosures of PHI to Third Parties.

a. Applicability of Minimum Necessary Standard. Befalisclosing PHI to third parties
who are not members of the Workforce, PharMericall stetermine whether the
minimum necessary standard applies to the Disabosubisclosures subject to the
minimum necessary standard shall be limited tontir@dmum necessary amount of PHI
necessary to accomplish the intended purpose didwosure.

The minimum necessary standard does not applyetiotiowing:

1 Disclosures to or requests by a healthcare provioie Treatment purposes (e.g.,
disclosure of PHI to a skilled nursing facility wkea resident resides),

1 Uses and Disclosures to the patient who is thgestbf the PHI (e.g., explanation of
pharmacy services to the patient),
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(] Uses and Disclosures pursuant to an Authorizafgog., disclosure of PHI to the
patient’s attorney as authorized by the patieneMifiPAA compliant authorization),

"1 Disclosures to the Secretary of the Departmenti@dlth and Human Services for
enforcement purposes (e.g., disclosure of PHI endburse of a privacy complaint
investigation), or

1 Uses or Disclosures that are required by law arded out in accordance with the
requirements of the applicable law (e.g., disclesof PHI in response to a court
order).

b. Routine Disclosures. If the minimum necessary ddah applies, PharMerica shall
disclose only the minimum necessary amount of Réided to accomplish the purpose
of the disclosure. PharMerica may comply with ti@quirement by developing a routine
disclosure protocol (See Exhibit A, Routine Discligs Protocols) or by other methods
best suited to PharMerica’s operations.

c. Non-Routine Disclosures. If a routine disclosuretpcol or another standard minimum
necessary disclosure process has not been adaptadspecific type of PHI disclosure,
PharMerica shall:

1 Review the proposed disclosure to identify theimim necessary amount of PHI
taking into consideration the following criteria:

1 The purpose of the disclosure, and

[l Whether the purpose can be achieved with a lesseunt of PHI than proposed
to be disclosed, and if yes, whether it is feastoldimit the amount of PHI
disclosed.

1 Document the review usingorm #5(A), Non-Routine Disclosure of Minimum
Necessary Protected Health Information

71 Disclose the minimum necessary amount of PHI &rohéned by the review.

d. The Reliance Alternative. When PHI is disclosed@sponse to a request, instead of
following the procedures for disclosure specifiadPiaragraph 2(c), PharMerica may, if
reasonable under the circumstances, rely on thewilg third parties as requesting the
minimum necessary amount of PHI:

'l Public Officials - if the public official represemthat he/she is requesting only the
minimum amount of PHI needed to accomplish the psepof the disclosure,
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'l Professional who is a member of Workforce or iBusiness Associates - if the
professional represents that he/she is requestihgtbe minimum amount of PHI
needed to accomplish the purpose of the disclosure,

1 Another Covered Entity.
3. Requests of PHI by PharMerica From Other Covered Efities.

a. Applicability of Minimum Necessary Standard. Beforequesting PHI from other
Covered Entities, PharMerica shall determine whethe minimum necessary standard
applies to the request. The minimum necessarydatdnapplies to all requests of PHI
unless the request is made to a healthcare profad@reatment purposes.

b. Routine Requests. If the minimum necessary stanaaplies, PharMerica shall request
only the minimum necessary amount of PHI neededcttomplish the purpose of the
request. PharMerica may comply with this requireti®y developing a routine request
protocol (See Exhibit B, Routine Request Protgcofsby other methods best suited to
PharMerica’s operations.

c. Non-Routine Requests. If a routine request prdtbas not been adopted for this type of
request, PharMerica shall:

1 Review the proposed request to identify the mimmnecessary amount of PHI
taking into consideration the following criteria:

1 The purpose of the request, and
"1 Whether the purpose can be achieved with a legseunt of PHI than is sought.
Request the amount of PHI determined to be thénmaim necessary.

Document the review oRorm #5(B),Non-Routine Request of Minimum Necessary
Protected Health Information

4. Uses, Disclosures and Requests of the Entire Medid@ecord. PharMerica shall not use,
disclose or request an entire medical record exicepituations in which the entire medical
record is specifically justified as the amount mewbly necessary to accomplish the purpose
of the use, disclosure or request.

5. Documentation. The following documents shall be maintained feast six (6) years from
the time the documents are created:
a. Minimum necessary designations for all Workforcembers,
b. Protocols for routine disclosures and requestdHif &nd
c. Case by case determinations regarding non-routsadodures and requests of PHI.
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EXHIBIT A

ROUTINE DISCLOSURE PROTOCOLS

Recipient of PHI

Purpose of Disclosure

Minimum Necessary
Amount of PHI

Third Party Payors

Benefit eligibility

Demographic Information

Prescription Information
Related to Claim Processing

Claims reimbursement

Demographic Information

Prescription Information
Related to Claim Processing

Appeals of adverse payme
decisions

nDemographic Information

Prescription Information
Related to Claim Processing

Claim status inquiry

Demographic Information

Prescription Information
Related to Claim Processing

Other:

Other:

Other:

Billing Company

Billing for pharmacy services

Applicable information
needed for billing of
pharmacy claims

Billing Review

Applicable information
needed for billing review
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ROUTINE DISCLOSURE PROTOCOLS

Recipient of PHI

Purpose of Disclosure

Minimum Necessary
Amount of PHI

Collection Agency

Collection of overdue accoun

rApplicable information
needed to collect overdue
payment

Other:

Consultants

Audit of Pharmacy Services

Billing information needed tc
perform the audit

Claim Review

Billing information needed tg
perform the claim review

Other:

IS Vendors

Hardware support

Minimum amount of PHI
needed to perform the servi

Equipment Maintenance

Minimum amount of PHI
needed to perform the servi

Software Support

Minimum amount of PHI
needed to perform the servi

Ce

Ce
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EXHIBIT B

ROUTINE REQUEST PROTOCOLS

Party From Whom PHI IS
Requested

Purpose of Disclosure

Minimum
Amount of PHI

Necessary

Benefit eligibility

Demographic Information

Prescription Information
Related to Claim Process

Third Party Payors

Other:

Demographic Information

Prescription Information
Related to Claim Processing

Other Providers (e.g., skilled

Payment

Demographic Information

Prescription Information
Related to Claim Processing

nursing facilities)

Other:

Demographic Information

Prescription Information
Related to Claim Processing

Other

Purpose:

Demographic Information

Prescription Information
Related to Claim Processing
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Consistent with applicable legal requirements analccordance witRolicy #5 Minimum
Necessary Standard for Use, Disclosure and Reguiéatotected Health InformatiofiPHI”),
PharMerica reviews each non-routine disclosureHifgirsuant to the criteria listed below to
ensure that PharMerica discloses only the minimaoessary amount of PHI required to
accomplish the purpose of the disclosure.

1 Recipient of PHI:

2. PHI Requested or Proposed To Be Disclosed:

3. Criteria Considered to Determine Minimum NecessaryPHI:
1 What is the purpose of the disclosure?

[] Could the purpose of the disclosure be achievedywslesser amount of PHI?

[ ] Yes

Identify the lesser amount of PHI:

Explain whether it would be feasible to limit amowf PHI disclosed to lesser amount:

[ ] No

Explain:
4. PHI Determined to Be Minimum Necessary:
Completed by: Date:
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Consistent with applicable legal requirements andatccordance withPolicy #5, Minimum
Necessary Standard for Use, Disclosure and Reqoies$trotected Health Informatioig“PHI”),
PharMerica reviews each non-routine request of fféth other covered entities pursuant to the
criteria listed below to ensure that PharMericauesgs only the minimum necessary amount of PHI
required to accomplish the purpose of the request.

1. Covered Entity From Whom PHI Is Requested:

2. PHI Requested:

3. Criteria Considered to Determine Minimum NecessaryPHI:
[l What is the purpose of the request?

1 Could the purpose of the be achieved using adesseunt of PHI?

[] Yes

Identify the lesser amount of PHI:

[ ] No

Explain:

4. PHI Determined to Be Minimum Necessary:

Completed by: Date:
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Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

POLICY: Itis the policy of PharMerica to recognize cerfaersons authorized under state law
to act on behalf of patients as the Personal Reptasves of such patients in accordance with
applicable state law.

PURPOSE: The purpose of this policy is to:

O Identify who is generally authorized under statewvIto act as the Person
Representative of patients,

1 Establish that a Personal Representative may iseerthe rights of a patient
concerning the use and disclosure of protectedthedbrmation (“PHI”),

T Identify limited situations in which PharMerican®t required to recognize persons
as Personal Representatives, and

[ Identify situations where PharMerica may disclesBHI to a patient’'s family and
friends.

PROCEDURE:

1.

Personal Representative.Before PHI is disclosed to an individual indicgtithat he or she
is acting on behalf of the patient, PharMerica lshealify that the person is considered to be a
Personal Representative of the patient under thicaple state law and has authority under
the applicable state law to make healthcare dewssior the patient. Generally, such
individuals would include persons who hold a dueapbwer of attorney for health care or
court appointed guardians.

Personal Representative of Deceased IndividualsPharMerica may disclose PHI of a
deceased patient to an executor, administratoth@r gerson who has legal authority to act
on behalf of the deceased individual or the deckasbvidual’s estate under applicable state
law. In addition, PharMerica may disclose PHatcelative, friend or other person who was
involved in the patient’s care or payment for ttetignt's health care prior to the patient’s
death in accordance with the requirements of tHeyb4, Use and Disclosure of Protected
Health Information in Special Circumstances

Rights of Personal Representatives.Except as otherwise provided in Paragraphs 45and
below, Personal Representatives shall be perntitedercise the rights of the patient under
the Privacy Regulations. For example, Personatédeptatives may:

a. Acknowledge receipt of the Notice of Privacyddies,
b. Provide an Authorization for the disclosure &fi Pand
c. Request access to PHI, amendment of PHI or @uatng of disclosures of PHI.

Special Rules for Minors.
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a.

If under applicable state law, a parent, guardiaotber person acting in loco parentis
has authority to act on behalf of an unemancipat@tbr patient in making decisions

related to healthcare, PharMerica shall treat suetlividual as the Personal

Representative of such patient with respect to F# relevant to such personal

representation. However, PharMerica shall notdogiired to treat a parent, guardian, or
other person acting in loco parentis as a Perd®eplesentative of a minor if:

T] The minor consents to a health care service, heratonsent to such health care
service is required by law, and the minor has aquested that such person be treated
as the Personal Representative,

1 A court or another person other than the paramirdian or person acting in loco
parentis is authorized to consent to the healtle sarvice for the minor and has
consented to the service, or

] The parent, guardian, or other person acting ino Igparentis assents to a
confidentiality agreement between PharMerica ang ihinor with respect to a
healthcare service.

In the situations identified in subparagraph (djaf®erica remains obligated to comply
with any applicable state or Federal laws spedifigeermitting or prohibiting disclosure
of PHI to, and access to PHI by, a parent, guardrasther person acting in loco parentis
for a minor. If there is not a state or Federal ldearly applicable to the situation,
PharMerica has the discretion to provide or dergess to the minor’s PHI if a licensed
healthcare professional using professional judgrdetermines that such action is in the
best interest of the patient.

5. Disclosure of PHI to Family and Friends for Involvanent in Care, Payment and

Notification Purposes

a.

PharMerica may disclose to a patient’s family membéher relative, a close friend or
any other person identified by the patient the Fiéctly relevant to such person’s
involvement with the patient's healthcare or paytmehated to the patient’'s healthcare
consistent with the provisions of this Section.

If the patient is present for or otherwise ava#aptior to a use or disclosure and has the
capacity to make healthcare decisions, PHI mayisdoded if the patient agrees to the
disclosure, or PharMerica personnel provides thiemawith the opportunity to object to
the disclosure and the patient does not objed®harMerica personnel reasonably infers
from the circumstances, based on the exerciseafégsional judgment that the patient
does not object to the disclosure.

If the patient is not present during the disclosoraf the opportunity to object to the
disclosure cannot be reasonably provided to theematdue to the emergency
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circumstances or the patient’s incapacity to makealthcare decision, PHI may be
disclosed if PharMerica personnel based on theceeerof professional judgment
determines that the disclosure is in the bestestenf the patient and is directly relevant
to the person’s involvement with the patient’s caRharMerica workforce membersay
use professional judgment and experience with compractice to make reasonable
inferences of the patient’s best interest in altgyva person to act on behalf of the patient
to pick up filled prescriptions, medical supplies ather similar forms of PHI, as
applicable.

d. PharMerica may use or disclose PHI to notify, aisisn the notification of (including
identifying or locating), a family member, a perabmepresentative of the patient, or
another person responsible for the care of theeplabf the patient’s location, general
condition, or death, rovided such disclosure is consistent with the @ions of this
Section or is for disaster relief purposes

6. Uses and Disclosures for Disaster Relief PurposeRharMericamay use or disclose PHI to
a public or private entity authorized by law orits/charter to assist in disaster relief efforts,
for the purpose of coordinating with such entities uses or disclosures to notify, or assist in
the notification of (including identifying or lodag), a family member, a personal
representative of the patient, or another persepamsible for the care of the patient of the
patient’s location, general condition, or deathhe Tequirements specified in Sections 5(b)
and 5(c) above apply to such uses and disclosarém textent that PharMerica personnel, in
the exercise of professional judgment, determim tine requirements do not interfere with
the ability to respond to the emergency circumstanc

7. Exceptions to Disclosure of PHI to Personal Represgtives. Notwithstanding the
provisions above, PharMerica is not required toogeeze a person as a Personal
Representative of a patient if:

a. A PharMerica personnel reasonably believes thap#igent may have been or may be
subjected to domestic violence, abuse, or neglgcsuzh person, or if treating such
person as a personal representative could enddrgpatient, and

b. PharMerica personnel determines, in the exerciggaiessional judgment, that it is not
in bestinterestof the patient to treat such person as the paipetsonal representative.

35



HIPAA Policy Title: Use and Disclosre of Protected Health S
Information for Marketing PharMerica

HIPAA Policy Number: #7 Revised on: January 1, 2011
August 30, 2013, December

2018

=
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POLICY: ltis the policy of PharMerica to ensure that lhexica uses and discloses Protected
Health Information (“PHI”) for Marketing purposes iaccordance with applicable legal

requirements. The purpose of this policy is tovte guidance regarding the requirements
related to obtaining an Authorization before usinglisclosing PHI for Marketing purposes.

PROCEDURE:

1. Privacy Regulations provide patients with impattcontrols over whether and how their
PHI is used and disclosed for Marketing purposAs. example of Marketing is when a
drug manufacturer receives a list of patients feohmealthcare provider and then uses such
list to send coupons for a new medication to p&ienlf a Workforce member has a
guestion of whether a particular purpose of a dmale is considered Marketing, the
Workforce member shall direct questions to the &wywOfficer who will provide guidance.

2. Consistent with the Privacy Regulations, PharMesicall obtain an Authorization before
engaging in the Marketing activities, as the temarketing” is defined in the Glossary,
with the exception of communication in the form of:

a) A face to face communication made by PharMericaégpatient, or
b) A promotional gift of nominal value provided by Pkkerica.

3. An Authorization for use and disclosure of Péil Marketing purposes shall be obtained in
accordance with the Policy #1, Use and Disclosudr@rotected Health Information for
Treatment, Payment and Healthcare Operations atitbAmations for Use and Disclosure
of Protected Health Information.

4. If PharMerica receives remuneration for diseigsPHI to a third party for Marketing

purposes, the Authorization form must indicate thath remuneration will be received by
PharMerica.
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POLICY: It is the policy of PharMerica to assure thatpatients are provided with a Notice of
Privacy Practices (“Notice”) with respect to PharMa’s uses and disclosures of Protected
Health Information (“PHI") in accordance with apgable legal requirements. The purpose of
this policy is to describe the process for:

1 Providing the Notice to patients,

Posting the Notice,

Obtaining written acknowledgment of receipt of tatice from patients, and
Revising the Notice.

O OO

PROCEDURE:

1. Notice of Privacy Practices. PharMerica shall maintain a Notice of Privacy ddces
(“Notice”) that explains how PharMerica uses andchiises PHI and explains the
individual's legal rights and PharMerica’s dutiedated to the PHI. The Notice shall be
written in plain language and contain the provisias required by the Privacy Regulations.

2. Providing Notice to Patients. PharMerica pharmacies that have a direct tredtmen
relationship with a patient (e.g., medications a@revided directly to a patient, retail
pharmacy, mail order pharmacy), must provide thédedo patients at the time of the first
delivery of services. PharMerica’s pharmacies tbhat not have a direct treatment
relationship with a patient (e.g., institutionalgpmacies which deliver medications to a
skilled nursing facility that administers those noations) are not required to provide the
Notice to patients at the time of the first deliwef services, but other requirements of this
Policy do apply. The Notice shall be in the forifForm #8A, Notice of Privacy Practices
The Notice need only be provided to a patient ame &and not upon the provision of each
service to the patient by PharMerica. In an enmergdreatment situation, Notice shall be
provided as soon as reasonably possible.

3. Posting Notice.

a. The Notice shall be posted in a clear and promilwation at PharMerica pharmacies so
that PharMerica’s personnel (and patients, if ajalie) may reasonably see and read the
Notice and may request to take a copy of the Natitie them.

b. The Notice shall be posted on PharMerica’s welzgite will be available electronically
through the website.

c. Paper copies of the Notice shall be available arbrica pharmacies so that patients
may request and receive a copy at any time.

d. A patient may request and receive the Notice vmaad-by sending an e-mail request to
the Privacy Officer. If the Privacy Officer knowbkat the e-mail transmission of the
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Notice has failed, the Privacy Officer or a desmyrshall provide a paper copy of the
Notice to the patient. A patient who is the reaipief electronic Notice has the right to
obtain a paper copy of the Notice from PharMericarg time upon request,

4. Obtaining Acknowledgement of Receipt of Notice. Except in emergency treatment
situations, PharMerica shall make a good faitbrétb obtain a written acknowledgement of
receipt of the Notice from the patient. Writterkaowledgement shall be obtained l6orm
#8(B), Acknowledgement of Receipt of Notice ofdesiwPractices

a. If the Notice is provided to the patient electratlig, PharMerica personnel providing the
Notice shall ask the patient to acknowledge el@atadly receipt of the Notice.

b. If the Notice is mailed to the patient, PharMeneasonnel shall ask the patient to return
a written acknowledgment of receipt of the Notigentail.

c. If the acknowledgment cannot be obtained, PharMepersonnel shall document the
good faith effort made to obtain the acknowledgmantd the reasons why the
acknowledgment was not obtained.

In emergency treatment situations, PharMerica shake a good faith effort to obtain from
the patient written acknowledgement of receipt bé tNotice as soon as reasonably
practicable after the emergency situation ends.

5. Changes to Notice. The Privacy Officer shall make arrangements wuesn that the Notice
is updated as needed. When material updates ate toaPharMerica’s privacy policies,
procedures or practices which impact the contenthefNotice, the Privacy Officer shall
arrange to have the Notice revised accordinglyxcelgt when required by law, a material
change to any term of the Notice may not be impleetk prior to the effective date of the
Notice in which such material change is refleciElde revised Notice shall be available to
patients as described in this Policy.

6. Documentation. The Privacy Officer is responsible for developa@rocess to ensure that
the following documents are maintained for a mimmof six (6) years from the last date the
documents were in effect:

a. Master copy and all revised versions of the Notice,
b. Written acknowledgements of receipt of the Notae
c. Documentation of good faith efforts to obtain acktexlgements.
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NOTICE OF PRIVACY PRACTICES

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE
USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS
INFORMATION. PLEASE REVIEW IT CAREFULLY.

We are committed to protecting privacy of your neadliinformation. While you receive
pharmacy services from us, we create records oplia@macy services that we provide to you.
We need these records to provide you with qualitgrpacy services and to comply with law.
This Notice describes your rights with respect tarymedical information. This Notice also
describes certain duties we have regarding yourigakohformation and how we may use and
disclose your medical information.

Who Will Follow This Notice

The privacy practices described in this Notice w#l followed by PharMerica and the entities
under common ownership or control of PharMericapBoation, among which are Onco360,
CareMed Specialty Pharmacy, Amerita and Chem Ricwiogether form an affiliated covered
entity under the Health Insurance Portability arat@untability Act of 1996 (“HIPAA”) and the
HIPAA privacy rules (collectively referred to as &Vor “Us” in this Notice).

Your Rights Regarding Your Medical Information

You have the following rights regarding medicalimhation we maintain about you:

» Right to Review and Receive a CopyYou have the right to review and receive a paper or
electronic copy of your medical information. You ynmaquest that we send a copy of your
medical information to a third party. To review amequest a copy your medical
information, you must submit your request in wigtito our Privacy Officer. Under certain
circumstances, we may deny your request. We mangehareasonable cost based fee for
providing you with a copy of your records.

» Right to Request a Restriction on Uses and Disclogs. You have the right to ask us not
to use or disclose your medical information forpmses of treatment, payment or health
care operations or to individuals who are involireglour care. To request a restriction, you
must submit your request in writing to our Priva&fficer. In your request, you must tell us
what information you want us not to use or disclasd to whom you want the restriction to
apply (for example, disclosures to a certain familgmber). We are not required to agree to
your request and we will notify you if we don’t agr If you pay for a service or health
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care item out-of-pocket in full, you can ask us twoshare that information for the purpose
of payment or our operations with your health iesuand we will agree to such request
unless a law requires us to share that informatitirve agree to your request, we will
comply with the restriction unless the informatismeeded to provide emergency treatment
to you. Even if we agree to your request, we nt#lydssclose your medical information to
the Secretary of the Department of Health and HurSarvices and for certain other
purposes described below for which disclosure isniged without your authorization. We
may end a restriction to which we previously agréede inform you that we plan to do
So.

» Right to Request Confidential Communications.You have the right to request that we
communicate with you in a specific way or at a #pegt location. For example, you can
ask that we only contact you at a certain phonehbanor only send mail to a certain
address. To make such request, you must submit nagurest in writing to our Privacy
Officer. In your request, you must tell us how dnese you wish to be contacted and to
what address we may send bills for medicationssandices provided to you. We will not
ask you about the reason for your request. Weagilee to all reasonable requests.

= Right to Request Amendment.You have the right to request that we correct your
medical information if you believe it is incorreat incomplete. You have this right for as
long as the information is kept by us. To make tbguest, you must submit your request
in writing to our Privacy Officer and explain whycarrection is needed. We may deny
your request if it is not in writing or does notinde a reason for your request. We may
also deny your request if you ask us to correcirimation that we did not create (unless
the person or entity that created the informatisnno longer available to make the
correction), is not part of the medical informatikept by us, is not part of the medical
information which you may inspect and copy, or ié wletermine that your medical
information is accurate and complete. If we acgepir request, we will inform you about
our acceptance and make the appropriate correctibmge deny your request, we will
inform you and give you a chance to submit to ugitten statement disagreeing with the
denial. We will add your written statement to yaecord and include it whenever we
disclose the part of your medical information toiethyour written statement relates.

» Right to Request Accounting of DisclosuresYou have the right to request a list of the
times we have shared your medical information f&ry®ars prior to the date of your
request, who we shared it with, and why. We wiltliude all the disclosures except for
those about treatment, payment, and health camatopes, and certain other disclosures.
To request this list, you must submit your reques#riting to our Privacy Officer. Your
request must state a time period for which you wanteceive the accounting. We will
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provide one accounting a year for free but will rgjeaa reasonable, cost-based fee if you
ask for another one within twelve months. We witify you of the cost involved and you
may choose to withdraw or modify your request befamy costs are incurred.

Right to Receive Breach NoticeYou have the right to receive notice followindpi@each
of your medical information which results in suaformation being compromised.

Right to Choose Someone to Act For Youf you have given someone medical power of
attorney or if someone is your legal guardian, f@tson can exercise your rights and
make choices about your medical information. W# miake sure the person has this
authority and can act for you before we take artipac

Right to Receive Copy of This NoticeYou have the right to receive a copy of this
Notice. You may ask us to give you a copy of thitibe at any time. Even if you have
agreed to receive this Notice electronically, yoaynstill ask for a paper copy of this
Notice at any time. You may obtain a copy of thistise at our website,
www.pharmerica.comTo obtain a paper copy of this Notice, please acnbur Privacy
Officer at 866-209-2178.

Our Duties Reqgarding Your Medical Information

We are required by law to:

O
[

[

[

Maintain the privacy and security of your media#oirmation,

Provide you with this Notice about our legal dutsesd privacy practices with respect to
your medical information,

Provide you with notice if a breach occurs that rhaye compromised the privacy or
security of your medical information

Abide by the terms of this Notice.

How We May Use and Disclose Your Medical Informatio

We may use and disclose your medical informatiothauit obtaining your authorization as
described below.

Treatment. We may use and disclose your medical informatiorptovide you with

pharmacy products and services. We may disclose iymdical information to doctors,
nurses and other health care providers who proweath care services to you. For
example, a doctor prescribing medications for yoaymmeed to know what other
medications you are taking to protect against hakmfug interactions. We also may use
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your medical information to contact you about apaptment, to remind you to refill a
prescription or to follow up on your care.

» Payment. We may use and disclose your medical informationwso can bill and
receive payment for medications and pharmacy sesviee provide to you from your
insurance company or other responsible for payrpanty. For example, we may give
your health insurance company information abouttwhadications were provided to
you, so that your insurance may pay us or reimbyogefor the medications. We may
also tell your health insurance company about &gungtion that you need to obtain
prior approval or check if your insurance will play the medication.

» Health Care Operations.We may use and disclose your medical informatiorptoposes
of health care operations, which are various &@#winecessary to run our business,
provide quality pharmacy services and contact ybemnecessary. For example, we may
use and disclose your medical information to evaltlae performance of our staff and for
quality improvement activities. We may use medinébrmation about you to manage the
provision of pharmacy services to you. We may ldse your medical information to
pharmacists, pharmacy technicians, pharmacy stsidend other trainees for review and
learning purposes.

= Family Members and Friends Involved in Your Care.We may disclose to your family
members, close friends or to any other person yeuntify your medical information
relevant to such person’s involvement in your aargpayment for your care. If you are
present, we may make disclose the informationtHegi you agree to the disclosure, we
provide you with an opportunity to object to theaosure and you do not say no, or if we
reasonably infer that you do not object to the I[dmare. If you are not present, we may
disclose your medical information that is directblevant to the person’s involvement
with your care if we determine this is in your bederest. We may also use and disclose
your medical information in the event of disasterarganizations assisting in disaster
relief efforts so that your family can be notifieflyour condition and location.

= Compliance With Law. We may disclose your medical information to ther8egy of the
Department of Health and Human Services and asregbny Federal or state law.

* Public Health Activities. We may disclose your medical information for pultiealth
activities to public health or other governmentatharities authorized by law to receive
such information. This may include disclosing yowedical information to report certain
diseases, report child abuse or neglect, repormrnmdtion to the Food and Drug
Administration if you experience an adverse reacfrom a medication, to enable product
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recalls or disclosing medical information for pubhealth surveillance, investigations or
interventions.

» Health Oversight Activities. We may disclose your medical information to
governmental agencies so they can monitor, invatiginspect, discipline or license
those who work in the health care and engage ierdtbalth care oversight activities.

= Workers Compensation. We may disclose your medical information for wosker
compensation or similar programs providing bendditsvork-related injuries or illnesses.

» Lawsuits and Legal Actions. We may disclose your medical information in resgottsa
court or administrative order, subpoena, discoveguest or other lawful process, subject
to applicable procedural requirements.

» Law Enforcement. We may disclose your medical information to law cgnément
officials to report or prevent a crime and as othee authorized or required by law.

» Specialized Government FunctionsWe may disclose your medical information for
special government functions such as military,arei security and presidential protective
services.

= Coroners, Medical Examiners and Funeral DirectorsWe may disclose your medical
information to coroners, medical examiners and faingirectors so that they can carry out
their duties or for identification of a deceasedspa or determining cause of death.

= Organ, Eye and Tissue DonationWe may disclose your medical information to organ
procurement organizations as necessary for orgaoupgement, donation or transplantation.

= Research. We may use or disclose your medical information fesearch purposes
provided that we comply with applicable laws.

= Abuse, Neglect and Domestic Violenc&/e may disclose your medical information to a
governmental authority authorized by law to receigorts of abuse, neglect or domestic
violence, if we reasonably believe that you areiadina of abuse, neglect or domestic
violence, if the disclosure is required or authedby law.

= Serious Threat to Health and SafetyWe may disclose your medical information as
necessary to prevent or lessen a serious thréaialth or safety of a person or the public.

= Correctional Institutions. If you are in the custody of law enforcement owoarectional
institution, we may disclose your medical infornoatito the law enforcement official or
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the correctional institution as necessary for lealid safety of you or others, provision
of health care to you or certain operations ofdbeectional institution.

» Limited Data Sets. We may use or disclose a limited data set (whichmidical
information in which certain identifying informatichas been removed) for purposes of
research, public health, or health care operatidfs. require any recipient of such
information to agree to safeguard such information.

= Business AssociatesNe may share your medical information with thirdtpabusiness
associates, which are vendors that perform varsewgices for us. For example, we may
disclose your medical information to a vendor tpaivides billing or collection services
for us. We require our business associates tggafd your medical information.

Other Uses and Disclosures of Your Medical Infornnat

Other uses and disclosures of your medical infoilenahot covered by this Notice will be
made only with your written authorization. Your hatization is required for most uses and
disclosures of psychotherapy notes, most uses @otbsures of your medical information for
marketing purposes and for sale of your medicalrmftion. In addition, certain Federal and
state laws may require special protections for atertmedical information, including
information that pertains to HIV/AIDS, mental hdglalcohol or drug abuse treatment services
or certain other information. If these laws do petmit disclosure of such information without
obtaining your authorization, we will comply withdse laws.

How You May Revoke Your Authorization

If you provide us with an authorization to use amtlose your medical information, you may

revoke your authorization at any time. However,ubes and disclosures of medical information
before the revocation will not be affected by yagtion and we cannot take back any medical
information that has already been disclosed byruseliance on your previously provided

authorization permitting the disclosure. To revaley previously provided authorization you

must submit a written request for revocation to Buvacy Officer.

Changes to This Notice

We reserve the right to change the terms of thisclaat any time and to apply the revised
Notice to all medical information that we maintaimout you. We will post a copy of the current
Notice on our website atww.pharmerica.comThe Notice will specify the effective date of the
Notice. Each time you visit our website, you wilesa link to the current Notice in effect. In
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addition, at any time you may request a copy ofNbg&ce currently in effect.

For More Information or to Report a Complaint

If you have questions or would like more informatiabout our privacy practices, you may
contact our Privacy Officer at 866-209-2178 or bwilnat the address noted below. If you
believe your privacy rights have been violated, ymay file a written complaint with our Privacy
Officer or with U.S. Department of Health and Hun&arvices Office for Civil Rights. We will
not retaliate against you for filing a complainb Tile a complaint with us, please direct your
complaint to our Privacy Officer:

Privacy Officer
PharMerica

805 N. Whittington Pkwy
Suite 400

Louisville, KY 40222
Phone: 866-209-2178

Effective Date: October 28, 2019
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Name of Patient:

| hereby acknowledge that | have received PharMeENotice of Privacy Practices

Signature of Patient or Personal Representative e Dat

(COMPLETE ONLY IF PATIENT OR PERSONAL REPRESENTATIV E DOES NOT
SIGN ABOVE)

DOCUMENTATION OF GOOD FAITH EFFORTS TO OBTAIN
ACKNOWLEDGEMENT

Patient Name:

Date:

The named individual was provided with a copy of ParMerica’s Notice of Privacy
Practices (“Notice”). A good faith effort was madeto obtain the individual’'s written
acknowledgement of receipt of the Notice. Howevean acknowledgment was not obtained
for the following reason(s):

O Individual refused to sign acknowledgement.
O Individual was unable to sign the acknowledgemertiecause:
O Other reason (describe below):

Name of Employee Completing Form;

Signature:

Date:
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POLICY: It is the policy of PharMerica to provide patiermiccess to their PHI in accordance
with applicable legal requirements. The purposéhif policy is to describe the procedure for
processing and responding to patients’ requesisdess their PHI.

PROCEDURE:
1. Patient’s Right to Access to PHI. Patients have the right to inspect and receivepy of

PHI maintained by PharMerica in the Designated Re@&et. This includes the right to
inspect or obtain a copy, or both, of the PHI, a&dlas to direct PharMerica to transmit a
copy of the PHI to a designated person or entitthefpatient’s choice. Patients have a right
to access their PHI for as long as the PHI is ma@ed by PharMerica (or by a Business
Associate on behalf of PharMerica) regardless efdate the PHI was created, whether the
PHI is maintained in paper or electronic systembetiver the PHI is maintained onsite,
remotely or is archived or where the PHI originafed., PharMerica, another provider).

2. Requests for Access of PHI

a.

All requests to inspect and copy PHI shall be stiiechiin writing by the patient to

PharMerica’s Privacy Officer. The request may beledabrought in person, provided
electronically or faxed. If desired, patients mage Borm #9(A), Request for Access to
PHI. If a request to access PHI is submitted by aepttor the patient's personal
representative to a PharMerica pharmacy, the Rriv@oordinator shall notify the

Privacy Officer of such request to coordinate #nvaaw and response to the request.

The patient may request a portion of the PHI maethin the Designated Record Set, in
which case PharMerica will provide only the reqad<PHI.

A patient’s personal representative also has tite tb access PHI about the patient in a
Designated Record Set, consistent with the scopeadf representation.

PharMerica may not require a patient to provideason for requesting access to PHI.

PharMerica may not deny a patient access to PHiuUssca Business Associate, rather
than PharMerica maintains the PHI requested byé#tent (e.g., the PHI is maintained
by a records storage company offsite).

3. Provision of Access to PHI

a.

If PHI that is the subject of a request for acgsssaintained in a Designated Record Set
electronically and if the patient requests an eb@it copy of such information,
PharMerica must provide the individual with acctesthe PHI in the electronic form and
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format requested by the patient, if it is readitggucible in such form and format; or, if
not, in a readable electronic form and format asedjto by PharMerica and the patient.

b. If the patient/personal representative requestesacto the patient’s PHI in hard-copy
form, PharMerica will provide such access, evethd PHI is stored irm Designated
Record Set electronically

4. Reguests for Access Directly to Another Person. Patients have the right to direct
PharMerica to transmit a copy of PHI directly ta#rer entity or person designated by the
patient. The patient's request must be in writisggned by the individual and clearly
identify the designated person and where to seadctipy of the PHI. The requirements
specified in this Policy for providing the PHI tbet patient/personal representative, such as
the timeliness requirements, fee limitations andhfand format requirements, apply when a
patient/personal representative directs that thé IB# sent to another person or entity.
PharMerica will rely on the information provided writing by the patient/personal
representative about the identity of the designaexdon and where to send the PHI for
purposes of verification of the designated thirdyas an authorized recipient.

5. Timeframe for Review of and Response to RequestsrfAccess to PHI. Unless an earlier
timeframe is required under the applicable state RharMerica shall review and approve or
deny each request as soon as possible and ndHateB0 calendar days after the receipt of
the request. If PharMerica is unable to meet thi&al deadline (e.g., because PHI
information is archived offsite and not readily essible), one 30-day extension is permitted
so long as the patient is provided with a writteatesnent by the initial deadline which lists
the reasons for the delay and the date by whichhMRév&ca will provide access to the
requested PHI.

6. Manner of Providing Access to PHI. PharMerica shall provide the patient with access to
the PHI in the form and format requested by theepgtif it is readily producible in such
form and format; or, if not, in a readable hardydprm or such other form and format as
agreed to by PharMerica and the patidtharMerica ray discuss the scope, format, and
other aspects of the request for access with thienppaas necessary to facilitate the timely
provision of access.

a. A patient/personal representative may requestRirHtto which access is requested be
provided by PharMerica by mail, encrypted e-mailencrypted e-mail, fax, CD, via
personal pick up or may request to view or inspleetrequested PHI.

b. In cases, where a patient desires to inspect thHeoRHite, if feasible, arrangements must
be made for a convenient time and place for theeipiato inspect the PHI. (The patient
shall be required to sign in and shall be obsetwedharMerica personnel during the
inspection.)
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c. If the patient requests to pick up the copy, areangnts shall be made for a convenient
time and place for the patient to pick up the copy.

d. If a patient/personal representative requests Pt be provided by mail, PharMerica
will transmit the requested records by postal nighlarMerica accepts the contact/address
information on the written request for access stiaohi by the patient/personal
representative as correct.

e. If a patient/personal representative requestsRhdtbe provided by e-mail or via a CD
and the requested PHI is readily producible in docimat, PharMerica will transmit the
record as requested by the patient. If a patiersdpeal representative requests that such
PHI be provided via unencrypted e-mail and the estpd PHI is readily producible in
such format, PharMerica will provide the PHI asuested as long as the patient/personal
representative is informed of and accepts the tiskt the PHI transmitted via
unencrypted email is unsecure and can be interdegtd read by a third party while in
transit. PharMerica accepts the e-mail addregsb@mritten request for access submitted
by the patient/personal representative as correct.

f. If PHI cannot be produced in the form requested, rcords shall be produced in a
readable hard copy or other mutually acceptabla for

g. The identity of the patient/personal representasivall be appropriately identified prior
to receiving access to the requested PHI. SucHicagion may be done orally or in
writing and the type of verification may depend loow the individual is requesting
and/or receiving access to PHI.

h. PharMerica does not allow the use of external ptetenedia to access and download the
PHI due to associated security risks.

7. Denial of Requests. While patients generally have the right to accéesr own PHI,
PharMerica, if permitted under applicable state, lswentitled to deny a patient’s request as
follows:

a. Reviewable Grounds for Denial. PharMerica may dangequest to access PHI if a
licensed healthcare provider (e.g., pharmacistihénexercise of professional judgment,
determines that the access requested is reasohlkably to (i) endanger the life or
physical safety of the patient or another pershis @round for denial does not extend to
concerns about psychological or emotional harm sgctoncerns that the individual will
not be able to understand the information or mayjset by it), (i) cause substantial
harm to, a person (other than a healthcare proviééerenced in the PHI, or (iii) cause
substantial harm to the patient or another peratyen access is requested by a personal
representative. A patient has the right to appedenial to access on the foregoing
grounds.

49



HIPAA Policy Title: Patient’s Right of Access to Protectec %
Health Information PharMerica
HIPAA Policy Number:  #9 Revised on: January 1, 2011,
August 30, 2013, December 1,
2018
Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

b. Unreviewable Grounds for Denial. PharMerica magyda request to access PHI if (i)
PHI was created in the course of research, theargses in progress, the patient
consented to the denial to access when consermtipgrticipate in research that includes
treatment and PharMerica has informed the patiettthe right to access the PHI will be
reinstated upon completion of the research, (ii) Rids obtained by PharMerica from
another entity, which is not a healthcare provideder a promise of confidentiality and
the access requested would reasonably likely reteakource of the information, (iii)
PHI was requested by an inmate, and providing Péllldvjeopardize the health, safety
or security of the inmate, other inmates or ottespns at the correctional institution, or
(iv) information was prepared in reasonable andéitgn of, or for in use in, a civil,
criminal or administrative action. A patient doest have the right to appeal a denial to
access on the foregoing grounds.

c. Partial Denial. If PharMerica has grounds for degyaccess to only a portion of the
requested PHI, PharMerica is to provide acceshdaadmaining portions of the PHI for
which PharMerica does not have grounds for deriatoess.

d. Making Other PHI Accessible. PharMerica shall the extent possible, give the patient
access to any other PHI requested, after excluti@d®HI as to which PharMerica has a
ground to deny access.

e. Other Responsibility. If PharMerica does not mamthe PHI requested by a patient and
the PharMerica knows where such PHI is maintaiRéadrMerica shall inform the patient
where to direct the request for access.

8. Informing the Patient of a Denied Request. If the request to access PHI is denied,
PharMerica shall complete and provide to the patiearm #11(C), Notice of Denial of
Request to Access PHiVhich shall be in plain language and include:

a. The reason(s) for the denial,

b. A statement of the patient’s right to have the dergeviewed (if the right to appeal the
denial is applicable),

c. A description of how the patient may file a comptawith the Secretary of DHHS,

d. A description of how the patient may file a comptawith PharMerica along with the
name or title, and telephone number of a contacsgoe at PharMerica to whom
complaints and/or questions can be addressed, and

e. Information on where the request should be diredt@®tharMerica does not maintain the
PHI requested, but knows where the records aretaiaad.
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9. Process for Review of Denial. If access to PHI is denied and the patient hasritiht to
appeal the denial as provided above, the patiemtrequest a review of the denial by a
licensed healthcare professional in accordancetwéHollowing procedure:

a. The patient shall submit to the Privacy Officer @gtten request to review the denial.

b. The Privacy Officer shall promptly refer the requds the licensed healthcare
professional designated to act as a reviewing iaffiend who did not participate in the
original decision to deny access to PHI.

c. The designated healthcare professional shall determvithin a reasonable period of
time, whether or not to deny access to PHI andyntite Privacy Officer of the decision,
in writing.

d. The Privacy Officer shall promptly notify in writinthe patient of the decision.

e. If the designated healthcare professional overttira®riginal denial and grants access to
PHI, the patient shall be provided access to P#ltlescribed in this policy.

10.Permitted Fees. PharMerica may charge a reasonable, cost-basefbifgroviding copies
of PHI to the patient which may include:

a. Labor costs for copying, not to exceed the pgepcharge permitted by state law, (Labor
for copying shall include only labor for creatingdadelivering the electronic or paper
copy in the form and format requested or agreedchupothe individual, once the PHI
that is responsive to the request has been idestifietrieved or collected, compiled
and/or collated, and is ready to be copied.)

b. Supplies for creating the paper copy or eleatromedia, if the patient requests that the
electronic copy be provided on portable media. (Mesica may _not require
an individual to purchase portable media);

c. Postage costs, when the patient requestedhatopy of PHI be mailed, not to exceed
the maximum charge permitted under state law, and

PharMerica will inform the patient/personal reprgaéve in advance of the approximate fee
that may be charged for the copy of PHI requeste@ patient/personal representative
requests, PharMerica will provide the individuatiwa breakdown of the charges for labor,
supplies, and postage, if applicable, that makt&hapotal fee charged.

11.Flat Fee Option. PharMerica may choose to charge a flat fee foremjuests for electronic
copies of PHI maintained electronically, provided fee does not exceed $6.50, inclusive of
all labor, supplies, and any applicable postage.

12.Prohibited Fees. PharMerica shall not impose fees in excess of Phadsl's labor costs for
responding to a patient’s request for copies of Ridintained in the Designated Record Set
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if such copies are in an electronic form. PharkBeshall not charge for any costs associated
with verification, documentation, searching for aetrieving the PHI, maintaining systems,
recouping capital for data access, storage, oastucture or other costs not listed above
even if such costs are authorized by State lawrNPraca will not charge any fees if a
patient/personal representative requests to viarespect PHI.

13.Documentation. PharMerica shall retain for at least six (6) gelaom the effective date the
requests for access PHI, the applicable correspmedeith the patient regarding the access,
documentation related to the actions taken to mdpm the requests for acceshget
Designated Record Sets that are subject to acgegatient, and the titles of the persons or
offices responsible for receiving and processingiests for access by patients.

14. State Law_Compliance. Some states do not permit healthcare providedetty patients’
request to access and copy their medical recofdsa result, PharMerica shall ensure that
any requests to deny access to PHI are consistdnapplicable state law.
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REQUEST TO ACCESS PROTECTED HEALTH INFORMATION (“PH I”) ‘

PharMerica
805 N. Whittington Pkwy
Suite 400
Louisville, KY 40222
Attn: Privacy Officer

Patient’'s Name Patient’s Date of Birth

Patient’s Address/Phone

PHI to be released/accessed (check as applicable):

O Entire Pharmacy Record O Billing Record O Medications List

O Other (please describe)

Date(s) of Service of PHI RequestedFrom Date: To Date:
All Dates of Servicdd

| request that PHI be provided in the following format (if readily reproducible in this format):
[0 Paper Copy [0 Electronic Copy via (check below):

1 CD 1 Encrypted E-Mail (to e-mail address below)
[1  Unencrypted E-Mail (to e-mail address below)
| request that PHI specified above be provided:

[l To undersigned patient/patient’s personal reptasea
'l To the following person/entity:

| request that access to PHI be provided by the flawing method:
[1 Personal pick-up or inspection

[1 Mailed to the following address:

[0 Emailed to the following e-mail address:

[1 Other (specify)

IMPORTANT ACKNOWLEDGMENT: | understand that unencry pted e-mail is not secure and
while in transit the e-mail can be intercepted andiiewed by others. | understand that the CD is not
encrypted and that if |1 request my electronic PHI b be placed on a CD, | am responsible for
safeguarding information contained on the CD. By equesting to receive my PHI by unencrypted e-
mail or electronically on a CD, | acknowledge that understand these risks and | accept these risks.
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| understand that | may be charged a reasonablioifébe costs of labor for copying, postage, sigphs
permitted by HIPAA Privacy Regulations and applieastate law. | will be informed in advance of the
approximate fee that may be charged for the cof3Hifl requested.

Printed Name:

Signature: Date:
Relationship: (Check One)

L] Patient L] Personal Representative (Documentation Attached)

L] Parent L] Legal Guardian (Documentation Attached)
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REQUEST TO ACCESS PROTECTED HEALTH INFORMATION (“PH I”) ‘

Amerita, Inc.
Attn: Privacy Officer
7307 South Revere Parkway, Suite 200
Centennial, CO 80112

Patient’s Name Patient’s Date of Birth

Patient’s Address/Phone

PHI to be released/accessed (check as applicable):

O Entire Pharmacy Record O Billing Record O Medications List

O Other (please describe)

Date(s) of Service of PHI RequestedFrom Date: To Date:
All Dates of Servicdd

| request that PHI be provided in the following format (if readily reproducible in this format):
[0 Paper Copy [0 Electronic Copy via (check below):

0 CD [ Encrypted E-Mail (to e-mail address below)
[1  Unencrypted E-Mail (to e-mail address below)
| request that PHI specified above be provided:

[0 To undersigned patient/patient’s personal reptatiea
'l To the following person/entity:

| request that access to PHI be provided by the flawing method:
[0 Personal pick-up or inspection
[1 Mailed to the following address:

[1 Emailed to the following e-mail address:

[ Other (specify)

IMPORTANT ACKNOWLEDGMENT: | understand that unencry pted e-mail is not secure and
while in transit the e-mail can be intercepted andiiewed by others. | understand that the CD is not
encrypted and that if | request my electronic PHI b be placed on a CD, | am responsible for
safeguarding information contained on the CD. By equesting to receive my PHI by unencrypted e-
mail or electronically on a CD, | acknowledge that understand these risks and | accept these risks.
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| understand that | may be charged a reasonablioifébe costs of labor for copying, postage, sigphs
permitted by HIPAA Privacy Regulations and applieastate law. | will be informed in advance of the
approximate fee that may be charged for the cof3Hifl requested.

Printed Name:

Signature: Date:
Relationship: (Check One)

L] Patient L] Personal Representative (Documentation Attached)

L] Parent L] Legal Guardian (Documentation Attached)
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REQUEST TO ACCESS PROTECTED HEALTH INFORMATION (“PH I”) ‘

ChemRx Pharmacy Services, LLC
Attn: Privacy Officer
750 Park Place
Long Beach, NY 11561

Patient’s Name Patient’s Date of Birth

Patient’s Address/Phone

PHI to be released/accessed (check as applicable):

O Entire Pharmacy Record O Billing Record O Medications List

O Other (please describe)

Date(s) of Service of PHI RequestedFrom Date: To Date:
All Dates of Servicdd

| request that PHI be provided in the following format (if readily reproducible in this format):
[1 Paper Copy [1  Electronic Copy via (check below):

1 CD 1 Encrypted E-Mail (to e-mail address below)
[0 Unencrypted E-Mail (to e-mail address below)
| request that PHI specified above be provided:

[l To undersigned patient/patient’s personal reptasea
[0 To the following person/entity:

| request that access to PHI be provided by the fl@wing method:
[0 Personal pick-up or inspection
[l Mailed to the following address:

[1 Emailed to the following e-mail address:

[1 Other (specify)

IMPORTANT ACKNOWLEDGMENT: | understand that unencry pted e-mail is not secure and
while in transit the e-mail can be intercepted andiiewed by others. | understand that the CD is not
encrypted and that if |1 request my electronic PHI b be placed on a CD, | am responsible for
safeguarding information contained on the CD. By equesting to receive my PHI by unencrypted e-
mail or electronically on a CD, | acknowledge that understand these risks and | accept these risks.
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| understand that | may be charged a reasonabli®ifébe costs of labor for copying, postage, sigphs
permitted by HIPAA Privacy Regulations and applieastate law. | will be informed in advance of the
approximate fee that may be charged for the cof3Hifl requested.

Printed Name:

Signature: Date:
Relationship: (Check One)

L] Patient L] Personal Representative (Documentation Attached)

L] Parent L] Legal Guardian (Documentation Attached)
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REQUEST TO ACCESS PROTECTED HEALTH INFORMATION (“PH I”) ‘

Onco360 Oncology Pharmacy
Attn: Privacy Officer

13410 Eastpoint Centre Drive
Louisville, KY 40223

Patient’s Name Patient’s Date of Birth

Patient’s Address/Phone

PHI to be released/accessed (check as applicable):

O Entire Pharmacy Record O Billing Record O Medications List

O Other (please describe)

Date(s) of Service of PHI RequestedFrom Date: To Date:
All Dates of Servicdd

| request that PHI be provided in the following format (if readily reproducible in this format):
[1 Paper Copy [1  Electronic Copy via (check below):

1 CD 1 Encrypted E-Mail (to e-mail address below)
[0 Unencrypted E-Mail (to e-mail address below)
| request that PHI specified above be provided:

[l To undersigned patient/patient’s personal reptasea
[0 To the following person/entity:

| request that access to PHI be provided by the fl@wing method:
[0 Personal pick-up or inspection
[l Mailed to the following address:

[1 Emailed to the following e-mail address:

[1 Other (specify)

IMPORTANT ACKNOWLEDGMENT: | understand that unencry pted e-mail is not secure and
while in transit the e-mail can be intercepted andiiewed by others. | understand that the CD is not
encrypted and that if |1 request my electronic PHI b be placed on a CD, | am responsible for
safeguarding information contained on the CD. By equesting to receive my PHI by unencrypted e-
mail or electronically on a CD, | acknowledge that understand these risks and | accept these risks.
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| understand that | may be charged a reasonablioifébe costs of labor for copying, postage, sigphs
permitted by HIPAA Privacy Regulations and applieastate law. | will be informed in advance of the
approximate fee that may be charged for the cof3Hifl requested.

Printed Name:

Signature: Date:
Relationship: (Check One)

L] Patient L] Personal Representative (Documentation Attached)

L] Parent L] Legal Guardian (Documentation Attached)
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REQUEST TO ACCESS PROTECTED HEALTH INFORMATION (“PH I”) ‘

CareMed Specialty Pharmacy
Attn: Privacy Officer

13410 Eastpoint Centre Drive
Louisville, KY 40223

Patient’s Name Patient’s Date of Birth

Patient’s Address/Phone

PHI to be released/accessed (check as applicable):

O Entire Pharmacy Record O Billing Record O Medications List

O Other (please describe)

Date(s) of Service of PHI RequestedFrom Date: To Date:
All Dates of Servicdd

| request that PHI be provided in the following format (if readily reproducible in this format):
[1 Paper Copy [1  Electronic Copy via (check below):

1 CD 1 Encrypted E-Mail (to e-mail address below)
[0 Unencrypted E-Mail (to e-mail address below)
| request that PHI specified above be provided:

[l To undersigned patient/patient’s personal reptasea
[0 To the following person/entity:

| request that access to PHI be provided by the fl@wing method:
[0 Personal pick-up or inspection
[l Mailed to the following address:

[1 Emailed to the following e-mail address:

[1 Other (specify)

IMPORTANT ACKNOWLEDGMENT: | understand that unencry pted e-mail is not secure and
while in transit the e-mail can be intercepted andiiewed by others. | understand that the CD is not
encrypted and that if |1 request my electronic PHI b be placed on a CD, | am responsible for
safeguarding information contained on the CD. By equesting to receive my PHI by unencrypted e-
mail or electronically on a CD, | acknowledge that understand these risks and | accept these risks.
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| understand that | may be charged a reasonabli®ifébe costs of labor for copying, postage, sigphs
permitted by HIPAA Privacy Regulations and applieastate law. | will be informed in advance of the
approximate fee that may be charged for the cof3Hifl requested.

Printed Name:

Signature: Date:
Relationship: (Check One)

L] Patient L] Personal Representative (Documentation Attached)

L] Parent L] Legal Guardian (Documentation Attached)
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Date of Information Request:

1. Check one of the following:

0

0

Your request to inspect/copy your protected heialitrmation (“PHI”) has been denied
in its entirety for the reason indicated below.

Your request to inspect/copy your PHI has beerrcygal in part and the requested
records are enclosed. Your request to inspect dlirhas been denied in part for the
reason indicated below.

2. Reason for Denial of Access to PHI (check the plicable boxes below):

Under Federal law, you do not have the right taestj a review of this denial. Your request
has been denied because:

[

The information you requested is not containedunorganization’s records that you are
permitted by law to access.

Our organization does not have possession of HieyBu requested (check one of the
following)

] We do not know where the PHI you requested arataiaied.
1 Please contact the following individual/entity tih@aintains your PHI:

You have the right under Federal law to requestvéew of this denial by submitting a
written request to our Privacy Officer at the addrlsted in Paragraph 4 of this Notice of
Denial. Your request has been denied becauseeaskd healthcare professional has
determined that inspection/copying of the PHI rete@ is likely to endanger the
physical safety of or cause substantial harm tq#igent or another person.

3. Procedure for Review of Denied Request to AcceBsil.

In certain situations, patients or their persoegresentatives may seek a review of a denied
request for access to PHI. Section 2 of this dot€ Denial (see above) will indicate
whether your denial is subject to review. The psgof this Section 3 is to describe the
procedure for reviewing denied requests to accelés P

a.

To request a review, you must send a written notespiesting such review to our
Privacy Officer at the address listed in Sectiasf this Notice of Denial.

Upon receipt of your request, we will designatecarised healthcare professional, who
was not directly involved in the original deniad,review the decision to deny access.

The designated licensed healthcare professionbatietiérmine within a reasonable period
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of time, whether to grant or deny access to thaestgd PHI.

d. Once a determination has been made, you will beigeed prompt written notice of the
determination.

4. How to Complain About Denied Access to PHI

You have the right to complain about this deniabtw Privacy Officer at PharMerica, 805
N. Whittington Parkway, Suite 400, Louisville, KY0Z22, 866-209-2178. You also have
the right to submit a complaint about this den@lthe Secretary of the United States
Department of Health and Human Services.

Completed by: Date:
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POLICY: It is the policy of PharMerica to permit its patis to request an accounting of
disclosures of Protected Health Information (*PHEpd to respond to such requests in
accordance with applicable legal requirements. Phepose of this policy is to establish
procedures and requirements for:

1 Processing patient requests for an accounting, and
(] Temporary suspension of a patient’s right to nezean accounting of certain
disclosures.

PROCEDURE:

1. Right to Receive Accounting of Disclosures. PharMerica’s patients have the right to
receive an accounting of certain disclosures of Ridtle by PharMerica and PharMerica’s
Business Associates during the six years priohéodate of the request. The request for an
accounting shall be submitted in writing by a pattieo the Privacy OfficerForm #10(A)
Request for Accounting of Disclosures of Protedthlth Informationmay be used if
desired. The disclosures to be included in th@waatiing are those referencedRolicy #3,
Disclosure of Protected Health Information in Led&ioceedingsand Policy #4, Use and
Disclosure of Protected Health Information in Spg&ircumstancespther than disclosures
made:

a. To Federal officials for national security or inigénce purposes (S&wlicy #4, Use and
Disclosure of Protected Health Information in Spé&ircumstances)or

b. To correctional facilities or law enforcement offils with respect to inmates (sBelicy
#4, Use and Disclosure of Protected Health Infoliorain Special Circumstances

NOTE: Accountings need not include disclosurescWwhare (1) for the purposes of

Treatment, Payment or Healthcare Operations, sath time as such accounting is required
in accordance with the HITECH Act and the reguladigpromulgated thereunder, (2) to the
patient, (3) pursuant to an Authorization, (4) ad pf a limited data set, and (5) incident to a
use or disclosure otherwise permitted or requingdhle Privacy Regulations. Examples of
the types of disclosures which need to be includestcountings provided to the patient are
set forth in Exhibit 1 to thi®olicy.

2. Contents of Accounting. The accounting provided to the patient must idelu

a. The date of the disclosure,
b. The name and address (if known) of the entity osqe who received the PHI,
c. A brief description of the PHI disclosed, and
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d. A brief statement of the purpose of the disclogteasonably informing the patient of the
basis for the disclosure), or in place of suchasestent, a copy of the written request for
the disclosure.

If, during the period covered by the accountingaf®erica made multiple disclosures of
PHI to the same person or entity for a single psepcoveredy Policy #3, Disclosure of

Protected Health Information ihegal Proceedings or Policy #4 Use and Disclosure of

Protected Health Information in Special Circumstagcahe written accounting may, with

respect to the multiple disclosures, provide:

1 The information listed in subparagraphs (a) thfogd) above for the first disclosure
during the accounting period,

1 The frequency or number of disclosures made duhagccounting period, and
[J The date of the last disclosure during the acadngrgeriod.

3. Disclosures for Research Purposes.If, during the period covered by the accounting,
PharMerica made multiple disclosures of PHI foraatipular Research purpose, consistent
with the Policy #19, Use and Disclosure of PHI for Researoin,50 or more patients, the
written accounting may, with respect to such disagtes for which the PHI of a particular
patient may have been included, provide:

1 The name of the protocol or other Research agfivi

[J A description, in plain language, of the Reseagsobtocol or other Research activity,
including the purpose of the Research and therieriter selecting the particular records,

"1 A brief description of the PHI that was disclosed

(1 The date or period of time during which the disdres occurred, or may have occurred,
including the date of the last disclosure during @lscounting period;

1 The name, address and telephone number of thg @at sponsored the Research and of
the researcher to whom PHI was disclosed, and

[ A statement that the PHI may or may not have lksciosed for a particular Research
protocol or other Research activity.

If PharMerica provides an accounting of disclosudmsResearch purposes consistent with
this Paragraph, and if it is reasonably likely ttiet PHI of the patient was disclosed for such
Research purpose, at the request of the patierMehica shall assist the patient with

contacting the entity that sponsored the Researdhtee researcher.

4. Tracking Disclosures. For purposes of responding to patient requestsaézounting,
PharMerica shall track its disclosures of PHI whiahe subject to the accounting
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requirements of this Policy. Such disclosures rhaytracked by utilizing~orm #10(B)
Disclosure Tracking Logr through another method as determined by Phackler

5. Processing Requests for Accounting of Disclosures.

a. Upon receiving a request for accounting, the Pgv@éficer or a designee shall verify
whether there is a temporary suspension of theemiairight to receive an accounting
(see Paragraph 5 below),

b. The Privacy Officer or a designee shall determifhetiver any of PharMerica’s Business
Associates have made disclosures of PHI which woéed to be listed on the
accounting of disclosures provided to the patient,

c. The Privacy Officer or a designee shall review RitlarMerica records concerning the
patient to identify the disclosures of PHI requitede included in an accounting.

d. The Privacy Officer or a designee may &sam #10(C), Accounting of Disclosures of
Protected Health Informatigrio compile a written accounting of disclosure$#fi, and

e. The Privacy Officer or a designee shall provide #teounting to the patient or the
patient’s personal representative within 60 daysrakceiving the written request. One
30-day extension is permitted so long as PharMgricaides the patient with a written
statement in the form dform #10(D),Notification of Delay in Processing Request for
Accounting of Disclosures of Protected Health Infation within the original 60-day
deadline, specifying the reasons for the delay thieddate by which PharMerica will
provide the accounting.

6. Temporary Suspension of Right to Receive Accountingf Disclosures. A health
oversight agency or a law enforcement official maguest that a patient’s right to receive an
accounting be suspended for the time specifiedhbyaigency or official if the accounting
would reasonably likely impede the agency’s adtsit The request may be made orally or
in writing. If the request is in writing, the reegt must specify the period of suspension and
PharMerica shall suspend the patient’s right faoaating pursuant to such written request.
If made orally, PharMerica shall (a) document thleesnent, including the identity of the
agency or official making the statement, (b) terapidy suspend the patient’s right to an
accounting of disclosures subject to the statenaed,(c) limit the temporary suspension to
no longer than 30 days from the date of the oralestent, unless a written statement
pursuant to the above paragraph is submitted dtiitime.

7. Eees for Accounting of Disclosures. PharMerica must provide one accounting (upon
request) to each patient in any 12-month periothaut charge. For any additional requests
made by the same patient within the 12-month pefdthrMerica may charge a reasonable
cost-based fee for copying and labor so long apd#tient is notified of the fee and is given
an opportunity to withdraw or modify the requesttwid or reduce such fee.

67



HIPAA Policy Title: Patient’s Right to Accounting of %
Disclosures of Protected Health PharMerlca
Information F
HIPAA Policy Number:  #10 Revised on: January 1, 2011,
August 30, 2013, December 1,
2018
Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

8. Documentation and Retention of Accounting of Discleures PharMerica must document
and retain for at least six years from the datereétion, as applicable, the following:

a. The information required to be included in the agdong,
b. The written accounting provided to the patient, and

c. The titles of the persons or offices responsiblerézeiving and processing requests for
an accounting by patients.
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Exhibit #1

Examples of Disclosures to be Included in Accountgs Provided to Patients

The following is a_non-exclusive list of examplelstioe types of disclosures that PharMerica
must account for when responding to a patient'si@stjfor an accounting. PharMerica must
account for disclosures made:

[

O O O o

To law enforcement officials

To attorneys or courts for litigation (unless gaient provides Authorization)
To public health authorities as required by lavg.(eeports of abuse):

To coroners and funeral directors

To state boards (e.g., to Board of Pharmacy faopgaes of professional misconduct
investigation)

To health oversight agencies, including:
Medical licensing boards

State nursing boards

State insurance departments

Centers for Medicare and Medicaid Services
DEA

FDA

Disclosures for purposes of workers’ compensation

O o 0o o o o
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Date of Request:

Patient Name:

Patient Address:
Mailing Address for Accounting of Disclosures (if dfferent than above):

I would like an accounting of all disclosures of mgalth information during the following time
period:

| understand that the first request for accountmgny 12 month period is free. If this is not my
first request in a 12 month period, there may b&e charged for the accounting | have
requested, in which case | will be informed of sdeb and will be given an opportunity to
withdraw or modify my request to avoid or reduce tee. | also understand that the accounting
will be provided to me within 60 days unless | aatiffed in writing to the contrary.

Signature of Patient or Personal Representative

kkkkkkkkkkkkkkkkkkkkkkkkhkkhkkhkkkkkkkkkhkkhkkhkkkkkkkkkk kkkkkkkkkkkhkkkkkkkkkkkhkkhkkk

Submit this completed form to PharMerica at:
PharMerica
805 N. Whittington Pkwy
Suite 400
Louisville, KY 40222
Attn: Privacy Officer

For PharMerica Use Only:
Date Request Received:

Date Accounting Sent to Patient:
Extension to 60-Day Response Period ? [ ] Yes [ ] No
Reason for Extension:

Date Patient Notified in Writing of Extension:

Name of Staff Member Processing Request:
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HIPAA Policy Title: Form #10(B): Disclosure Tracking Lo¢

PharMerica

Value. Trust. Performance.

HIPAA Form Number:

#10(B)

Revised on: January 1, 2011,
August 30, 2013

Scope: Applies to PharMerica Affiliated Coveredignt‘PharMerica”)

DISCLOSURE TRACKING LoOG

ForMm #10(B)

PATIENT NAME :
DATE OF BIRTH :

DATE OF
DISCLOSURE

PHI DISCLOSED

NAME AND ADDRESS OF
RecIPIENT OF PHI

PURPOSE OF DISCLOSURE (EXPLAIN )
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HIPAA Policy Title: Form #10(C): Accounting of Disclosures of ProtecteHealth

Information

PharMerica

HIPAA Form Number:

#10(C)

Revised on: January 1, 2011, August 30
2013

Scope: Applies to PharMerica Affiliated Coveredignt‘PharMerica”)

ACCOUNTING OF DISCLOSURES OF PROTECTED HEALTH INFOR MATION
FORM #10(C)

Patient’s Name:

Patient’s Address::

Account Number:

Accounting Period = Start Date:

End Date: Request Bxe:

Accounting Date:

Date of
Disclosure

Name of Person or Entit
Receiving PHI (Include
address, if known)

Brief Statement of Purpose
of Disclosure(or attach copy
of written request for
disclosure)

Brief Description
of PHI Disclosed

Multiple Disclosures to Same Person or Entity for

the Same Purpose During Period Covered?(che
one)

Copy of Written Request for
Disclosure Attached?

[ ] No
[ ] Yes (check each box)
[]Information described in previous columt
was provided for the first disclosure.
[]Description of frequency or number of
disclosures.

[ ]Date of the last disclosure in the
accounting period.

bck

ns

Copy of Written Request for
Disclosure Attached?

[ ] No
[ ] Yes (check each box)
[lInformation described in previous columt
was provided for the first disclosure.
[ |Description of frequency or number of
disclosures.

[ ]Date of the last disclosure in the

ns

accounting period.

72



HIPAA Policy Title: Form #10(D): Notification of Delay in
Processing Request for Accounting of PharMerica

Disclosures of Protected Health Value. Trust. performance.
Information
HIPAA Form Number: #10(D) Revised on: January 1, 2011,

August 30, 2013

Scope: Applies to PharMerica Affiliated Coveredignt‘PharMerica”)

Notification of Delay in Processing
Request for Accounting of Disclosures of Protectedealth Information

[Date]

[Name of Patient]
Address
City, State, ZIP Code

Dear [Name of Patient]:

We are experiencing a delay in responding to yeguest for an accounting of disclosures of

your health information, dated . The reasonlias telay is:
The accounting you requested will be provided to lpg [insert date]
Sincerely,

Privacy Officer
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HIPAA Policy Title: Patient’s Right to Request Amendmen

of Protected Health Information PharM e r‘i“ca

HIPAA Policy Number:  #11 Revised on: January 1, 2011

August 30, 2013, December
2018

=

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

POLICY:

It is the policy of PharMerica to permit patiemtsrequest an amendment of their

Protected Health Information (“PHI”) and to respotal such requests in accordance with
applicable legal requirements. The purpose ofghbliy is to:

[
U

U
[

Provide guidance for processing patient requesasrtend their PHI,

Detail the process for making amendments to PldIraotifying other parties of any
amendments,

Identify circumstances when a request to amendrRdyl be denied, and

Provide guidance for future disclosures.

PROCEDURE:
1. Right to Amendment. Individuals have a right to request an amendnoérthe PHI or a

record about the patient contained in the Desigh&ecord Set as long as the PHI is
maintained in the Designated Record Set. Any refguder an amendment must be in writing
and provide a reason to support a requested amendmieorm #11(A), Request for

Amendment of Protected Health Informationay be used to submit a request for
amendment

2. Processing Requests for Amendment.

a. Requests for amendment shall be sent to the PriQ&oyer.

b. Unless an earlier timeframe is required under thieable state law, the Privacy Officer
or a designee shall either approve or deny theesgga writing no later than 60 days
after the receipt of the request. One 30-day expenis permitted so long as the patient
is provided with a written statement by the initégdadline listing the reasons for the
delay and the date by which PharMerica will acttbe request. (SeEorm #11(B),
Notification of Delay in Processing Request to AthBrotected Health Information.

3. Amendment. If PharMerica agrees to make a requested amenduhesignated PharMerica
personnel shall:

[

Make the appropriate amendment to the PHkemord that is the subject of the
request for amendment by identifying the record¢ha Designated Record Set that
are affected by the amendment and appending orvatiee providing a link to the
location of the amendment

Timely inform the patient that the amendment is accepitdzing Form #11(C),

Acceptance of Request to Amend Protected Healtbrnhation and obtain the
patient's identification of and agreement to havearWMlerica notify the relevant
persons with which the amendment needs to be shared

74



HIPAA Policy Title: Patient’s Right to Request Amendmen
of Protected Health Information PharMerlca

Value. Trust. Performance.

HIPAA Policy Number:  #11 Revised on: January 1, 2011
August 30, 2013, December

2018

=

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

1 Make reasonable efforts to inform and provide éineended PHI to the person(s)
identified by the patient as needing the amendraedtto any other individuals or
entities, including Business Associates, that Plegidd knows have the PHI that is
subject to the amendment and may have relied dd ¢oteseeably rely on the PHI to
the detriment of the patient.

4. Denial of Amendment.

a. A request for an amendment may be denied if iteteminined by PharMerica that the
PHI or record subject to the request:

1 Was not created by PharMeriaarjless the patient provides a reasonable basis to
believe that the originator of PHI is no longer italale to act on the requested
amendment,

Is not a part of the Designated Record Set,

Is not subject to patient access (Refer to Papdigdda) ofPolicy #9, Patient’'s Right
of Access to PHJ or

1 Is accurate and complete.

b. The denial notice shall be in plain language amd &ethe patient utilizingrorm #11(D),
Denial of Request to Amend Protected Health Infoiona The denial notice must
contain: (a) the basis for the denial, (it individual's right to submit a written statement
disagreeing with the denial and how the patient filaysuch a statement, (c) statement
that, if the patient does not submit a statemerdisdgreement, the patient may request
that PharMerica provide the patient’'s request fmeadment and the denial with any
future disclosures of the PHI that is the subjédhe amendment, and (d) description of
how the individual may complain to PharMerica ottie Secretary of the HHS.

c. The patient has the right to submit a statemendisdigreementlisagreeing with the
denial of all or part of a requested amendment thedbasis of such disagreemeas
instructed in the notice of deniaFdrm #11(D). PharMerica may prepare a written
rebuttal to the patient’'s statement of disagreenagt any rebuttal prepared must be
provided to the patient.

d. PharMerica shall, as appropriate, identify the rdar PHI in the Designated Record Set
that is the subject of the disputed amendment apéral or otherwise link the patient’s
request for an amendment, PharMerica’s denial ®frélguest, the patient’s statement of
disagreement, if any, and PharMerica’s rebuttanif, to the Designated Record Set.

5. Future Disclosures.
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HIPAA Policy Title: Patient’s Right to Request Amendmen S
of Protected Health Information PharMerlca

HIPAA Policy Number:  #11 Revised on: January 1, 2011
August 30, 2013, December

2018

=

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

a. If a statement of disagreement was submitted by#tient, any subsequent disclosure of
PHI involved in the disagreement shall includerénguest for amendment, the denial, the
statement of disagreement, the rebuttal, or anrategummary of this information.

b. If a statement of disagreement was not submittedifathe patient requests, PharMerica
shall provide the request for amendment and the&tjem a summary of this information,
with any subsequent disclosure of PHI related éoréyuest.

6. Receipt of Notices of Amendment from Others.If PharMerica receives notification from
another Covered Entity that a patient's PHI hasakmaended, PharMerica shall incorporate
the amended information into the Designated ReSetd

7. Documentation. All requests, responses, denials, statementsisaigeement, rebuttals,
amendments antitles of the persons responsible for receiving pnotessing requests for
amendmentshall be retained in the PHI for at least sixy@rs from the date of creation, or
as long as the PHI are maintained, whichever igdon
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HIPAA Policy Title: Form #11(A): Request for

Amendment of Protected Health Pha rI\/Ier‘i"'Ca
Information F
HIPAA Form Number: #11(A) Revised on: January 1, 2011,

August 30, 2013, December
2018, October 28, 2019

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

=

Patient Name:

Patient Address:

Date of Birth:

Date of record to be amended:

Type of record to be amended:] Pharmacy Record! Billing Record [1 Other (describe)

Please explain how the record is incorrect or inglete and describe your requested changes:

By signing this form, | understand that, in the mvéhis request for amendment is accepted, the
amended information will be disclosed to any pesson entities that may have relied or could

foreseeably rely on the information described akiovey detriment, and | hereby authorize any such
disclosures.

Signature of Patient or Personal Representative e Dat

You may submit this completed form to PharMeric@érson or by mailing this form to:
PharMerica
805 N. Whittington Pkwy
Suite 400
Louisville, KY 40222
Attn: Privacy Officer

For PharMerica Use Only:
Date Received Amendment has beewccepted o Denied

If denied, check reason for denial:

PHI was not created by PharMerica
PHI is not a part of the PHI
Patient is not legally entitled to access the.PHI

O
O
O
o PHI is accurate and complete

Name of Employee Date
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HIPAA Policy Title: Form #11(B): Notification of Delay in
Processing Request to Amend PharMerica
Protected Health Information Value. Trust. performance.
HIPAA Form Number: #11(B) Revised on: January 1, 2011,
August 30, 2013

Scope: Applies to PharMerica Affiliated Coveredignt‘PharMerica”)

Notification of Delay in Processing
Request to Amend Protected Health Information

[Date]

[Name of Patient]
Address
City, State, ZIP Code

Dear [Name of Patient]:

Your request for an amendment of your pharmacyrds;adated , Is still under
consideration. We are experiencing a delay inaegmg to your request because:

o The records are stored off-site.
o We need additional time to investigate your esjed amendment.
o Other:

We will notify you of our decision by [indedate]

Sincerely,

Privacy Officer
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HIPAA Policy Title: Form #11(C) Acceptance of Request t
Amend Protected Health Information PharMerlca

Value. Trust. Performance.

HIPAA Form Number: #11(C) Revised on: January 1, 2011
August 30, 2013, December

2018

=

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

Acceptance of Request to Amend Protected Health lafmation

[Date]

[Name of Patient]
Address
City, State, ZIP Code

Dear [Name of Patient]:

This is to inform you that your request to amerfdrimation in your pharmacy or billing records
has been accepted.

Please let us know if there are persons with wham would this amendment needs to be
shared. By providing us with names and contactrmétion of these person, you authorize us to
inform them of this amendment.

Privacy Officer
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HIPAA Policy Title: Form #11(D): Derial of Request to S
Amend Protected Health Information PharMel’lca

HIPAA Form Number: #11(D) Revised on: January 1, 2011
August 30, 2013, December

2018, October 28, 2019

=

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

Denial of Request to Amend Protected Health Informaon
[Date]
[Name of Patient or Personal Representative]
Address
City, State, ZIP Code

Dear [Name of Patient or Personal Representative]:

This is to inform you that your request to amerfdrimation in your pharmacy or billing records
is being denied because this information:

o  Was not created by PharMerica (Check one ofdhewing):

o  PharMerica does not know where the informatiomantained.
o  Please contact the following individual/entity ttih@aintains this information:

o Is not part of the medical information we keepttls used to make decisions about your
care

o Is notinformation which by law you have the tigh access

i Is accurate and complete

If you disagree with our conclusion, you may subtaithe Privacy Officer a written statement
of disagreement. If you do not wish to submit #&tem statement of disagreement, you may still
request that we provide your request for amendraedtour denial with any further disclosures
of the protected health information that you re¢eg$o amend. Submit your written statement
of disagreement or other request to:
PharMerica
805 N. Whittington Pkwy
Suite 400
Louisville, KY 40222
Attn: Privacy Officer

Should you wish to file a complaint regarding tigsue, you may submit your complaint in
writing to the Privacy Officer at the address lisebove. You also may file a complaint with the
Secretary of the Department of Health and Humami&ss.

Privacy Officer
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HIPAA Policy Title: Patient’s Right to Request Confidential %
Communication of Protected Health PharMerlca
Information '
HIPAA Policy Number:  #12 Revised on: January 1, 2011,
August 30, 2013

Scope: Applies to PharMerica Affiliated Coveredignt‘PharMerica”)

POLICY: It is the policy of PharMerica to accommodate¢iguds’ reasonable requests for
confidential communication of their Protected Hedhformation (“PHI”) in accordance with
applicable legal requirements. The purpose ofgblgy is to:

1 Provide guidance for handling patients’ requestsdmmunicate their PHI to them
using a specified communication method or at spetlbcations, and

[1 To identify situations in which PharMerica is mefjuired to comply with patients’
communication requests.

PROCEDURE:
1. Confidential Communication Requests.

a.

If a patient requests that any communications fiémarMerica to the patient be made
using a specific communication method or at a $jpelcication, PharMerica personnel
shall instruct the patient to compldterm #12, Request for Confidential Communication
of Protected Health Information This form must be submitted to the Privacy Qdfic
Examples of confidential communication requesttuthe, but are not limited to:

(1 Telephone calls to a specific telephone number,

[l Mail to a specific mailing address,

1 Arequest for only telephone communication, or

'l Arequest to contact the patient only at work miy@at home.

Upon receipt of a completedorm #12 Privacy Officer or designee shall review the
request and determine if it is administrativelysibée for PharMerica to accommodate
the request. PharMerica is not required to accodat® a patient’s request for
confidential communication of PHI if the patienti$ato provide to PharMerica:

1 A specific address, telephone number or other atetti contact, or
'l Information about how payment for pharmacy sewiwél be handled.

PharMerica shall not require the patient to explagbasis for a request as a condition to
accommodate the request for confidential commuicicat

If it is determined that PharMerica will accommaal#tie request, PharMerica personnel
shall:

1 Place a copy of the submittédrm #12in the patient’s pharmacy and billing records,
and

1 To the extent necessary to accommodate the patiegfuest, inform all appropriate
individuals responsible for communicating with thegient.
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HIPAA Policy Title: Patient’s Right to Request Confidential
Communication of Protected Health PharMerlca
Informatlon Value. Trust. Performance.
HIPAA Policy Number:  #12 Revised on: January 1, 2011
August 30, 2013

Scope: Applies to PharMerica Affiliated Coveredignt‘PharMerica”)

2. Documentation. PharMerica shall retain all written requestsdonfidential communication
for at least six (6) years from the time the retgiase received.
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HIPAA Policy Title: Form #12: Request for Confidential

Communication of Protected Health PharMer‘iﬂca
Information e. Trust. Per ~
HIPAA Form Number: #12 Revised on: January 1, 2011,

August 30, 2013, December
2018, October 28, 2019

=

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

Name of Patient:

Patient’'s Date of Birth: Address :

By signing below, | request that PharMerica (“Pharida”) communicate with me using the
communication method and/or contact informatioreddielow.

Signature of Patient or Personal Representative:

Date:

Please indicate the methods and/or contact inforioatwe should use to contact you or to
submit bills for pharmacy services:

Telephone Number:

Mailing Address:

Other Contact Information:

Communication Method:

Additional Instructions:

NOTE: We will honor your request only if adminigivaely feasible. This request will remain in
effect until you notify PharMerica in writing regsteng a change.

Submit this completed form to PharMerica at:

PharMerica
805 N. Whittington Pkwy
Suite 400
Louisville, KY 40222
Attn: Privacy Officer
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HIPAA Policy Title: Patient’s Right to Request Restrictions

on Use and Disclosure of Protected PharMerTca
Health Information F

HIPAA Policy Number:  #13 Revised on: January 1, 2011
August 30, 2013

Scope: Applies to PharMerica Affiliated Coveredignt‘PharMerica”)

POLICY: Itis the policy of PharMerica to comply with digable legal requirements regarding
patients’ requests to restrict use and disclostirthar Protected Health Information (“PHI”).
The purpose of this Policy is to:

[1 Describe the process for considering and respgnidirpatients’ requests for restrictions
on use or disclosure of their PHI, and
1 Provide guidance regarding termination of previpagreed-upon restrictions.

PROCEDURE:
1. Requests for Restrictions on Use and Disclosure BHI.
a. A patient has the right to request that PharMe®sdrict:

[l Use or disclosure of the patient's PHI for TreattmePayment or Healthcare
Operations, or

1 Disclosure of the patient’s PHI to individuals ahved in the patient’s care.

b. PharMerica is not required to agree to a requessiiction_unless the patient requests
PharMerica to restrict disclosure of PHI to a Healtan and (i) the disclosure is for
carrying out payment or healthcare operations (aotdfor the purpose of carrying out
treatment), (ii) the PHI pertains to the items erveces for which the patient (or person
other than the health plan on behalf of the patigraid out-of-pocket in full, and (iii) the
disclosure is not otherwise required by law. W#bpect to such restrictions pertaining
to health plans, PharMerica shall also not disctbeePHI subject to the restriction to any
of the health plan’s business associates.

c. If PharMerica agrees to a restriction, PharMeriesintomply with the restriction unless
the patient needs emergency treatment and thectedtiPHI is needed to provide the
emergency treatment. If PharMerica discloses ictstt PHI to another healthcare
provider in an emergency situation, PharMerica megtiest that the healthcare provider
refrain from further use or disclosure of the PHI.

2. Processing Requests for Restrictions on Use and Blissure of PHI.

a. Requests for restrictions on use and disclosufeHifshall be submitted to the Privacy
Officer onForm #13, Request for Restriction on Use and Dgale of Protected Health
Information The Privacy Officer or designee shall review egedjuest for restriction and
determine whether PharMerica may reasonably accatatedhe patient’s request.

b. The Privacy Officer or a designee shall:

1 Determine whether PharMerica will agree to theri@gn Inform the patient of
PharMerica’s decision to accept or deny the regaeststriction,
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HIPAA Policy Title: Patient’s Right to Request Restrictions

on Use and Disclosure of Protected PharMerTca
Health Information F

HIPAA Policy Number:  #13 Revised on: January 1, 2011

August 30, 2013

Scope: Applies to PharMerica Affiliated Coveredignt‘PharMerica”)

'l Notify all PharMerica personnel and PharMerica’ssiBess Associates that are
involved in the use or disclosure of the patieRt$l of any accepted restrictions, and

[l Place a copy of the completdébrm #13in the patient's pharmacy and billing
records.

3. Termination of Restrictions on Use and Disclosure of PHI. With the exception of

restrictions specified in Section (1)(b) above, agyeed-upon restriction may be terminated

if:

a. The patient agrees to or requests a terminatidhereiin writing or orally, if oral
agreement is documented, or

b. PharMerica informs the patient that PharMerica @sminating its agreement to a
restriction in which case the termination shall dféective only for PHI created or
received after PharMerica has informed the pabétite termination.

Upon terminating any agreed-upon restriction, thegdey Officer or a designee shall notify
all PharMerica personnel and PharMerica’s Busingssociates involved in the use or
disclosure of the patient's PHI of the terminatiand document the termination in the
patient’s pharmacy and billing records.

. Special _Considerations. A restriction agreed to by PharMerica does nobhiiit
PharMerica from:

a. Disclosing PHI to the Secretary of DHHS to investey or determine PharMerica’s
compliance with the Privacy Regulations, or

b. Using or disclosing PHI in situations in which Aatlzation is not required in
accordance withPolicy #3, Disclosure of Protected Health Inforneati in Legal
Proceedings or Policy #4, Use and Disclosure of Protected Healtfiotmation in
Special Circumstances

. Documentation. If PharMerica accepts the request for restricti®narMerica must
maintain the documentation of the restriction forlemst six (6) years from the date the
document was created.
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HIPAA Policy Title: Form #13: Request for Restriction on S
Use and Disclosure of Protected Health PharMerlca

Information
HIPAA Form Number: #13 Revised on: January 1, 2011,
August 30, 2013, October 28,
2019

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

Name of Patient:
Patient’s Date of Birth: radsd:

| hereby request that PharMerica restrict its uskdisclosure of my protected health information as
follows [please describe requested restriction]:

By signing this form, | hereby acknowledge that iRhexica is not required to agree to my request
unless my request involves a disclosure to my arste company for payment or health care
operations (and not for purposes of carrying cedtnent), | have paid for the service out-of-pocket
and in full and disclosure is not otherwise recuiiog law.

Signature of Patient or Personal Representative te Da
Submit this completed form to PharMerica at:

PharMerica
805 N. Whittington Pkwy
Suite 400
Louisville, KY 40222
Attn: Privacy Officer

For PharMerica Use Only:

Date Received RequestleasbAccepteds Denied

Name of Employee Date
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HIPAA Policy Title: Responsibilities and Selectic of the %
Privacy Officer PharMerica
HIPAA Policy Number:  #14 Revised on: January 1, 2011,
August 30, 2013, December 1,
2018
Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

POLICY: It is the policy of PharMerica to designate a Rel Officer to oversee the
development and implementation of PharMerica’sgowpolicies and procedures in accordance
with applicable legal requirements. The purpostnisfpolicy is to identify the Privacy Officer’s
responsibilities.

PROCEDURE:

1. Designation of Privacy Officer. PharMerica shall designate a Privacy Officer, wghall
have the responsibilities specified in this Policdll PharMerica Workforce members shall
be notified of the Privacy officer designation @/ changes to the designation.

2. Responsibilities of Privacy Officer. The Privacy Officer shall have the following
responsibilities:

1 Oversee the development, implementation, and examice of patient health information
privacy policies and procedures, as well as apptgprivacy forms.

1 Oversee the development and delivery of privaajning programs in accordance with
PharMerica'’s policies and procedures.

[ Participate in the development, implementatiord angoing compliance monitoring of
all Business Associate agreements.

(1 Establish a mechanism to track disclosures ofegtet health information and to provide
accountings of such disclosures upon request.

1 Work cooperatively with PharMerica personnel tesarve patient rights to access,
amend, and restrict the use and disclosure ofrgatieormation.

1 Oversee a process for receiving, documentingkitng¢ investigating, and taking action
on all complaints concerning PharMerica’s privaoliges and procedures.

71 Oversee a process for conducting risk assessraedtsaking appropriate actions with
respect to any incidents which constitute or maystitute a Breach of Unsecured PHI.

1 Oversee a process of imposing sanctions for, aitigating harm caused by, failure to
comply with PharMerica’s privacy policies and prdaees.

1 Maintain current knowledge of applicable federad atate privacy laws.
'l Perform such other duties as may be assignedtfroento time.

3. Documentation. PharMerica shall maintain documentation on dedign of a Privacy
Officer for at least six (6) years from the effgetdate of the designation.

4. Privacy Coordinators. In addition to designating the Privacy Officer described in this
Policy, to facilitate compliance with PharMericaRMNA Privacy Manual at PharMerica
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HIPAA Policy Title: Responsibilities and Selectic of the

Privacy Officer PharMe Fi:"ca

HIPAA Policy Number:  #14 Revised on: January 1, 2011

August 30, 2013, December
2018

=

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

pharmacies, each PharMerica pharmacy shall designBtrivacy Coordinator. The Privacy
Coordinator shall serve as the pharmacy’'s main amnand liaison with PharMerica’s
Privacy Office and shall have the following respbitsies:

U
U
U

Maintain a current copy of the HIPAA Privacy Manurathe assigned pharmacy.
Post the HIPAA Contact Reference in a conspicuocation in the assigned pharmacy.

Notify the Privacy Officer in the event the assigngharmacy receives a court order,
subpoena or other discovery request, HIPAA authtion, a phone call requesting
pharmacy records, or other request for disclosdr@atient records, coordinate the
review of any such request with the Privacy Offiead facilitate the response to such
request.

Coordinate completion of the HIPAA Unsecured PHiidient Report with the individual
involved in or reporting the incident and notificat of the Privacy Officer of such
incident.

Consult with the Privacy Officer in connection wigmgagement of vendors who may
need access to PHI to facilitate entering into airess associate agreement with the
vendor.
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HIPAA Policy Title: Complaints Regarding Privacy IR@es

and Procedures Pha rI\/IeFi:"Ca

HIPAA Policy Number:  #15 Revised on: January 1, 2011

August 30, 2013, December
2018

=

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

POLICY: It is the policy of PharMerica to establish agass for patients to submit complaints
related to PharMerica’s privacy policies and praged in accordance with applicable legal
requirements. This policy addresses:

[l The types of complaints patients can submit tak&ca,
1 How patients can submit complaints, and
[l Steps PharMerica must take to address complaints.

PROCEDURE:

1.

3.

Complaint_Rights. All patients have the right to file a complaintithv PharMerica

concerning:

a. PharMerica’s privacy policies and procedures,

b. Compliance by PharMerica with its privacy policaesd procedures, or

c. Compliance by PharMerica or its Business Associatdsthe Privacy Regulations.

Method for Submitting Complaints. All complaints shall be submitted to the Privacy
Officer. If practicable, PharMerica personnel slealcourage patients to submit complaints
in writing, usingForm #15, Complaints Regarding Privacy Policies d&wbcedures If a
complaint is submitted orally or by other means Brivacy Officer or a designee shall
completeForm #15to document the complaint

Addressing Complaints. For all complaints received, the Privacy Offiaara designee
shall:

a. Promptly review and investigate the complaint,

b. Coordinate with legal counsel with respect to thprapriate actions if the investigation
determines that violation of the Privacy Regulagion the HITECH Act has occurred,

c. Coordinate with Human Resources with respect to ithposition of appropriate
disciplinary actions if the investigation deternsnthat a PharMerica employee has
violated the privacy policies and procedur&ed Privacy Policy #17, Sanctions for
Violating Privacy Policies and Proceduies

d. Develop an appropriate resolution to the compland

e. Inform the patient of the resolution of the comptato the extent deemed appropriate by
the Privacy Officer or a designee upon consultatvith the legal counsel, as appropriate,

4. Non-Retaliation:
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HIPAA Policy Title: Complaints Regarding Privacy IR@es S
and Procedures PharMerica

HIPAA Policy Number:  #15 Revised on: January 1, 2011
August 30, 2013, December

2018

=

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

a. Patients also have the right to file a complaimiagsning their privacy rights with the
Secretary of the United States Department of HealthHuman Services (DHHS).

b. PharMerica shall not threaten, intimidate, discnate, or retaliate against any patient or
personal representative who exercises his/her tgglsbmplain to PharMerica or to the
Secretary with respect to the violation of the @cy policies and procedures by
PharMerica.

c. PharMerica shall not require a patient or persog@tesentative to waive a right to file a
privacy complaint with PharMerica or DHHS as a dtind for providing any services to
such individual.

5. Documentation. The Privacy Officer or a designee shall:

a. Maintain copies of all written complaints received.
b. Document how PharMerica addressed each complaint.

c. Assure that all documentation related to complaisithaintained by PharMerica for at
least six (6) years from the date each documentcvested.
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Instructions
You may use this form to file a complaint about thevacy policies and procedures

—

of

PharMerica, PharMerica’s compliance with its prig@olicies and procedures, and compliance

with the Privacy Regulations by PharMerica or itssBiess Associates.

Complaint Information

Please provide as much detail as possible so we nmagypropriately investigate and resolve
your complaint.

Date of Incident: Time of Incident:

Description of Violation:

Individuals Involved:

Suggested Resolution:

Patient Information
Printed Name:

Address:

Telephone:

Signature of Patient or Personal Representative:

Date:
To file a complaint, complete this form and submhipersonally or via mail to PharMerica’s
Privacy Officer:
PharMerica
805 N. Whittington Pkwy
Suite 400

Louisville, KY 40222
Attn: Privacy Officer
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POLICY: It is the policy of PharMerica to assure that RilarMerica Workforce members
receive education and training regarding PharM&rigaivacy policies and procedures and
requirements of the Privacy Regulations and the@re\otification Rule (“Privacy Training”)
in accordance with applicable legal requiremeni$ie purpose of this policy is to establish
procedures and requirements for:

1 Providing Privacy Training to PharMerica Workforoembers, and
[l Updating Privacy Training content.

PROCEDURE:

1. Privacy Training Programs. The Privacy Officer is responsible for assurihgttPrivacy
Training programs are conducted for all PharMelM¢arkforce members as necessary and
appropriate for the Workforce members to carrytbatr job responsibilities for PharMerica.
PharMerica shall conduct Privacy Training progrdasthe new employees upon joining
PharMerica through a new employee orientation dhiwia reasonable time after they join
PharMerica. PharMerica Workforce members shalkiwec periodic refresher training
regarding compliance with the privacy policies @mdcedures. Additional Privacy Training
shall be provided if a Workforce member’s job rasfbilities change necessitating such
training.

2. Privacy Training Program Content. The Privacy Training programs for the Workforce
members shall be designed to assure that each Woekfmember receives adequate
information concerning the requirements of HIPAAivRey, Security and Breach
Notification Regulations and PharMerica’s privacylipes, procedures and forms as
necessary and appropriate for the Workforce mentbercarry out his or her job
responsibilities at PharMerica. HIPAA privacyitiag shall be provided in the manner and
via the method determined to be appropriate byPheacy Officer. Examples of training
format include a live training session or webimrarrting format.

3. Updating Privacy Training Content. In the event of material changes to PharMerica’s
privacy policies and procedures, PharMerica shadlate the content of the Privacy Training
programs, as appropriate, and conduct Privacy ihgirprograms for PharMerica’'s
Workforce members affected by the changes withineasonable period of time after the
material change becomes effective. Human ResouBmEgzartment shall be notified
regarding the updates to the Privacy Training dradl sipdate the new employee orientation
program training accordingly.

4. Documentation. PharMerica shall document the provision of thévdy Training to
Workforce members. Methods of documentation of HWPRrivacy Training may include,
without limitation, attendance sign in sheets aivgmy training sessions, electronic
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acknowledgment of training completion, records aha&l communications to Workforce
members regarding HIPAA Privacy Policies and Pracesl and other confirmations of
completion of training as determined appropriatehgyPrivacy Officer.

5. All PharMerica employees shall be required to sagHIPAA Training Acknowledgment —
Statement of Confidentiality (See Form 16) upon plation of the Privacy Training. Copies
of the signed HIPAA Training Acknowledgment — Staent of Confidentiality forms shall
be maintained in the personnel files. PharMeriall snaintain the Privacy Training-related
documentation for at least six (6) years from tateedhe documents were created, including,
without limitation:

a. Privacy Training session attendance lists, and
b. All written materials used for Privacy Training.
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HIPAA Training Acknowledgement — Statement of Confdentiality

| acknowledge that during the course of my emplaynvéith PharMerica, due to the nature of
my job responsibilities, | may have access to thategted health information (PHI) of the
patients serviced by PharMerica. | understandttiiatPHI is highly confidential and must not
be used or disclosed except as authorized undetMehaa’'s HIPAA Privacy Policies and
Procedures. At all times during my employment wtharMerica, | shall use and disclose PHI
only as required to perform my job responsibilittes PharMerica and such use and disclosure
of PHI shall be consistent with PharMerica’s HIP&RAivacy Policies and Procedures. | shall
not remove PHI from PharMerica’'s premises at ametiunless required to perform my job
responsibilities and authorized by PharMerica dmall safeguard and return PHI to PharMerica
as required under the HIPAA Privacy Policies andcBdures. At all times, including after
termination of my employment with PharMerica foryameason, | agree to maintain
confidentiality of PHI of which | became aware dwyithe course of my employment with
PharMerica.

| certify that | have reviewed and understand thguirements of PharMerica HIPAA Privacy

Policies and Procedures. | also reviewed and staied the HIPAA Resource Guide. |

understand that PharMerica HIPAA Privacy Policiesl &@rocedures represent PharMerica’s
policy pertaining to compliance with the HIPAA Paty Regulations. By signing my name
below | am certifying that | have received training compliance with PharMerica HIPAA

Privacy Policies and Procedures, that all my qaastiwith respect to compliance with the
HIPAA Privacy Policies and Procedures have beemwared, and that | am familiar with, and

will at all times comply with, the requirementstbé HIPAA Privacy Policies and Procedures. If
| have any questions regarding compliance with HiPgtivacy requirements or PharMerica

HIPAA Privacy Policies and Procedures, | will direty questions to the Privacy Officer.

| understand that it is my right and responsibitityseek guidance on ethics and compliance
issues when | am uncertain about which actionake.t | will immediately report any violations
or possible violations of the HIPAA Privacy Polisiand Procedures to the Privacy Officer. |
will fully cooperate in all investigations regardipossible violations of HIPAA Privacy Policies
and Procedures.

Print Name: Signature:
Employee Number: Date:
Location: Department:
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Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

POLICY: It is the policy of PharMerica to impose apprafgi sanctions against Workforce
members who violate PharMerica’s privacy policiesl @rocedures. The purpose of this policy
is to:
'l Describe the procedure for reporting, investigat@nd imposing sanctions for
violations of PharMerica’s privacy policies and gedures by Workforce members.
[ ldentify certain disclosures of Protected Heattfoimation (“PHI”) that would not
result in the imposition of sanctions.
PROCEDURE:

1. Reporting, Investigating and Imposing Sanctions folViolations.

a. Any member of PharMerica’s Workforce who knows abmureasonably suspects a use
or disclosure of PHI in violation of PharMerica’'svyacy policies and procedures shall
report the violation to the Privacy Officer.

b. Upon receiving a report of an alleged violatione tRrivacy Officer shall promptly
conduct an investigation. If the investigation wlaa violation of PharMerica’s privacy
policies or procedures, the Privacy Officer shall:

[

Determine whether sanctions are warranted consgléne following factors: (a) the

nature and severity of the violation; (b) whethlee tviolation was intentional or

unintentional; (c) whether the violation was anlased occurrence or a repeated
instance of an unauthorized use or disclosure of; Rt) any history of past

noncompliance with PharMerica policies; (e) whetliee Workforce member

reported the violation on his or her own; (f) th@Mforce member’s willingness to

cooperate with the investigation of the violatiand (g) other relevant factors.

Coordinate with PharMerica management and Humasoltees Department to
impose appropriate sanctions taking into considerathe above noted factors
(which could range from a warning, requirement fadditional training to

employment termination), and

Ensure that PharMerica takes steps to mitigatehanyful effects resulting from the
violation by taking steps to:

» Identify any harmful effects caused by the viaati
» Correct any known harmful effects caused by tlodation as practicable, and
» Take measures to prevent repetition of the viohati
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2. Disclosures of PHI that will not Result in Sanctios. A Workforce member shall not be
subject to sanctions for disclosing PHI in violatiof PharMerica’s privacy policies and
procedures if the Workforce member:

a. Is acting as a Whistleblower (see Glossary),

b. Is the victim of a crime and discloses PHI abowt guspected offender to a law
enforcement official in accordance with Policy #4se and Disclosure of Protected
Health Information in Special Circumstances,

Files a complaint with the Secretary of DHHS purdgua the HIPAA regulations,

d. Testifies or participates in an investigation, cdianre review or proceeding, relating to
any of the HIPAA provisions (i.e., privacy, secyristandard transactions and code sets),
or

e. Opposes any act or practice as unlawful under tH&AHA regulations, while acting in
good faith and in a manner that is reasonable hatdoes not involve a disclosure of
PHI in violation of HIPAA.

3. Refraining from Intimidating or Retaliatory Acts . PharMerica shall not intimidate,
threaten, coerce, discriminate against, or takeratbtaliatory action against any individual
for participation in any process permitted undes frivacy Regulations, including the
actions specified in Section 2 above.

4. Documentation. The Privacy Officer shall retain documentationaafy sanctions imposed
on Workforce members for at least six (6) yearsmftbe time the documents are created.

5. Additional Actions. If the violation of the HIPAA Privacy Policies amfocedures resulted
in a Breach of Unsecured PHI, the requirementdrmdlin Policy on Breach of Unsecured
PHI shall be followed.
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POLICY: ltis the policy of PharMerica to disclose Pobtéel Health Information (“PHI”) to its
Business Associates and permit its Business Adescia create, receive, maintain, transmit,
access, use or disclose PHI on PharMerica’s bamdif if PharMerica enters into Business
Associate Agreements in accordance with applicédgdel requirements. The purpose of this
policy is to:

O Establish a process for assuring that PharMemtarg into Business Associate
Agreements with all of its Business Associates, and
O Provide a procedure for addressing violations wiBess Associate Agreements.
PROCEDURE:

1. PharMerica’s Business Associates.Certain vendors in providing services to Pharkteri
may need to access, receive, transmit, maintamougslisclose PHI from or on behalf of a
PharMerica. Such vendors are considered to benBssiAssociates of PharMerica under
HIPAA and required to safeguard such PHI. Exampfegendors which may be considered
business associates of PharMerica include:

a) E-prescribing gateway

b) Vendors providing data storage services

c) Information technology vendor maintaining PharMaisc computer and networks
system

d) Vendor providing document shredding service

e) Consultants

f) Billing company

g) Collection agency

The above noted list is not an exhaustive listhef types of service providers that may be
considered business associates of PharMerica.Wbikforce member needs any guidance
regarding the need for a Business Associate Agreemigh a particular services provider,
guestions shall be directed to the Privacy Offigbo will provide clarification and direction.

2. Business Associate Agreements With PharMerica’s Busess Associates.Before sharing
any PHI with any party which is considered to bBusiness Associate of PharMerica or
permitting the Business Associate to create, regemaintain, transmit, access, use or
disclose PHI for or on PharMerica’s behalf, PharikBeshall enter into a Business Associate
Agreement with such Business Associate in the faimForm #18A, Form Business
Associate Agreement — PharMerica is a Covered ¥ntftPharMerica desires to enter into a
Business Associate Agreement which deviates ffemrm #18A prior approval shall be
obtained from the Privacy Officer. If a vendor doeot agree to terms of a Business
Associate Agreement that are acceptable to Phackleno Workforce member may permit
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such vendor to access, use, disclose, maintamawsrit PHI for or on behalf of PharMerica.
PharMerica is not required to obtain a Businessoéisse Agreement from a Business
Associate that is a Subcontractor of PharMericaisiBess Associate.

3. Violations of Business Associate Agreements by Busiss Associate. If a Workforce
member becomes aware of any breach of a Businessciate Agreement by any Business
Associate of PharMerica, such information shalpb@amptly reported to the Privacy Officer.
The Privacy Officer or a designee shall investigalltecomplaints and other information
evidencing any violations of a Business AssociaggeA&ment by PharMerica’s Business
Associates. Privacy Officer may consult with legalunsel in connection with any such
investigation, as appropriate. If based on suchkstigation it is determined that the Business
Associate breached the Business Associate Agreetherfollowing provisions shall apply:

a. If PharMerica becomes aware of a Business Asscéeipédtern of activity or practice
that violates a Business Associate’s obligationfsider a Business Associate
Agreement, PharMerica shall take reasonable stepsure the breach or end the
violation, as applicable, and if such steps areucecesssful, PharMerica shall
terminate the Business Associate Agreement, ifilheas

b. Upon termination of the Business Associate Agragmthe underlying services
arrangement with the vendor shall, as determinguiogpiate by PharMerica, be (i)
immediately terminated, if the only services pr@ddy the vendor involved access,
use or disclosure of PHI, or (ii) immediately ameddo limit the vendor’s services
solely to the services which do not involve anyess; use or disclosure of PHI.

c. If a breach of a Business Associate Agreement logleeinvolved improper access,
use or disclosure of PHI, the requirements of tbkecp on Breach of Unsecured
Protected Health Information shall be followed.

4. PharMerica As a Business Associate.In providing consulting or various administrative
services to other covered entities that requireessdo the PHI of other covered entities,
PharMerica may be considered a Business Assodiatéch covered entities and required to
enter into Business Associate Agreements with soglred entities.

a. If PharMerica is required to enter into a Businéssociate Agreement in the
capacity of a Business Associate of another Coverddy, PharMerica shall enter
into a Business Associate Agreement with such Gal&ntity in the fornmof Form
#18B, Form Business Associate Agreement — Pharilé&ia Business Associatdf
PharMerica desires to enter into a Business Assodgreement which deviates
from Form #18B prior approval shall be obtained from the Privaxdiicer.

b. In connection with providing services to with resp to which PharMerica is a
business associate, PharMerica shall use and sksdhdl only as permitted or
required by the terms of the applicable Businessofisite Agreement or required by
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law and only to the extent that such use and discewould not violate HIPAA if
performed by the covered entity.

c. If permitted by the terms of the applicable BusgeAssociate Agreement,
PharMerica may use and disclose PHI if necessaryht® proper management and
administration of PharMerica or to carry out legesponsibilities of PharMerica,
provided that PharMerica may disclose PHI for symhrposes only if (i) the
disclosure is required by law, or (ii) PharMeridatains reasonable assurances from
the recipient that (A) PHI will remain confidentiaind will be used or further
disclosed only as required by law or for the puepfus which it was disclosed to the
recipient, and (B) the recipient will promptly nigtiPharMerica of any Breach of
confidentiality of PHI.

5. Execution_of Business Associate AgreementsEach Business Associate Agreement to
which PharMerica is a party may be executed onlbeh&harMerica only by the heads of
business units holding Vice President or above tdf by the Privacy Officer. Upon
execution of each Business Associate Agreemengxbeuted document shall be forwarded
to the Privacy Officer.

6. Documentation _and Retention of Business Associategfeements. PharMerica shall
maintain all Business Associate Agreements to wRibarMerica is a party for at least six
(6) years from the last date the agreement waffenteor longer if required by PharMerica’s
document retention policies. Copies of the Businéssociate Agreements shall be
maintained by the Privacy Officer or his designee.

99



HIPAA Policy Title: Form #18(A): Business Associat

Agreement (PharMerica is Covered PharMerica
Entity) '
HIPAA Form Number: #18(A) Revised on: January 1, 2011,

August 30, 2013, December
2018, October 28, 2019

=

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

Form Business Associate To Be Used With PharMerica’'Vendors
(PharMerica is a Covered Entity)
BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (“Agreement”)eigered into by and between

[Name of Business Associatg]'Business Associate”) and PharMerica Corporatmm,jts own
behalf and on behalf of all of its present and fataffiliates and subsidiaries which together
form an affiliated covered entity (“Provider”), efftive as of , 2013
(“Effective Date”).

RECITALS

Under the privacy regulations (“Privacy Regulatijrand security regulations (“Security
Regulations”) promulgated pursuant to the Healthsutance Portability and
Accountability Act of 1996 (“HIPAA”), as amendednd the Health Information
Technology for Economic and Clinical Health Act 2009 ("HITECH Act”) and the
regulations promulgated thereunder, as amendedgedtoeely, HIPAA Regulations),
Provider is required to enter into agreements Ritbvider’'s business associates to assure
that Provider’s business associates appropriatéggsard protected health information.

Business Associate providpssert brief description of services](“Services”) for or on
behalf of Provider pursuant to the terms of fimesert title of agreement] agreement
between the parties (“Service Agreement”), and amnection with providing the
Services, Business Associate may access, createtamaor transmit certain Protected
Health Information (“Provider PHI").

The parties desire to enter into this Agreemenprimtect the privacy and security of
Provider PHI in compliance with the HIPAA Regulaiso

NOW, THEREFORE, for good and valuable consideratiba receipt and sufficiency of

which are hereby acknowledged, the parties agréalaws:

1.

Definitions. All terms used in this Agreement and definedha HIPAA Regulations
shall have the meaning ascribed to them in the AIR&gulations.

Rights of Business Associate. Business Associate is permitted to use and disclo
Provider PHI as necessary to perform Services f@mndoehalf of Provider, subject to the
terms of this Agreement.

Obligations of Business Associate With regard to the use and disclosure of Provider
PHI, Business Associate agrees as follows:
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(@)

(b)

(©)

Use and Disclosure of Provider PHI.In providing Services, Business Associate
shall use and disclose Provider PHI only as peechithy the terms of this
Agreement or required by law and only to the exthat such use and disclosure
would not violate the Privacy Regulations if penimd by Provider.
Notwithstanding the foregoing, Business Associadg mse and disclose Provider
PHI received in its capacity as a Business Assedfamecessary for the proper
management and administration of the Business Aagoor to carry out legal
responsibilities of Business Associate, providedt tBusiness Associate may
disclose Provider PHI for such purposes only if tifie disclosure is required by
law, or (ii) Business Associate obtains reasonalskurances from the recipient
that (A) the Provider PHI will remain confidentiahd will be used or further
disclosed only as required by law or for the puepfs which it was disclosed to
the recipient, and (B) the recipient will notify 8iness Associate of any breach of
confidentiality of Provider PHI. Upon prior writterequest of Provider, Business
Associate may use Provider PHI to provide data eggfon services related to
the healthcare operations of the Provider. Nostéhding anything herein to the
contrary, Business Associate may not de-identifgvieler PHI unless Business
Associate obtains the prior written consent of Rtew and then such de-
identification must be consistent with the de-idesdtion requirements of the
Privacy Regulations and any use or disclosure efdé-identified information
may only be for purposes approved in writing byviter.

Safeguards. Business Associate shall implement and at all gimuse all
appropriate safeguards and shall comply with theuf®y Regulations with
respect to electronic PHI to prevent any use oclassire of Provider PHI not
authorized under this Agreement.

Reporting. Business Associate shall report in writing tovRey Officer of

Provider, no later than one (1) day after the ientd any use or disclosure of
Provider PHI not permitted under the terms of thggeement of which Business
Associate becomes aware, including, without linotatany Breach of Unsecured
Protected Health Information and any Security lanid it being agreed that
unsuccessful attempts of unauthorized access, diselpsure, modification or
destruction of electronic PHI or unsuccessful agttsmat interference with
systems operations in an information system comgielectronic PHI shall be
reported by Business Associate to Provider onlynupmvider’s request for such
information. With respect to any improper uses drsglosures of Provider PHI
that constitute or may constitute a Breach of Unsst PHI, or a data breach
under applicable state law, Business Associatgisrteshall include: (i) a brief
description of the incident, including the datetbé incident, the date of the
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(d)

discovery of the incident and identification of kgmatient whose Unsecured PHI
has been, or is reasonably believed by Busineschge to have been,
improperly accessed, acquired, used or disclosga, description of the types of
Unsecured PHI involved in the incident, (iii) argss the patient should take to
protect himself or herself from harm resulting frahe incident, (iv) a brief
description of what Business Associate is doingnteestigate the incident, to
mitigate the harm to the patient and to proteciregduture occurrences; and (v)
any other relevant information. If it is determinby Provider that the incident
resulted in a Breach of Unsecured PHI or a datadbrender applicable state law,
Business Associate shall fully cooperate with Riewiand assist Provider in
taking all actions required to comply with the HITH Act and any applicable
state law. If Provider requests in writing thatsBiess Associate send notification
letters to the affected individuals or any othertpaegarding such incident as
required under the HITECH Act or applicable state,|Business Associate shall
(A) promptly send such notification letters at Biess Associate’s sole expense,
(B) comply with the HITECH Act and applicable stdssv with respect to the
timing, content and other requirements pertainmguch letters, and (C) obtain
Provider's written approval of such letters prior gending such letters to the
affected individuals or any other party. BusinAssociate shall not provide any
such notifications without obtaining prior writteapproval of Provider.
Notwithstanding any provision of the Service Agresm) Business Associate
shall promptly reimburse Provider for all documeht®sts incurred by Provider
in connection with such incident, including, witholimitation, the cost of
providing required notifications, legal fees, feedated to credit monitoring
services for the affected individuals, costs ofpmsling to any government
investigation related to such incident, as welfasthe amount of any monetary
fines or penalties imposed on Provider by the DH&lE, State Attorney General,
any other governmental authority or a court of lswconnection with such
incident. Business Associate shall maintain docuat®n of such incident as
required by the HITECH Act and any applicable sté&er, including all
information that will need to be reported to DHH$ @ther governmental
authorities in connection with such incident. Trevisions of this Section shall
survive termination of this Agreement for any reaso

Subcontractors. Business Associate shall enter into a writtereagrent with all
subcontractors that create, receive, maintainamstnit Provider PHI on behalf of
Business Associate which agreement shall requirk subcontractors to agree to
the same restrictions, conditions and requiremehtt apply under this
Agreement to Business Associate with respect toiéeo PHI.
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(€)

(f)

(9)

(h)

(i)

Mitigation. Business Associate shall take any and all actio&sessary to
promptly mitigate to the greatest extent practieadoty harmful effects known to
Business Associate to result from an unauthorizel ar disclosure of Provider
PHI by Business Associate or its subcontractors.

Access to PHI. To enable Provider to respond to a patient’s estjto access the
patient’'s PHI, Business Associate shall make th#gempds PHI maintained by

Business Associate in a Designated Record Set atlmilto Provider for

inspection and copying within five (5) business slaf receiving Provider’s

request for access. If Business Associate us@sagrtains an electronic health
record with respect to Provider PHI, Business Agsgecshall provide such PHI in
electronic format, if requested, to enable Provigefulfill its obligations under

the HITECH Act and the Privacy Regulations.

Amendment of PHI. To enable Provider to respond to a patient’s eéstjiio
amend the patient's PHI, Business Associate shalkemthe requested PHI
maintained by Business Associate in a DesignatedofdeSet available to
Provider within ten (10) business days of receivéngequest from Provider and
incorporate any necessary amendment into the patiétHl agreed to by
Provider.

Accounting of Disclosures. To enable Provider to respond to a patient’s eéstju
for accounting of disclosures of the patient’s PBlisiness Associate shall (i)
document all disclosures of Provider PHI by BussnAssociate which Provider
would be required to include in its response t@erounting request as required
by the Privacy Regulations and the HITECH Act, &ndwithin five (5) business
days of receiving a request for accounting fromvieler, make available to
Provider the following information concerning sudisclosures: the date of
disclosure; the name of the recipient and, if knothie recipient’s address; a brief
description of the PHI disclosed; and a brief steget of the purpose of the
disclosure.

Disclosures to_Secretary of DHHS. Business Associate shall (i) make all
internal practices, books and records relatindnéouse and disclosure of Provider
PHI received or created by Business Associate dialbef Provider available to
the Secretary of DHHS for the purpose of deterngintrovider’'s or Business
Associate’s compliance with the Privacy Regulationshe Security Regulations,
and (ii) provide Provider with a copy of all docum® made available to the
Secretary of DHHS within three (3) days of provgisuch documents to DHHS.
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()

(k)

()

Minimum Necessary. In using or disclosing Provider PHI and requestitl|
from Provider or other third parties, Business Ass® shall use, disclose or
request only the minimum amount of PHI necessargctmomplish the intended
purpose of the use, disclosure or request.

Compliance. Business Associate shall (i) comply with the iegments of the
Security Regulations, (ii) comply with the requiremts of the HIPAA
Regulations applicable to Business Associate, (iaintain and transmit all
Provider PHI in a form which complies with DHHS uesl guidance regarding
securing PHI, and (iv) comply with applicable stdeta breach laws and other
laws concerning use or disclosure of PHI, providleat any patient and other
notifications required under such laws shall be enadly consistent with the
requirements specified in Section 3(c) above. Hextent Business Associate is
to carry out a Provider's obligation under the Rcy Regulations, Business
Associate shall comply with the requirements of Brévacy Regulations that
apply to Provider in the performance of such ohiara

Compliance With Electronic_Transactions and Code Se Standards. If
Business Associate conducts electronically anyhefadministrative or financial
healthcare transactions identified as “standandsaetions” under HIPAA for or
on behalf of Provider, Business Associate shall mlgnwith all applicable
requirements of the Electronic Transactions andeCets Standards promulgated
under HIPAA when conducting such standard transastifor or on behalf of
Provider.

4. Obligations of Provider. With respect to the use and disclosure of Pravitldl by

Business Associate, Provider shall:

(@)

(b)

(©)

Notify Business Associate of any limitation(s) ia notice of privacy practices, to
the extent that such limitation(s) may impact Base Associate’s use or
disclosure of Provider PHI,

Inform Business Associate of any changes in, omcation of, a patient’s
authorization to use or disclose the patient's HHsuch action may impact
Business Associate’s use or disclosure of Providdi

Notify Business Associate of any restrictions oe tise and/or disclosure of
Provider PHI to which Provider has agreed if sueltriction may impact
Business Associate’s use or disclosure of Providdlr and

104



HIPAA Policy Title: Form #18(A): Business Associat

Agreement (PharMerica is Covered PharMerica
Entity) :
HIPAA Form Number: #18(A) Revised on: January 1, 2011,

August 30, 2013, December
2018, October 28, 2019

=

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

(d) Not request Business Associate to use or discloseider PHI in any manner
that would not be permissible under the PrivacyuRsgns if done by Provider,
subject to the provisions of Section 3(a) of thggéement.

5. Term and Termination.

(@ Term. Unless earlier terminated pursuant to this Agreminthis Agreement
shall be effective on the Effective Date and shaiitinue in effect until Business
Associate no longer provides any services to Pesvigvolving access, creation,
maintenance or transmission of Provider PHI.

(b)  Termination by Provider. Notwithstanding any contrary provisions regarding

(©)

(d)

termination of the Service Agreement containedhia Service Agreement, if
Provider determines that Business Associate brela@mg provision of this
Agreement, Provider shall have the right, withaduirring liability for damages
or penalties as a result of termination of the BenAgreement, to either (i)
immediately terminate this Agreement and the Servikgreement, without
providing Business Associate an opportunity to dhee breach, upon providing
written notice of termination of this Agreement athe Service Agreement to
Business Associate, or (ii) provide Business Asstecwith a written notice of
breach and terminate this Agreement and the SeWgreement if Business
Associate does not cure the breach to the saiisfiaof Provider within thirty

(30) calendar days of receiving such notice.

Termination by Business Associate. If Business Associate determines, after
consultation with Provider, that Provider breaclsd obligation of Provider
under Section 4 of this Agreement, Business Asseaiaall provide to Provider a
written notice of the breach which notice shalllinie a detailed explanation of
the breach. If Provider does not cure such breatthn thirty (30) calendar days
of receiving such notice, Business Associate dialke the right to terminate this
Agreement and the Service Agreement upon providmgten notice of
termination of this Agreement and the Service Agreet to Provider.

Effect of Termination. Upon termination of this Agreement, Business Agde
shall immediately return to Provider or destroy \Wier PHI possessed by
Business Associate or its subcontractors and reiaioopies or back-up records
of Provider PHI in any form or medium. If suchwet or destruction is infeasible
all of Business Associate’s obligations set fonththis Agreement related to
Provider PHI shall survive termination of the Agrent and Business Associate
shall limit any further use and disclosure of Pdavi PHI to the purposes that
make the return or destruction of Provider PHI asible. The provisions of this
Section shall survive termination of this Agreemintany reason.
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6. Indemnification. Notwithstanding any limitation of liability or gnother provision of

the Service Agreement, Business Associate shaéinmify, defend and hold harmless
Provider and its directors, officers, members, aygés and agents against any and all
losses, liabilities, damages, judgments, suitsalpes, fines, claims and demands of any
kind, awards and fees, including, without limitatjcattorney fees, arising out of or
related to any action by Business Associate uridsrAgreement, a breach of Unsecured
PHI or data breach under state law, a breach sfAreement by Business Associate or
any action by any of Business Associate’s subcottra that create, receive, maintain or
transmit Provider PHI. The provisions of this $attshall survive termination of this
Agreement for any reason.

7. Independent Contractors. Provider and Business Associate shall be independen
contractors and nothing in this Agreement is ineghdor shall be construed to create an
agency, partnership, employer-employee, or jointwe relationship between them. The
parties acknowledge and agree that Business Asgso(#@® has the sole right and
obligation to supervise, manage, contract, dirgcgcure, perform or cause to be
performed, all work to be performed by Businesso&gsgte under the Service Agreement,
and (b) Business Associate is not an agent of Beo\and has no authority to represent
Provider as to any matters, except as expresdhpemed in the Service Agreement.

8. Entire Agreement. This Agreement constitutes the entire agreemetden the parties
hereto relating to the subject matter hereof aqemedes any prior or contemporaneous
verbal or written agreements, communications apdesntations relating to the subject
matter hereof. Notwithstanding any provision ie Bervice Agreement indicating that it
is the sole agreement governing the relationshijwden the parties, including a
provision that the Service Agreement shall conitihe entire agreement between the
parties thereof, the terms of this Agreement shalleffective and shall govern the
relationship between the parties with respect ¢ostlibject matter hereof. In the event of
any inconsistency between the terms of this Agregnaaed the terms of the Service
Agreement, the terms of this Agreement shall ptevdh respect to the subject matter
hereof notwithstanding any contrary provision ia Bervice Agreement.

9. Amendment/Assignment. This Agreement may be modified or amended onlgnup
mutual written consent of the parties. Notwithsgiag the foregoing or any contrary
provisions regarding amendment contained in theiGerAgreement, the parties agree
that this Agreement shall be automatically amendgn written notice of the
amendment by Provider to Business Associate, ifviBen determines that such
amendment becomes required in order for Providercamply with the HIPAA
Regulations or any state law. Business Associatg mot assign its rights and
obligations under this Agreement without the pmaitten consent of Provider except
that Business Associate may assign its rights asldjadsions under this Agreement,
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10.

11.

12.

13.

14.

without the Provider’s prior written consent, to afiiliate or any successor entity of
Business Associate. Provider may assign its rightsobligations under this Agreement.

Notices. Any notices to be given hereunder shall be deesftattively given when
personally delivered, received by electronic mgamduding via facsimile or e-mail) or
overnight courier, or five (5) calendar days atbeing deposited in the United States
mail, with postage prepaid thereon, certified gjistered mail, return receipt requested,
addressed as follows:

If to Business Associate:

Fax:[insert fax number]
Email: [insert email address]

Additional Contact for Business Associate:

If to Provider: PharMerica
805 N. Whittington Pkwy
Suite 400
Louisville, KY 40222
Attn: Privacy Officer
Fax: 855-226-5585
Email: Privacy.Department@PharMerica.com

No Third Party Beneficiaries. The terms of this Agreement are not intended siradl
not be construed to confer upon any person othen the parties hereto any rights,
remedies, obligations or liabilities whatsoever.

Waiver. A waiver by either party of a breach or failuoeperform under this Agreement
shall not constitute a waiver of any subsequerddirer failure.

Counterparts/Electronic Signatures. This Agreement may be executed in counterparts,
each of which shall be deemed to be an originaladinof which together shall constitute
one and the same document. A copy of the Agreelnesuting a signature transmitted
via facsimile or other electronic means shall bended to be an original.

Governing Law. This Agreement shall be governed by, construetérpreted and
enforced under the laws of the state identifiethanService Agreement as the governing
state law, provided that in the event the ServigeeBment does not identify such a state,
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15.

16.

this Agreement shall be governed by, construeérpnéted and enforced under the laws
of the state of Kentucky.

Service Agreement.In the event the parties have not entered interai& Agreement,
this Agreement shall be interpreted as though tlgge@ment does not contain any
references to a Service Agreement.

Scope. This Agreement applies to all present and fuageeements and relationships,
whether written, oral or implied, between Provided Business Associate, pursuant to
which Provider provides Provider PHI to Businessdisate in any form or medium
whatsoever. This Agreement shall automaticallyirmorporated into all subsequent
agreements between Provider and Business Assaciatlying the use or disclosure of
Provider PHI, whether or not expressly referenteddin.

IN WITNESS WHEREOF, each party has caused thisri&ssi Associate Agreement to

be duly executed in its name and on its behaltéffe as of the Effective Date.

BUSINESS ASSOCIATE PHARMERICA
By: By:

Name: Name:

Title: Title:
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Form Business Associate Agreement To Be Used Witth&Merica’s Clients (PharMerica
is a BA)

BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (“Agreement”)eigered into by and between
[Name of PharMerica’s Client] (“Provider”) and[Insert Name of Applicable PharMerica

Entity] (“Business Associate”), effective as of , 2013 (“Effective
Date”).

RECITALS
A. Under the privacy regulations (“Privacy Regulatijrad security regulations (“Security

Regulations”) promulgated pursuant to the Healthsutance Portability and
Accountability Act of 1996 (“HIPAA”), as amendednd the Health Information
Technology for Economic and Clinical Health Act 2009 (“HITECH Act”) and the
regulations promulgated thereunder, as amendedliecteely, HIPAA Regulations),
Provider is required to enter into agreements Ritbvider's business associates to assure
that Provider’s business associates appropriagéggsard protected health information.

B. Business Associate provides certain consulting, icakdrecords and/or healthcare
products related services (“Services”) for or ohdeof Provider pursuant to the terms
of the[insert title of agreement] agreement between the parties (“Service Agreement”
and in connection with providing the Services, Bess Associate may access, create,
maintain or transmit certain Protected Health Infation (“Provider PHI").

C. The parties desire to enter into this Agreemenpratect the privacy and security of
Provider PHI in compliance with the HIPAA Regulaitso

NOW, THEREFORE, for good and valuable consideratiba receipt and sufficiency of
which are hereby acknowledged, the parties agréalaws:

1. Definitions/Scope.

(@) All terms used in this Agreement and defined in HHI®AA Regulations shall
have the meaning ascribed to them in the HIPAA Reguns.

(b) The parties agree that this Agreement shall beicgpé and in effect only in the
event and to the extent Business Associate meetsdéfinition of the term
“business associate,” as this term is defined m Bhivacy Regulations, with
respect to the Services provided to Provider.
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2. Rights of Business Associate. Business Associate is permitted to use and disclo

Provider PHI as necessary to perform Servicesf@ndoehalf of Provider, subject to the
terms of this Agreement.

3. Obligations of Business Associate With regard to the use and disclosure of Provider

PHI, Business Associate agrees as follows:

(@)

(b)

(©)

Use and Disclosure of Provider PHI.In providing Services, Business Associate
shall use and disclose Provider PHI only as peechithy the terms of this
Agreement or required by law and only to the exthat such use and disclosure
would not violate the Privacy Regulations if penfimd by Provider.
Notwithstanding the foregoing, Business Associadg mse and disclose Provider
PHI received in its capacity as a Business Assedfathecessary for the proper
management and administration of the Business Aetgoor to carry out legal
responsibilities of Business Associate, providedt tBusiness Associate may
disclose Provider PHI for such purposes onlyi)ftie disclosure is required by
law, or (ii) Business Associate obtains reasonalskurances from the recipient
that (A) the Provider PHI will remain confidentiahd will be used or further
disclosed only as required by law or for the puepfs which it was disclosed to
the recipient, and (B) the recipient will notify 8iness Associate of any breach of
confidentiality of Provider PHI. Business Assoeiahay use Provider PHI to
provide data aggregation services related to trethtare operations of the
Provider. Notwithstanding anything herein to tromtcary, Business Associate
may de-identify Provider PHI consistent with theidentification requirements
of the Privacy Regulations and may use and disdeséentified information for
any purpose.

Safequards Business Associate shall use appropriate safdguand shall
comply with the Security Regulations with respextetectronic PHI to prevent
any use or disclosure of Provider PHI not autharizeder this Agreement.

Reporting. Business Associate shall report to Privacy Officg Provider any
use or disclosure of Provider PHI not permittedarrttie terms of this Agreement
of which Business Associate becomes aware, inoji@iny Breach of Unsecured
Protected Health Information as required by the AMPRegulations and any
Security Incident, it being agreed that this Agreaeinconstitutes notice to
Provider of any unsuccessful attempts of unautkdriaccess, use, disclosure,
modification or destruction of electronic PHI or suecessful attempts at
interference with systems operations in an inforomatsystem containing
electronic PHI and further information on such m¢s shall be reported by
Business Associate to Provider only upon Providerigten request for such
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(d)

(€)

(f)

(9)

(h)

(i)

information. Business Associate shall reasonablyperate with Provider with
respect to the actions required to comply with tHEPAA Regulations in
connection with any Breach of Unsecured PHI regbbtg Business Associate to
Provider.

Subcontractors. Business Associate shall require that all sulvectdrs that
create, receive, maintain or transmit Provider Biibehalf of Business Associate
agree to the same restrictions, conditions andinegents that apply under this
Agreement to Business Associate with respect toiéeo PHI.

Mitigation. Business Associate shall take actions to mitigateharmful effects
known to Business Associate to result from an umai#ed use or disclosure of
Provider PHI by Business Associate.

Access to PHI. To enable Provider to respond to a patient’s @stjto access the
patient's PHI, Business Associate shall make thgepds PHI maintained by
Business Associate in a Designated Record Set ailmilto Provider for
inspection and copying as required under the PyiRegulations. If Business
Associate uses or maintains an electronic heattbrdewith respect to Provider
PHI, Business Associate shall provide such PHIlecteonic format, if requested,
to enable Provider to fulfill its obligations undée HITECH Act and the Privacy
Regulations.

Amendment of PHI. To enable Provider to respond to a patient’s eéstjiio
amend the patient’'s PHI, Business Associate shalkemthe requested PHI
maintained by Business Associate in a DesighatedofdeSet available to
Provider and incorporate any necessary amendmémttie patient's PHI as
directed by Provider as required under the Pri\Regulations.

Accounting of Disclosures. To enable Provider to respond to a patient’s eéstju
for accounting of disclosures of the patient’s PBlisiness Associate shall (i)
document all disclosures of Provider PHI by BussnAssociate which Provider
would be required to include in its response toaacounting request under the
Privacy Regulations and the HITECH Act, and (ii)kmavailable to Provider the
following information concerning such disclosurethe date of disclosure; the
name of the recipient and, if known, the recipiem@tddress; a brief description of
the PHI disclosed; and a brief statement of the@@se of the disclosure.

Disclosures to Secretary of DHHS.Business Associate shall make all internal
practices, books and records relating to the uskedisclosure of Provider PHI
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(),

(k)

received or created by Business Associate on befd@ftovider available to the
Secretary of DHHS for the purpose of determiningvitler's or Business
Associate’s compliance with the HIPAA Regulations.

Minimum Necessary. In using or disclosing Provider PHI and requestiHl|
from Provider or other third parties, Business Ass® shall use, disclose or
request only the minimum amount of PHI necessargctmomplish the intended
purpose of the use, disclosure or request.

Compliance. Business Associate shall comply with the requeets of the
Security Regulations and other requirements of tHEAA Regulations
applicable to Business Associate. To the extemsiriss Associate is to carry out
a Provider’s obligation under the Privacy RegulagioBusiness Associate shall
comply with the requirements of the Privacy Regalet that apply to Provider in
the performance of such obligation.

4. Obligations of Provider. With respect to the use and/or disclosure of i@ePHI by

Business Associate, Provider agrees as follows:

(@) Provider shall notify Business Associate of anyiti@tion(s) in its notice of
privacy practices, to the extent that such limia¢s) may impact Business
Associate’s use or disclosure of Provider PHI,

(b) Provider shall inform Business Associate in writioff any changes in, or
revocation of, a patient’s authorization to useligclose the patient’s PHI if such
action may impact Business Associate’s use orassice of Provider PHI;

(c) Provider shall notify Business Associate in writiofgany restrictions on the use
and/or disclosure of Provider PHI to which Provitias agreed if such restriction
may impact Business Associate’s use or disclosuRravider PHI; and

(d) Provider shall not request Business Associate ¢oangdisclose Provider PHI in
any manner that would not be permissible underPtfineacy Regulations if done
by Provider, subject to the provisions of Secti¢a) ®f this Agreement.

(e) Provider shall comply with the requirements of HIPARegulations and
applicable state laws when disclosing any PHI teiBess Associate.

5. Term and Termination.
(@) Term. Unless earlier terminated pursuant to this Agreeimthis Agreement

shall be effective on the Effective Date and shatitinue in effect until Business

112



HIPAA Policy Title: Form #18(B): Business Associat

Agreement (PharMerica is Business PharMerica
Associate) '
HIPAA Form Number: #18(B) Revised on: January 1, 2011,

August 30, 2013, December
2018, October 28, 2019

=

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

Associate no longer provides the Services to Pesviglvolving access, creation,
maintenance or transmission of Provider PHI.

(b)  Termination by Provider. If Provider determines that Business Associate
breached any material provision of this Agreemdptovider shall provide
Business Associate with a written notice of breasid may terminate this
Agreement if Business Associate does not cure tieach within thirty (30)
business days of receiving such notice upon progidwritten notice of
termination of this Agreement to Business Associate

(c) Termination by Business Associate. If Business Associate determines that
Provider breached any obligation of Provider unthes Agreement, Business
Associate shall provide Provider with a written icet of breach and may
terminate this Agreement if Provider does not dhee breach within thirty (30)
business days of receiving such notice upon progidwritten notice of
termination of this Agreement to Provider.

(d) Effect of Termination. Upon termination of this Agreement, Business Ass@ci
shall promptly return to Provider or destroy Pra&ridPHI possessed by Business
Associate or its subcontractors and retain no some back-up records of
Provider PHI. If such return or destruction ise@$ible, the obligations set forth
in this Agreement with respect to Provider PHI Elsakvive termination of the
Agreement and Business Associate shall limit amjh@&r use and disclosure of
Provider PHI to the purposes that make the retumhestruction of Provider PHI
infeasible.

6. Independent Contractors. Provider and Business Associate shall be indepénden
contractors and nothing in this Agreement is ineghdor shall be construed to create an
agency, partnership, employer-employee, or jointwe relationship between them.

7. Entire Agreement. This Agreement constitutes the entire agreemetviden the parties
hereto relating to the subject matter hereof anémedes any prior or contemporaneous
verbal or written agreements, communications apdesentations relating to the subject
matter hereof. Notwithstanding any provision ia Bervice Agreement indicating that it
is the sole agreement governing the relationshijwden the parties, including a
provision that the Service Agreement shall contditihhe entire agreement between the
parties thereof, the terms of this Agreement shalleffective and shall govern the
relationship between the parties with respect ¢éostibject matter hereof. In the event of
any inconsistency between the terms of this Agregnaad the terms of the Service
Agreement, the terms of this Agreement shall ptevdh respect to the subject matter
hereof notwithstanding any contrary provision ia Bervice Agreement.

113



HIPAA Policy Title: Form #18(B): Business Associat

Agreement (PharMerica is Business PharMerica
Associate) F
HIPAA Form Number: #18(B) Revised on: January 1, 2011,

August 30, 2013, December
2018, October 28, 2019

=

Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

10.

11.

12.

13.

Amendment/Assignment. This Agreement may be modified or amended onlgnup
mutual written consent of the parties. Either panay assign its rights and obligations
under this Agreement.

Notices. Any notices to be given hereunder shall be deesfézttively given when
personally delivered, received by electronic mgamduding facsimile, pdf or e-mail) or
overnight courier, or five (5) calendar days ateing deposited in the United States
mail, with postage prepaid thereon, certified aistered mail, return receipt requested,
addressed as follows:

If to Provider:

Fax:[insert fax number]
Email: [insert email address]

If to Business Associate: PharMerica
805 N. Whittington Pkwy
Suite 400
Louisville, KY 40222
Attn: Privacy Officer
Fax: 855-226-5585
Email: Privacy.Department@PharMerica.com

No Third Party Beneficiaries. The terms of this Agreement are not intended siradl
not be construed to confer upon any person othen the parties hereto any rights,
remedies, obligations or liabilities whatsoever.

Waiver. A waiver by either party of a breach or failuoeperform under this Agreement
shall not constitute a waiver of any subsequerddirer failure.

Counterparts/Electronic Signatures. This Agreement may be executed in counterparts,
each of which shall be deemed to be an originaladinof which together shall constitute
one and the same document. A copy of the Agreelnesuting a signature transmitted
via facsimile or other electronic means shall bended to be an original.

Governing Law. This Agreement shall be governed by, construetérpreted and
enforced under the laws of the state identifiethanService Agreement as the governing
state law, provided that in the event the ServigeeBment does not identify such a state,
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this Agreement shall be governed by, construeérpnéted and enforced under the laws
of the state of Kentucky.

14.  Service AgreementIn the event the parties have not entered interai& Agreement,
this Agreement shall be interpreted as though tlgge@ment does not contain any
references to a Service Agreement.

IN WITNESS WHEREOF, each party has caused thisri&ssi Associate Agreement to
be duly executed in its name and on its behaltéffe as of the Effective Date.

BUSINESS ASSOCIATE PROVIDER
By: By:

Name: Name:

Title: Title:
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POLICY : Itis the policy of PharMerica to ensure that Pharigh uses and discloses Protected
Health Information (“PHI”) for Research in accordarwith applicable legal requirementghe
purpose of this policy is to provide guidance cono® uses and disclosures of PHI for

Research.

PROCEDURE:

1.

Use and Disclosure of PHI for Research Requiring Athorization

a. Except as provided in Paragraph 2 below, PharMestwal obtain an Authorization
before any use or disclosure of PHI for Research.

b. An Authorization for use and disclosure of PHI Research shall be:

0

In the form ofForm #1A, Authorization for Release of ProtectedlHelnformation;
and

Obtained in accordance witbolicy #1, Use and Disclosure of PHI for Treatment,
Payment and Healthcare Operations and AuthorizafimnUse and Disclosure of
Protected Health Information.

c. PharMerica can use an altered fornFofm # 1A provided such form is approved by an
IRB or a Privacy Board in accordance with the psscéor waivers described in
Paragraph 2 below.

d. PharMerica can condition the provision of Reseasthted treatment on a patient
signing an Authorization for the use and disclosafrBHI for Research.

Use and Disclosure of PHI for Research Not Requirop Authorization. PharMerica may

use or disclose PHI for Research, regardlgisshe source of funding of the Research,
without obtaining an Authorization in the followimgcumstances:

a. Waiver of Authorization. An Authorization is naquired if PharMerica documents that

an IRB or a Privacy Board waives the Authorizatiom the waiver:

Indicates that the waiver has been approved bypropriately composed, consistent
with the Privacy Regulations, IRB or Privacy Boanadd is signed by the chair, or
designee, of the IRB or the Privacy Board;

Identifies the IRB or Privacy Board, the date o #pproval and the PHI to which the
waiver applies; and

Includes the determination by the IRB or Privacyabthat:

» The use and disclosure of PHI involves only a malimsk to the patient’s
privacy based on (i) an adequate plan to protecidéntifiers from improper use
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or disclosure and to destroy patient identifiers tla¢ earliest opportunity

consistent with the conduct of Research (unlessntiein of the identifiers is

justified due to a health or Research reason aredguired by law), and (ii)

adequate written assurances that the PHI will eateloised or disclosed further to
any other person or entity except as required ty far authorized oversight of

the Research or another Research study for whiehdibclosure would be

permitted by the Privacy Regulations, and

» The Research could not practicably be conductedowitthe waiver and access
to the PHI.

e Contains a brief description of the PHI for whickewr access has been determined
to be necessary by the IRB or the Privacy Board.

b. Research Protocol Preparation. An Authorizationas required if PharMericabtains

from the researcher representatidosumenting that:

* The PHI is sought solely to prepare a Researclopobor for other similar activity
preparatory to Research;

« The PHI will not be removed from PharMerica’s prees by the researcher in the
course of the review; and

* The PHI for which use or access sought is necg$saResearch purposes.

Note: This Paragraph (b) permits PharMerica to Bsg for purposes of contacting
potential research subjects but PharMerica canisotoge PHI to a third party to contact
research subjects.

Research on Decedent’s PHI. An Authorization is reguired if PharMericabtains
from the researcher representatidosumenting that:

* The PHI is sought solely for Research on the PHleafedents;
e The PHI sought is necessary for Research purpases;
e There is documentation of the death of the patiehizse PHI is sought.

. Limited Data Sets. An Authorization is not requiiéthe PHI is part of a Limited Data
Set and PharMerica follows all of the requiremagitBolicy #20, Use and Disclosure of
Limited Data Sets.

. De-ldentified Information. An Authorization is noéquired if the PHI is de-identified
and PharMerica follows all of the requirements Riglicy #21, De-identification of
Protected Health Information.

3. Tracking Disclosures. For purposes of responding to patient requestadoounting of PHI
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disclosures, PharMerica shall track all disclosuww&€$HI for Research made without an
Authorization.

4. Documentation. All documentation related to disclosures of Pt Research shall be
maintained in the patient’s record for at least(§xyears from the date the document was
created.
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POLICY: It is the policy of PharMerica to ensure that asg and disclosure of a Limited Data
Set is consistent with applicable legal requirermerithe purpose of this policy is to:

* Provide guidance on permitted uses and disclosireisnited Data Sets,

« Establish a process for assuring that PharMeritaremnto Data Use Agreements with
recipients of Limited Data Sets (“Data Recipientsiid

* Provide a procedure for addressing violations dbése Agreements.

PROCEDURE:

1. Use and Disclosure of Limited Data SetsPharMerica may use and disclose PHI which has
been converted into a Limited Data Set if:

a. The Limited Data Set excludes the following diredentifiers of the patient and the
patient’s relatives, employers and household mesiioem the PHI:

* Names,

« Postal address, except town/city, state and zipe,cod

e Telephone numbers, fax numbers and electronic anlgitesses,

» Social security numbers,

* Medical record numbers (including prescription nensh,

* Health plan beneficiary and account numbers,

» Certificate and license numbers,

* Vehicle identifiers/serial numbers, including lisenplate numbers,
* Device identifiers/serial numbers,

« Web Universal Resource Locators and internet pobtddress numbers,
e Biometric identifiers, including finger and voicems, and

« Full face photographs and comparable images.

b. PharMerica uses or discloses the Limited Data &disfor purposes of research, public
health or PharMerica’s healthcare operations; and

c. Before disclosing a Limited Data Set to a Data Rieait, PharMerica enters into a Data
Use Agreement with the Data Recipient in the formmForm #20, Form Data Use
Agreement (If PharMerica desires to enter into a Data Usee&grent which deviates
from Form #2Q prior approval shall be obtained from the Privaxdficer.)

2. Disclosure to Business Associat®harMerica may disclose PHI to a Business Ast® o
the purpose of creating a Limited Data Set, whetiarot the limited data set is to be used
by PharMerica.
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3. Violations of Data Use Agreements.The Privacy Officer or a designee shall investigdte
complaints and other information evidencing anylations of a Data Use Agreement. If
PharMerica becomes aware of a Data Recipient'®ipatif activity that violates the Data
Recipient’s obligation(s) under a Data Use Agreeme@marMerica shall take reasonable
steps to cure the breach or end the violationppcable, and if such steps are unsuccessful,
PharMerica shall:

a. Discontinue disclosure of the Limited Data Setthe Data Recipient, and
b. Report the problem to the Secretary of DHHS.

4. Documentation. PharMerica shall maintain all Data Use AgreemeftBlarMerica for at
least six (6) years from the last date that sucbeagent was in effect.
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This Data Use Agreement (“Agreement”) is entered by and between

DATA USEAGREEMENT

(“Data Recipient”) and PharMerica Corporation, ¢& awn behalf and on behalf of all of its
present and future affiliates and subsidiaries whagether form an affiliated covered entity,

(“PharMerica”), effective as of , (‘&dfive Date”).
RECITALS
A. Under the “limited data sets” provisions of thevady regulations promulgated pursuant to

the Health Insurance Portability and Accountabilkgt of 1996, as amended (“Privacy
Regulations”), PharMerica can disclose the Limiedta Set to Data Recipient if Data
Recipient agrees to the terms of this Agreement.

The parties desire to enter into this Agreementiltgermit PharMerica to disclose the
Limited Data Set to Data Recipient, (ii) protece thrivacy of the Limited Data Set in
compliance with the Privacy Regulations, and (86t forth the manner in which Data
Recipient will handle the Limited Data Set receiyiemn PharMerica.

NOW, THEREFORE, for good and valuable consideratiba receipt and sufficiency of

which are hereby acknowledged, the parties agréalaws:

1.

2.

Definitions.

(a) All terms used in this Agreement and defined in Erevacy Regulations or the Health
Information Technology for Economic and Clinical &t Act of 2009 and the
regulations promulgated thereunder (“HITECH Actfig have the meaning ascribed to
them in the Privacy Regulations or the HITECH Axd,applicable.

Additional Data Recipients In addition to Data Recipient, the following imduals or

classes of individuals are permitted to use/rectheelimited Data Set, all of whom shall be
subject to the same restrictions and condition$ #mply under this Agreement to Data
Recipient with respect to the Limited Data Set:

Obligations of Data Recipient With regard to the use and disclosure of theitedhData

Set, Data Recipient agrees as follows:

(a) Use and Disclosure of Limited Data Set. Data Renipshall use and disclose the
Limited Data Set solely for research, public healtiPharMerica’s healthcare operations
as authorized by this Agreement or required by langvided that such use and
disclosure would not violate the Privacy Regulasidrperformed by PharMerica.

(b) Safequards. Data Recipient shall at all timeszetiall appropriate safeguards necessary
to prevent any use or disclosure of the Limited aD&et not authorized by this
Agreement.
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(c) Reporting. Within three (3) business days upon bieg aware of any use or disclosure
of the Limited Data Set not authorized by this Agnent, Data Recipient shall report
such use or disclosure and the remedial actiomtak@roposed to be taken with respect
to such use or disclosure to the Privacy OfficerPblarMerica. With respect to any
improper uses and disclosures of the Limited Dafatl®at constitute or could potentially
constitute a Breach of Unsecured PHI, Data Redisiereport shall include the
following: (i) a brief description of the incidentcluding the date of the incident, the
date of the discovery of the incident and idendificn of each patient whose unsecured
PHI has been, or is reasonably believed to have,begroperly accessed, acquired,
used or disclosed, (ii) a description of the tymésunsecured PHI involved in the
incident, (iii) any steps the patient should ta&eptotect himself or herself from harm
resulting from the incident, (iv) a brief descrgi of what Data Recipient is doing to
investigate the incident, to mitigate the harmhe patient and to protect against future
occurrences; and (v) any other relevant informatiddpon providing such report to
PharMerica, Data Recipient shall fully cooperatéhw?harMerica to enable PharMerica
to conduct a risk assessment and determine wh#teancident resulted in a breach of
unsecured PHI. If it is determined that the inoideesulted in a breach of unsecured
PHI, Data Recipient shall fully cooperate with Riarica with respect to providing any
notification of the breach as required by the HIHE@ct and taking all additional
actions as may be required to comply with the HIHE&ct. Data Recipient shall
maintain documentation of the breach as requireth&yHITECH Act.

(d) Agents and Subcontractors. Data Recipient shaBuren that all agents and
subcontractors to whom Data Recipient provided.threted Data Set agree in writing to
the same restrictions and conditions that applyeurnilis Agreement to Data Recipient
with respect to the Limited Data Set.

(e) Identity of Patients. Data Recipient agrees notige the information contained in the
Limited Data Set to identify the patient or to cttany patient who is a subject of the
Limited Data Set.

() Minimum Necessary. In using or disclosing the ltedi Data Set and requesting the
Limited Data Set from PharMerica, Data Recipierglishse, disclose or request only the
minimum amount of PHI necessary to accomplish tinp@se of the use, disclosure or
request.

4. Term and Termination.

(@) Term. Unless earlier terminated pursuant to Sect¢b) below, the term of this
Agreement shall commence as of the Effective Dateshall terminate when all of the
Limited Data Sets provided by PharMerica to Dataipient, or created or received by
Data Recipient on behalf of PharMerica, are destlay returned to PharMerica.
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(b) Termination. If PharMerica determines that Dataipleat breached any provision of this
Agreement, PharMerica shall have the right to eithe

I. Immediately terminate this Agreement without prawgd Data Recipient an
opportunity to cure the breach, or

ii. Provide Data Recipient with a written notice ofdmile and terminate this Agreement
if Data Recipient does not cure the breach withintyt (30) days of receiving such
notice, and if such steps are unsuccessful, disagntisclosures of the Limited Data
Set to Data Recipient and report the problem toSkeretary of the Department of
Health and Human Services.

(c) Effect of Termination. Upon termination of this vég@ment, Data Recipient shall
immediately return to PharMerica or destroy, ifuested by PharMerica, any Limited
Data Set possessed by Data Recipient, its agestsopntractors and retain no copies or
back-up records of such Limited Data Sets.

5. Indemnification. Data Recipient agrees to indemnify and hold tesenPharMerica and its
affiliates, directors, officers, employees and agemgainst any and all losses, liabilities,
judgments, penalties, claims, awards and costikidimg costs of investigation and legal fees
and expenses, arising out of or related to a breddhis Agreement by Data Recipient,
including, without limitation, any fees incurred BharMerica as necessary to comply with
the HITECH Act breach of unsecured PHI requirements

6. Amendment This Agreement may be modified or amended orggnumutual written
consent of the parties. The parties agree todalection required to amend this Agreement
if PharMerica, in its reasonable discretion, deteg®s that an amendment is necessary for
PharMerica to comply with the requirements of thiedty Regulations or any other laws or
regulations affecting the use or disclosure of t&diData Sets.

7. Entire Agreement. This Agreement contains the entire understandimdjagreement of the
parties with respect to the subject matter hereof.

8. Assignment Data Recipient may not assign its rights andgabibns under this Agreement
without the prior written consent of PharMerica.haPMerica may assign its rights and
obligations under this Agreement upon providingpritten notice of assignment to Data
Recipient.

9. Notices Any notices to be given hereunder shall be deemigectively given when
personally delivered, received by electronic mgarguding facsimile) or overnight courier,
or five (5) calendar days after being depositethenUnited States mail, with postage prepaid
thereon, certified or registered mail, return rpteéquested, addressed as follows:
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10.

11.

12.

13.

If to Data Recipient:

If to PharMerica: PharMerica
805 N. Whittington Pkwy
Suite 400
Louisville, KY 40222
Attn: Privacy Officer

No Third Party Beneficiaries. The terms of this Agreement are not intended siradl not
be construed to confer upon any person other tharparties hereto any rights, remedies,
obligations or liabilities whatsoever.

Waiver. A waiver by either party of a breach or failueeperform under this Agreement
shall not constitute a waiver of any subsequerddirer failure.

Counterparts/Facsimile This Agreement may be executed in counterpadsh of which
shall be deemed to be an original and all of whogether shall constitute one and the same
document. A copy of the Agreement bearing a faidsior other electronic signature shall
be deemed to be an original.

Governing Law. This Agreement shall be governed by, constrirgdrpreted and enforced
under the laws of the state of Kentucky.

IN WITNESS WHEREOF, each party has caused this é&gent to be duly executed in

its name and on its behalf effective as of the &ife Date.

DATA RECIPIENT PROVIDER
By: By:

Name: Name:
Title: Title:
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POLICY:

It is the policy of PharMerica to assure that Phewibh uses and discloses de-

identified Protected Health Information (“PHI") ane-identified PHI in compliance with
applicable legal requirementdhe purpose of this policy is to provide guidanegarding use
and disclosure of De-identified Information anddentified PHI.

PROCEDURE:
1. Use and Disclosure of De-identified Information. If PharMerica follows one of the two

methods outlined below for de-identifying PHI, uaed disclosure of the De-identified
Information is not subject to the Privacy Regulasioand therefore the De-identified
Information may be used or disclosed without follagvPharMerica’s policies and procedures
for use and disclosure of PHI:

a. Statistical Method.A person with appropriate knowledge and experianitle generally

accepted statistical and scientific principles andthods for making information not
individually identifiable and applying such prin@g and methods:

* Determines that the risk is very small that th@rmation could be used, alone or in
combination with other reasonably available infotiova by an anticipated recipient
to identify a patient who is a subject of the imi@tion and

* Documents the methods and results of the analypisosting this determination; or

b. Removal of Identifiers Method.

« All of the following identifiers of the patient araf the patient’s relatives, employers
and household members are removed from the PHI:

>

>
>
>

VVVYVYY

Name,

All geographic subdivisions smaller than a Statejuding street address, city,
county, precinct, zip code, and their equivalertogeles

Telephone and fax numbers, and electronic mailesdes,

All elements of dates (except year) for dates dyelated to an individual,
including birth date, admission date, discharge,ddate of death; and all ages
over 89 and all elements of dates (including y@aticative of such age, except
that such ages and elements may be aggregatea smgle category of age 90 or
older,

Social security number,

Health plan beneficiary numbers,

Account numbers,

Medical record numbers,

Certificate/license numbers,
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Vehicle identifiers/serial numbers and licenseglaimbers,

Device identifiers and serial numbers,

Web universal resource locators,

Internet protocol address numbers,

Biometric identifiers, including finger and voices,

Full face photographs and other comparable imaages,

Any other unique identifying number, characteristc code (other than a re-
identification code); and

VVVYYVY

* To PharMerica’s actual knowledge, the De-identifiefbrmation could not be used
alone or in combination with other information wentify the patient who is the
subject of the information.

2. Use and Disclosure of Re-identified PHI

a. PharMerica may use a code or another record idsattdn method to re-identify De-
identified Information if:

* The code or another record identification methodasderived from or related to the
information about the patient arginot otherwise capable of being translated o as
identify the patientand

« PharMerica does not use or disclose the code dhanpecord identification method
for any other purpose and does not disclose théehameem for re-identification to
third parties.

b. If PharMerica re-identifies any PHI using a codeotrer record identification method,
use and disclosure of the re-identified PHI shall darried out in accordance with
PharMerica’s policies and procedures for use asdakure of PHI.
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POLICY 1t is the Policy of PharMerica to provide notifita of any Breaches of Unsecured
PHI in accordance with the requirements of the 8neldotification Rule. The purpose of this
Policy is to describe steps that must be takenhén dvent of a Breach of Unsecured PHI,
including providing notification of such Breach to:

« Each patient whose Unsecured PHI has been, oragsomably believed to have been,
Breached,

« The Secretary of the U.S. Department of Healthtamhan Services (“HHS”); and

+ Prominent media outlets serving the state or juwigxh if the Breach involves more than
500 residents of such state or jurisdiction.

PROCEDURE:

1. Reporting Potential Breach of Unsecured PHI.Workforce members shall immediately
report any actual or suspected access, acquisitgEgr disclosure of PHI in violation of the
HIPAA Privacy Regulations (“Incident”) to the Priwa Officer. Such report shall be made
by completing, in coordination with the Privacy Cdioator, Form 22A, Unsecured PHI
Incident Report and submitting the completed Unsst®PHI Incident Report to the Privacy
Officer. Examples of an Incident that must be regm to the Privacy Officer include,
without limitation, loss of an electronic devicentaining PHI, unauthorized access to a
server, sending information containing PHI to anomect recipient, sending information
containing PHI to a personal e-mail account, disgppaper records with PHI to trash. This
list of examples is not exhaustive and any Incidaost be reported to the Privacy Officer.
If a Workforce member is in doubt whether a paticievent constitutes an Incident that
needs to be reported to the Privacy Officer, thakidoce member shall contact the Privacy
Officer for guidance and direction.

2. Determining Whether a Breach of Unsecured PHI Occuwed. Upon receiving a report of
any actual or suspected unauthorized access, #@amuisuse or disclosure of PHI, the
Privacy Officer shall immediately investigate thecident to determine if the incident
resulted in a Breach of Unsecured PHI. In condgcthe investigation the Privacy Officer
may consult with legal counsel, as appropriates Tiwestigation shall include the following
steps:

(a) Step 1 Determine whether the incident resulted in dation of the HIPAA Privacy
Regulations. If yes, proceed to Step 2. If noBneach of Unsecured PHI occurred and
no notification is required under this Policy.

(b) Step 2 Determine whether the incident involved “UnsecuPHI.” If yes, proceed to
Step 3. If no, no Breach of Unsecured PHI occuard no notification is required under
this Policy.
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(c) Step_3 Determine whether the incident is excluded frora trefinition of the term
“Breach.” If no, proceed to Step 4. If yes, ne&ch of Unsecured PHI occurred and no
notification is required under this Policy.

(d) Step 4 Conduct a risk assessment to determine whethex théow probability that PHI
has been compromised as a result of the incidensidering the following factors:

() The nature and extent of Unsecured PHI involved|uding the types of
identifiers and the likelihood of re-identificatipon

(i) The unauthorized person who used the Unsecured d?Hio whom the
Unsecured PHI was disclosed;

(i) Whether the Unsecured PHI was actually acquiragsed;
(iv) The extent to which the risk of Unsecured PHI hesnbmitigated; and
(v) Any other relevant factors regarding the incident.

The incident shall be presumed to be a Breach sktured PHI, unless the risk assessment
demonstrates that there is low probability thatRtid has been compromised. If, based on
the risk assessment, it is determined that thaetiselow probability that the PHI has been
compromised, PharMerica, in consultation with leg@alinsel if appropriate, shall conclude
that no Breach of Unsecured PHI has occurred aatdhth notification is required under this
Policy. The risk assessment shall be documentatieoBreach of Unsecured PHI Log and
Risk Assessment Form.

3. Procedure if No Breach of Unsecured PHI Occurred If based on Steps 1-4 above,
PharMerica determines that the incident did notstite a Breach of Unsecured PHI,
PharMerica shall document such conclusion and dtierale for such conclusion and shall
maintain such risk assessment documentation anaduhtional supporting documents for a
period of at least six (6) years from the deteriama

4. Procedure if a Breach of Unsecured PHI Occurred If based on Steps 1-4 above,
PharMerica determines that a Breach of UnsecuredoBt¢urred, PharMerica shall provide
notice of the Breach to the affected individualgdm and HHS and maintain documentation
of such notice as provided below in this Policy.

(a) Notice to Patient Written notice of Breach shall be provided talegatient whose
Unsecured PHI has been has been, or is reasonalbéydd to have been, accessed,
acquired, used or disclosed as a result of thedBress follows:

() Timing of Notice Unless contrary instructions from law enforcemeng
received as described below in this Policy, theiceoto patients shall be
provided without unreasonable delay and no latan thixty (60) days after
PharMerica discovers the Breach. The Breach isidered to be discovered on
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(ii)

(iif)

(iv)

the first day on which the Breach is known, or wibhilave been known by
exercising reasonable diligence to any person gha workforce member or
agent of PharMerica determined in accordance wighRederal common law of
agency (other than the person committing the Breach

Manner of Notice The notice shall be sent by first-class mailradged to the
patient’s last known address. Notice may be skgtrenically if the patient
has agreed to receive electronic notice and theeagent has not been
withdrawn. If PharMerica knows the patient is desmel, PharMerica shall
provide written noticeby first-class mailto the next-of-kin or personal
representative of such patient if PharMerica has #ddresses of those
individuals. The notification may be provided in one or more Imgs as
information is available.

Content of Notice The notice shall be written in plain languagle Thotice
shall contain the following information: (A) a bridescription of the Incident,
including the date of the Breach and the date efdiscovery of the Breach if
known, (B) a description of the types of Unsecupétl involved in the Breach
such as whether full name, social security numilate of birth, home address,
account number, diagnosis, disability code, or otigpes of information were
involved (rather than a description of the actual PHI), @)y steps the
individual should take to protect himself or hefr$ldm potential harm resulting
from the Breach, (D) a brief description of whataM¥erica is doing to
investigate the Breach, to mitigate the harm to ittd#vidual and to protect
against future Breaches, and (E) contact procedfmesndividuals to ask
guestions or learn additional information, whichalshinclude a toll-free
telephone number, an e-mail address, website dalpaddress.

Substitute Notice If there is insufficient or out-of-date contactarmation for

a patient that precludes written notice to suchepgtas soon as reasonably
possible after such determination, PharMerica ghalide notice reasonably
calculated to reach the patient as described below.

A. If there is insufficient or out-of-date contactandhation for fewer than ten
(10) patients, notice may be provided by e-maliépeone or other means.

B. If there is insufficient or out-of-date contactanfnation for ten (10) or more
patients, notice shall (1) be in the form of eitheconspicuous posting for
ninety (90) days on PharMerica’s website home magsonspicuous notice
in major print or broadcast media in geographiaarerhere the affected
patients likely reside, and (2) include a toll-fre@mber that remains active
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for at least ninety (90) days so that the patiemt learn whether his or her
Unsecured PHI was included in the Breach.

C. Substitute notice need not be provided if the affi@patient is deceased and
PharMerica has insufficient or out-of-date contaébrmation for the next
of kin or personal representative of the patient.

(v) Additional Notice in_Urgent Situations If PharMerica determines there is
potential for imminent misuse of the Unsecured Ridlconnection with a
Breach, PharMerica may provide information regagydime Breach to patients
by telephone or other means, as appropriate, intiaado providing the
required written notice as described above.

(b) Notice to HHS. Unless contrary instructions from law enforceimare received (see
Section 4(d) below), in addition to notifying thatgnts as described above, PharMerica

also shall notify HHS of the Breach of Unsecuredl.PHsuch notification shall be
provided as follows:

(i) If the Breach involves 500 or more patients, Phaiddeshall notify HHS of the
Breach contemporaneously with providing the noticéhe patient and in a manner
specified by HHS on its website.

(i)  If the Breach involves less than 500 patients, Meaca shall maintain a log or
similar documentation of the Breach and shall gtevihe required documentation
to HHS no later than sixty (60) days after the efdeach calendar year in the
manner specified by HHS on its website.

(c) Notice to the Media If a Breach involves more than 500 residentsacostate or
jurisdiction, in addition to notifying the patienésid HHS, PharMerica also shall notify
prominent media outlets serving the state or jictgth. Unless contrary instructions
from law enforcement are received as describedibeldhis Policy, such notice shall be
providedwithout unreasonable deland in no case later than sixty (60) calendar days
after discovery of the Breach. The notice to theglia shall contain the same information
included in the notice regarding the Breach topthigents.

(d) Law_Enforcement Delay If a law enforcement official informs PharMeritaat the
notice to patients, HHS or the media described abwwuld impede a criminal
investigation or cause damage to national secuRitgrMerica shall:

(i) If the statement is in writing and specifies thmdifor which a delay is required,
delay the notification for the specified time; or

(i)  If the statement is made orally, document the stat#, including the identity of the
official, and delay the notification for no longeran thirty (30) days from the date
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of the oral statement, unless during that thirt9)(8ay time period, the official
provides a written statement requiring a diffemeatification timeframe.

5. Breach Reported by Business Associate:

(a) Breach _Reported by PharMerica’s Business AssociatePharMerica’s Business
Associates shall be required by the terms of trsénegs associate agreements to report to
PharMerica any Breach of Unsecured PHI involvingaRterica’s patientswithout
unreasonable delay and in no case later than @®lycalendar days after discovery of a
Breach In the event PharMerica receives notification aofsuspected unauthorized
access, acquisition, use or disclosure of PHI feoBusiness Associate of PharMerica,
the Privacy Officer shall coordinate with the Buwesa Associate to ensure that all
necessary information regarding such incident dfetted patients is promptly obtained.
The risk assessment shall be completed and noiisato patients, HHS and media
shall be provided consistent with the requiremeaetsforth in this Policy. With respect
to the Breaches caused by a Business AssociathariVierica, PharMerica may, if
determined appropriate by PharMerica, request tbatient and other required
notifications as required under this Policy be juied by Business Associate, provided
that PharMerica approves the content of such eatifins.

(b) Breach Notification Requirements When PharMerica _is Business Associate If
PharMerica maintains Unsecured PHI that was sulbgetiie Breach in its capacity as a
Business Associate of another covered entity, Phedd shall notify the applicable
covered entity regarding such Breach upon detenginhat Breach occurred. Such
notification shall be in writing, made in accordanwith the terms of the applicable
Business Associate Agreement and provided consistéh the Breach Notification
Rule, without unreasonable delay and in no case later shay (60) calendar days after
discovery of a BreachNotification shall include, to the extent possitilee identification
of each individual whose Unsecured PHI has beenjsoreasonably believed by
PharMerica to have been, accessed, acquired, osedisclosed during the Breach.
PharMerica shall provide the covered entity witly ather available information that the
covered entity is required to include in notificatito the individual at théme of the
notification as required by this Policy or promptlyereafter as information becomes
available

(c) Discovery of Breach By Business Associat@. Breach shall be treated as discovered by
a business associate as of the first day on which 8reach is known to the business
associate or, by exercising reasonable diligenceldvhave been known to the business
associate. A business associate shall be deemledvio knowledge of a Breach if the
Breach is known, or by exercising reasonable diligewould have been known, to any
person, other than the person committing the Breatio is an employee, officer, or
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other agent of the business associate (determmadcordance with the Federal common
law of agency).

6. Mitigation. In addition to providing required notifications sst forth in this policy, in the
event of improper use or disclosure of PHI, Phaitéemwill take appropriate steps to
promptly mitigate, to the extent practicable, amynrhful effects of the unauthorized use or
disclosure of PHI by PharMerica or a Business Asdgecof PharMerica. Examples of
mitigation steps include obtaining a confidentiabigreement from an incorrect recipient of
PHI, requiring that PHI sent to an incorrect reeigibe immediately returned to PharMerica
or destroyed or reporting loss of a device contgnPHI to law enforcement. The
appropriate mitigation steps will vary dependingtba nature of the Incident and shall be
determined on a case by case basis by the PrivffigeOin consultation with the legal
counsel and Security Officer, as applicable.

7. Documentation of Breach Notice PharMerica shall maintain the documentationteeldo
the provision of notice to patients, HHS, the mediay covered entity pursuant to a Business
Associate Agreement, if applicable, and any comeation from law enforcement related to
the delayed notification, if applicable, for at $eaix (6) years from the date notice was
provided.

8. Periodic Review of Policy This Policy shall be reviewed periodically anmtlated on an as
needed basis to incorporate any amendments to teacB Notification Rule related to
providing notices of Breach of Unsecured PHI angd gmdance issued by HHS relevant to
this Policy.

9. State Data Breach Requirements This Policy sets forth notice requirements ia ¢dvent of
a Breach of Unsecured PHI as required by the Brégattiication Rule. In the event of an
alleged unauthorized use or disclosure of PHI, Mkéaca shall, in consultation with legal
counsel, also determine if any additional notifigatis required under applicable state data
breach laws (e.g. notice to the state Attorney Garg to consumer reporting agencies) and
shall provide such notification as appropriate aadequired by applicable laws.

10.Compliance with Other Policies In the event of an alleged unauthorized access,
acquisition, use or disclosure of PHI, PharMericallsconsider whether the Breach triggers
any actions that need to be taken by PharMericeerudher policies of PharMerica
applicable to unauthorized uses of Unsecured PHj.,(HIPAA Security policies and
procedures).
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Note: In the event of a potentially unauthorized acdessise or disclosure of PHI, please complete
this form as accurately as possible. Please subrtiie completed form to
privacy.department@pharmerica.coirhis information will be used to evaluate whetttex incident
constitutes a Breach of Unsecured PHI (refer toAARGlossary in Privacy Policy and Procedures
Manual).

Date of Incident: Date Incident Discovered:

Number of Patients Involved; State Where Incident Occurred:

Type of PHI Involved:
o Financial Information o Demographic Information o Other:

o Medication/Clinical Information o Social Security Numbers

Type of Incident:

o Medication delivery error

Was medication promptly picked up and delivereddwect location? Yes o No
Specify the recipient of medication delivered iroer

o Misdirected fax_ or email (check as dpyable)
Did the recipient return misdirected fax or confidestruction of misdirected fax? Yes o No
Was e-mail sent in encrypted form?/es o No

Did the recipient confirm deletion of misdirectednail?o Yes o No

Recipient of misdirected fax/e-mail (include name arganization):

o Other (please explain)

Detailed Description of Incident (use additional pges if necessary):

If Electronic PHI Involved, was PHI Encrypted?
Was a Business Associate Involved in Incident?

Name/Contact Information of Business Associate:

Name/Title of Person Completing Report:

Contact Information:

Date:

Additional Documentation Attached: o Yes o No
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Date of Incident: Date Incident Discovered:

Number of Patients Involved:

Type of PHI Involved:
o Financial Information m Demographic Information
o Medication/Clinical Information o Social Security Numbers

o Other (please explain)

Brief Description of Incident:

Determination of Whether Incident Resulted in Breat of Unsecured PHI:
Step 1. Did the incident result in a violation of the HIPAA Pacy Regulations?
o Yes o No

Explain:

If yes, proceed to Step 2; If no, no Breach of dassd PHI occurred and no further action is
needed.

Step 2. Did the incident involve “Unsecured PHI?”
o Yes o No
Explain:

If yes, proceed to Step 3; If no, no Breach of dussd PHI occurred and no further action is
needed.

Step 3 Is the incident excluded from the definition oétlerm “Breach™?
oYes o No
Explain:

If no, proceed to Step 4; If yes, no Breach of dussd PHI occurred and no further action is
needed.

Step 4.Is there low probability that Unsecured PHI hagrb&ompromised as a result of the
incident, considering the following: (a) the natared extent of Unsecured PHI involved, including
the types of identifiers and the likelihood of detification; (b) the unauthorized person who used
the Unsecured PHI or to whom the Unsecured PHI disdosed; (c) whether the Unsecured PHI
was actually acquired or usel]) the extent to which the risk to the Unsecured PB4 been
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mitigated; and (e) any other relevant factors reiggr the incident? (Attach supporting
documentation as appropriate.

oYes o No

Explain:

If yes, no Breach of Unsecured PHI occurred andumther action is needed; if no, follow the steps
outlined in the Breach Notification Policy and cdetp the remaining portions of this form.

Type of Breach:

o Theft m Loss
o Improper Disposal m Unauthorized Access
o Hacking/IT Incident m Other (please explain)

Location of Breached PHI:

o Laptop Computer i E-mail

o Desktop Computer m Network Server

o Other Portable Electronic Device O Electronic Media Record
o Paper m Other (please explain)

Description of Breach:

(Explain how the Breach occurred, how the Breacls wlsscovered and investigated and other
relevant facts; use additional sheets and attacppsuting documentation as necessary and
applicable)

Safeguards in Place Prior to Breach:

Actions Taken in Response to Breach:

135



HIPAA Policy Title: Form #22(B): Breach of Unsecurec %
PHI Log and Risk Assessment PharMerica
HIPAA Form Number:  #22(B) Revised on: January 1, 2011,
August 30, 2013, December 1,
2018
Scope: Applies to PharMerica Affiliated Coveredign{‘PharMerica”)

(Examples: new safeguards, sanctions, employeeiriggi changes in policies; use additional sheets
and attach supporting documentation as necessadyagplicable)

Date of Notice to Patient: Substitute Notice:oYes o No

Date of Notice to DHHS: Annual Notice: o Yes o No

(If less than 500 patients involved, notice to DHiAG@st be submitted electronically within 60 days
of the end of calendar year when the breach occlrre

Date of Notice to Media: (If notice to media is not required, please ind&cab)
States Where Media Notice Provided

If notice delayed per law enforcement request, pleg explain:

Was Breach Caused by a Business Associate of Phanita?:
oYes o No If yes, complete the following:
Name/Address of BA:

Name of BA Contact Person:

E-mail and Phone Number of BA Contact Person:

Date BA Reported Breach:
Date BA Discovered Breach:

Mitigation Actions Taken by BA:

Name/Title of Person Completing This Form:

Additional Documentation Attached: o Yes o No
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POLICY: Itis the policy of PharMerica to sell any Pl Health Information (“PHI”) only
in accordance with applicable legal requiremeritise purpose of this policy is to provide
guidance regarding requirements pertaining to tde &f PHI.

PROCEDURE:

1. Any Sale of PHI by PharMerica requires obtainingiar Authorization from the patient in
accordance with the Policy #1, Use and Disclosudretél for Treatment, Payment and
Healthcare Operations and Authorizations for Usd Brisclosure of Protected Health
Information. The Authorization form must indicdbat the disclosure of PHI will result in
remuneration to PharMerica.

2. Sale of PHI means a disclosure of PHI by Phaiddeif PharMerica will directly or
indirectly receive remuneration from or on behdlftlee recipient of PHI in exchange for
the PHI. Sale of PHI does not include disclosurBldf for the following purposes:

a. Public health purposes consistent with the requergsiof the Privacy Regulations,

b. Research purposes consistent with the requiremanthe Privacy Regulations
where the only remuneration received is a reasenadst-based fee to cover the
cost to prepare and transmit the PHI for such mepo

Patient Treatment and Payment purposes as perrhittdee Privacy Regulations,

d. The sale, transfer, merger or consolidation ofcallpart of PharMerica and for
related due diligence,

e. To Business Associate for activities that the Bess Associate undertakes on
behalf of PharMerica and the only remuneration jged is by PharMerica to the
Business Associate for the performance of suclvities,

f. To a patient, when the patient request accessedPthl or accounting of PHI
disclosures,

g. As required by law and consistent with the requiets of the Privacy Regulations,
or

h. Any other purpose permitted by and consistent tighrequirements of the Privacy
Regulations where the only remuneration receivedPbgrMerica is a reasonable
cost-based fee to cover the cost to prepare andnriathe PHI for such purpose or
a fee otherwise expressly permitted by other law.
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Authorization — A written document completed and signed by &ptabr a patient’s personal
representative to authorize specific use or discosf PHI.

Breach — The acquisition, access, use of disclosure dfiRld manner not permitted by HIPAA
Privacy Regulations that compromises the securifyriwacy of the PHI. Breach excludes:

a) Any unintentional acquisition, access, or use of BiHa workforce member or person
acting under the authority of a covered entity dauainess associate, if such acquisition,
access, or use was made in good faith and witlensttope of authority and does not
result in further use or disclosure in a manner permitted under the HIPAA Privacy
Regulations.

b) Any inadvertent disclosure by a person who is augkd to access PHI at a covered
entity or business associate to another personoamg¢id to access PHI at the same
covered entity or business associate, or orgarieadth care arrangement in which the
covered entity participates, and the informatiorereed as a result of such disclosure is
not further used or disclosed in a manner not peechiunder the HIPAA Privacy
Regulations.

c) A disclosure of PHI where a covered entity or basgiassociate has a good faith belief
that an unauthorized person to whom the disclosagemade would not reasonably have
been able to retain such information.

Breach Notification Rule — means Federal regulations on Notification in @ase of Breach of
Unsecured Protected Health Information promulgateder HIPAA and HITECH Act.

Business Associate With respect to a covered entity, a person who:

(i) On behalf of such covered entity or of an oiigad healthcare arrangement in which the
covered entity participates, but other than indapacity of a member of the workforce of such
covered entity or arrangement, creates, receivamtains, or transmits PHI for a function or

activity regulated by the Administrative Data Stard$ and Related Requirements, including
claims processing or administration, data analyprecessing or administration, utilization

review, quality assurance, patient safety actisitlssted at 42 CFR 3.20, billing, benefit

management, practice management, and repricin@) provides, other than in the capacity of a
member of the workforce of such covered entityalegctuarial, accounting, consulting, data
aggregation, management, administrative, accremitabr financial services to or for such

covered entity, or to or for an organized healtrecarangement in which the covered entity
participates, where the provision of the serviamives the disclosure of PHI from such covered
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entity or arrangement, or from another businessca® of such covered entity or arrangement,
to the person. A covered entity may be a busiasssciate of another covered entity.

Business associate includes: (a) a Health InfoonaBrganization, E—prescribing Gateway, or
other person that provides data transmission swidth respect to PHI to a covered entity and
that requires access on a routine basis to such (BHk person that offers a personal health
record to one or more individuals on behalf of @ered entity, and (c) a subcontractor that
creates, receives, maintains, or transmits PHledralb of the business associate.

Business associate does not include: (a) a hesadtlpzavider, with respect to disclosures by a
covered entity to the health care provider concgyithe treatment of the individual, (b) a plan
sponsor, with respect to disclosures by a grougitth@dan (or by a health insurance issuer or
HMO with respect to a group health plan) to thenpgponsor, to the extent that the requirements
of the Privacy Regulations apply and are met, (cyozxernment agency, with respect to
determining eligibility for, or enrollment in, a gernment health plan that provides public
benefits and is administered by another governragency, or collecting PHI for such purposes,
to the extent such activities are authorized by, law(d) a covered entity participating in an
organized health care arrangement that performgetion or activity as described by paragraph
(i) of this definition for or on behalf of such @igized health care arrangement, or that provides
a service as described in paragraph (ii) of thisnd®n to or for such organized health care
arrangement by virtue of such activities or service

Common Control — An entity having the power, directly or indirggtsignificantly to influence
or direct the actions or policies of another entity

Common Ownership — An entity possessing an ownership or equityre@sieof 5 percent or
more in another entity.

Covered Entity — A health plan, a healthcare clearinghouse, trwealthcare provider who
transmits any health information in electronic famrconnection with a standard transaction and
is obligated to comply with HIPAA.

Data Aggregation — With respect to PHI created or received by anass associate in its
capacity as the business associate of a coverdg, ghe combining of such protected health
information by the business associate with the gutetd health information received by the
business associate in its capacity as a busineesiate of another covered entity, to permit data
analyses that relate to the health care operatibtige respective covered entities.

Data Use Agreement— An agreement between a Covered Entity and atédnData Set
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recipient that establishes the permitted Uses asddures of the Limited Data Set.

De-identified Information — Health information that does not identify a patiand with respect
to which there is no reasonable basis to belieaé tthe information can be used to identify a
patient.

Designated Record Set A group of records maintained by or for PharMerid¢ach include the
patient’s pharmacy and other medical records,ngjllor financial records and any other records
which are used, in whole or in part, to make deaisiabout the patient. For purposes of this
definition the term “Record” means any item, collection, oouging of information that
includes PHI and is maintained, collected, usedlisseminated by or for PharMerica.

Direct Treatment Relationship — A treatment relationship between an individuad a health
care provider that is not an indirect treatmerdtrehship.

Disclosure — The release, transfer, provision of access todioulging in any manner of
information outside the entity holding the infornoat

Electronic Media — (a) electronic storage material on which dateorismay be recorded
electronically, including, for example, devices icomputers (hard drives) and any
removable/transportable digital memory medium, sagmagnetic tape or disk, optical disk, or
digital memory card, and (b) transmission mediadus®e exchange information already in
electronic storage media. Transmission media imglddr example, the Internet, extranet or
intranet, leased lines, dial-up lines, private meks, and the physical movement of
removable/transportable electronic storage medéata@® transmissions, including of paper, via
facsimile, and of voice, via telephone, are notsidered to be transmissions via electronic
media if the information being exchanged did nasiex electronic form immediately before the
transmission.

Electronic Health Record— An electronic record of health-related inforroaton an individual
that is created, gathered, managed and consultadthgrized health care clinicians and staff.
Family Member — includes:

a) A dependent as such term is defined in 45 CFR D&4.1

b) Any other person who is a first-degree, secondekegthird-degree or fourth-degree
relative of the patient or of a dependent of thigepé

i.  First-degree relatives include parents, spouselngs and children,
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ii.  Second-degree relatives include grandparents, gnddcen, aunts, uncles,
nephews and nieces,

iii.  Third-degree relatives include great-grandparegresat-grandchildren, great
aunts, great uncles and first cousins, and

iv.  Fourth-degree relatives include great-great-graredyg, great-great-
grandchildren and children of first cousins.

c) Relatives by marriage or adoption are treated #meesas biological relatives and half-
relatives are treated the same as full-relatives.

Financial Remuneration— direct or indirect payment from or on behalf ahad party whose
conduct or services is being described. Diredhdirect payment does not include any Payment
for patient Treatment.

Genetic Information — includes information on behalf of a patient abou
a) The patient’s genetic tests,
b) The genetic tests of Family Members of the patient,
c) The manifestation of a disease or disorder in FamMegmbers of such patient, or

d) Any request for, or receipt of, genetic servicesparticipation in clinical research which
includes genetic services, by the patient or amgifyaVlember of the patient.

Genetic Information includes information from augtcarried by the patient or Family
Member who is a pregnant woman and any embryo lled@ld by a patient or Family
Member utilizing an assisted reproductive technglog

Genetic Information excludes information aboutgle® or age of any individual.
Genetic Services-means (a) a genetic test, (b) genetic counselin@,) @enetic education.

Genetic Test— means an analysis of human DNA, RNA, chromosopreteins or metabolites,

if the analysis detects genotypes, mutations oorabsomal changes, and does not include an
analysis of proteins or metabolites that is disecdlated to a manifested disease, disorder or
pathological condition.

Health Information — Any information, including genetic informationhether oral or recorded
in any form or medium, that: (a) is created orereed by a health care provider, health plan,
public health authority, employer, life insurerheol or university, or health care clearinghouse;
and (b) relates to the past, present, or futuresiphly or mental health or condition of an
individual; the provision of health care to an wdual; or the past, present, or future payment
for the provision of health care to an individual.
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Health Oversight Agency— An agency or authority of the United Statestaes a territory, a
political subdivision of a State or territory, ar lndian tribe, or a person or entity acting unaer
grant of authority from or contract with such peldigency, including the employees or agents of
such public agency or its contractors or persorentities to whom it has granted authority, that
Is authorized by law to oversee the health careesy$whether public or private) or government
programs in which health information is necessargdtermine eligibility or compliance, or to
enforce civil rights laws for which health infornmt is relevant.

Healthcare - Care, services, or supplies related to thetihedlan individual, including but not
limited to (a) preventive, diagnostic, therapeutehabilitative, maintenance, or palliative care,
and counseling, service, assessment, or procediile respect to the physical or mental
condition, or functional status, of an individual that affects the structure or function of the
body; and (b) sale or dispensing of a drug, devegejpment, or other item in accordance with a
prescription.

Healthcare Clearinghouse- A public or private entity, including a billingervice, repricing
company, community health management informatistesy or community health information
system, and “value-added” networks and switches,dbes either of the following functions: (a)
processes or facilitates the processing of heafibrmation received from another entity in a
nonstandard format or containing nonstandard datdeat into standard data elements or a
standard transaction, (b) receives a standardactine from another entity and processes or
facilitates the processing of health informatiomoimonstandard format or nonstandard data
content for the receiving entity.

Healthcare Operations— Any of the following activities of a Covered Bmti

a) Conducting quality assessment and improvement iaesiy including outcomes
evaluation and development of clinical guidelingspvided that the obtaining of
generalizable knowledge is not the primary purpaisany studies resulting from such
activities; patient safety activities; populatioasked activities relating to improving
health or reducing health care costs, protocol ldpweent, case management and care
coordination, contacting of health care providensl patients with information about
treatment alternatives; and related functions dioatot include treatment;

b) Reviewing the competence or qualifications of Healare professionals, evaluating
practitioner and provider performance, health pp@rformance, conducting training
programs in which students, trainees, or prackisnn areas of health care learn under
supervision to practice or improve their skillshesalth care providers, training of non-
health care professionals, accreditation, certifica licensing, or credentialing activities;

c) Except as prohibited under the Privacy Regulati@mpllment, premium rating, and
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other activities related to the creation, renewealyeplacement of a contract of health
insurance or health benefits, and ceding, secuanpglacing a contract for reinsurance of
risk relating to claims for health care (includistpp-loss insurance and excess of loss
insurance), provided that the requirements of thaPy Regulations are met, if
applicable;

d) Conducting or arranging for medical review, legalvices, and auditing functions,
including fraud and abuse detection and compligmograms;

e) Business planning and development, such as comguctist-management and planning-
related analyses related to managing and operdhiagentity, including formulary
development and administration, development or aw@ment of methods of payment or
coverage policies; and

f) Business management and general administrativeitaediof the entity, including, but
not limited to: (i) management activities relatitaqyimplementation of and compliance
with the requirements of the Privacy Regulationg; qustomer service, including the
provision of data analyses for policy holders, gaonsors, or other customers, provided
that protected health information is not disclosgduch policy holder, plan sponsor, or
customer; (iii) resolution of internal grievance@y) the sale, transfer, merger, or
consolidation of all or part of the covered entitigh another covered entity, or an entity
that following such activity will become a coveredtity and due diligence related to
such activity; and (v) consistent with the applieabequirements of the Privacy
Regulations, creating de-identified health inforioat or a limited data set, and
fundraising for the benefit of the covered entity.

HHS - Department of Health and Human Services.

HIPAA — The Health Insurance Portability and Account@piict of 1996, as amended by the
Health Information Technology for Economic and @at Health Act of 2009 (HITECH).

HITECH Act - The Health Information Technology for Econoraiad Clinical Health Act of
2009 and the regulations promulgated thereundenremnded.

Individually Identifiable Health Information - Information that is a subset of health
information including demographic information calfled from an individual that (a) is created or
received by a health care provider, health planpleyer, or health care clearinghouse; (b)
relates to the past, present, or future physicahental health or condition of an individual; the
provision of health care to an individual; or thesp present, or future payment for the provision
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of health care to an individual; and (c) idensfide individual; or with respect to which there is
a reasonable basis to believe the information eansed to identify the individual.

Indirect Treatment Relationship — A relationship between an individual and a lrealre
provider in which: (a) the healthcare provider deils health care to the individual based on the
orders of another healthcare provider; and (bh#edthcare provider typically provides services
or products, or reports the diagnosis or resuks@ated with the healthcare, directly to another
healthcare provider, who provides the servicegodyucts or reports to the individual.

Institutional Review Board (IRB) — An organization established in accordance wekdral
law to review protocols for Research studies on dnuisubjects that may approve a researcher’s
request to waive or alter the Authorization requieaits under the Privacy Regulations.

Limited Data Set — PHI that excludes the following direct identifieof the patient or of
relatives, employers, or household members of &tieut:

a) Names,

b) Postal address information, other than town or, sitgte, and zip code,
c) Telephone numbers,

d) Fax numbers,

e) Electronic mail addresses,

f) Social security numbers,

g) Medical record numbers,

h) Health plan beneficiary numbers,

1) Account numbers,

j) Certificate/license numbers,

k) Vehicle identifiers and serial numbers, includifgghse plate numbers,
l) Device identifiers and serial numbers,

m) Web Universal Resource Locators (URLS),

n) Internet Protocol (IP) address numbers,

0) Biometric identifiers, including finger and voices, and

p) Full face photographic images and any comparabégé@s.

Law Enforcement Official — An officer or employee of any agency or authyoat the United
States, a State, a territory, a political subdonsof a State or territory, or an Indian tribe, wko
empowered by law to (a) investigate or conduct fficial inquiry into a potential violation of
law; or (b) prosecute or otherwise conduct a crahinivil, or administrative proceeding arising
from an alleged violation of law.

Marketing — To make a communication about a product or sertriat encourages recipients of
the communication to purchase or use the produsenvice, provided that Marketing does not
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include the communication which is made:

a) To provide refill reminders or otherwise comnuaté about a drug or biologic that is
currently being prescribed to the individual, orflyany financial remuneration received
by covered entity for making the communication easonably related to the covered
entity’s cost of making the communication.

b) For the following treatment and health care apens purposes, except where covered
entity receives financial remuneration (dé&ect or indirect payment from or on behalf of
a third party whose product or service is beingcdesed excluding any payment for
treatment of an individuaip exchange for making the communication:

i.  For treatment of the patient by a health camider, including case management or
care coordination for the patient, or to directrecommend alternative treatments,
therapies, health care providers, or settings i tathe patient;

ii. To describe a health-related product or servior payment for such product or
service) that is provided by, or included in a ptdrbenefits of, the covered entity
making the communication;

li.  For case management or care coordinationtamtimg of individuals with information
about treatment alternatives, and related functioriee extent these activities do not
fall within the definition of treatment.

OCR - The Office for Civil Rights in HHS.

Payment— (1) The activities undertaken by: (a) except as prodibby the Privacy Regulations
regarding the use and disclosure of genetic infaondor underwriting purposes, a health plan
to obtain premiums or to determine or fulfill itesponsibility for coverage and provision of
benefits under the health plan; or (b) A healtregamovider or health plan to obtain or provide
reimbursement for the provision of health care; @&)dhe activities in item (1) of this definition
relate to the individual to whom health care isviled and include, but are not limited to: (i)
Determinations of eligibility or coverage (includitoordination of benefits or the determination
of cost sharing amounts), and adjudication or sgdtron of health benefit claims; (i) Risk
adjusting amounts due based on enrollee healthss&atd demographic characteristics; (iii)
Billing, claims management, collection activitiegsbtaining payment under a contract for
reinsurance (including stop-loss insurance ands=xo€ loss insurance), and related health care
data processing; (iv) Review of health care sesvig@gh respect to medical necessity, coverage
under a health plan, appropriateness of care, gifipation of charges; (v) Utilization review
activities, including precertification and preautlzation of services, concurrent and
retrospective review of services; and (vi) Disclesto consumer reporting agencies of any of the
following PHI relating to collection of premiums cgimbursement: (A) Name and address; (B)
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Date of birth; (C) Social security number; (D) Panhhistory; (E) Account number; and (F)
Name and address of the health care provider ahéaith plan.

Personal Representative- A person with authority, under applicable state, to act on behalf
of the patient.

PharMerica — PharMerica and the entities under common ownershigontrol of PharMerica
Corporation, among which are Onco360, CareMed &figdPharmacy, Amerita and Chem RX,
which together form an affiliated covered entitydanthe HIPAA Privacy Regulations.

Privacy Board — An organization established to review protocolsResearch studies on human
subjects that may approve a researcher’s requesit@ or alter the Authorization requirements
under the Privacy Regulations. The Privacy Boanmgquired to:

1. Have members with varying backgrounds and appreppeofessional competency to review
the effect of the Research protocol on the patgmtvacy rights and related interests,

2. Include at least one member not affiliated with @®vered Entity or any entity conducting
or sponsoring the Research and not related to arsop affiliated with any of such entities,
and

3. Do not have any member participating in a revievamy project in which the member has a
conflict of interest.

Privacy Officer — The person designated by PharMerica to be redperier the development
and implementation of the privacy policies and phaes of PharMerica.

Privacy Regulations — The Standards for Privacy of Individually Ideidifle Health
Information (45 C.F.R. 8160 and 8164) promulgatedas HIPAA.

Protected Health Information (“PHI”) — Information, including demographic information
transmitted by electronic media, maintained in etetit media or transmitted or maintained in
any other form or medium that:

(a) Is created or received by a health care providealth plan, employer, or health care
clearinghouse;

(b) Relates to the past, present, or future physicahemtal health or condition of a patient;
the provision of health care to a patient; or thstppresent, or future payment for the
provision of health care to a patient; and

(c) Identifies the patient, or with respect to whiclerdh is a reasonable basis to believe the
information can be used to identify the patient.
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Protected health information excludes individualientifiable health information: (i) n
education records covered by the Family Educatiéights and Privacy Act, as amended, 20
USC 1232q, (ii) in records described at 20 USC §28%4)(B)(vi), (iii) in employment records
held by a covered entity in its role as employerg &iv) regarding a person who has been
deceased for more than 50 years.

Public Health Authority — An agency or authority of the United States&es a territory, a
political subdivision of a State or territory, ar ldian tribe, or a person or entity acting unaer
grant of authority from or contract with such peldigency, including the employees or agents of
such public agency or its contractors or persorentities to whom it has granted authority, that
is responsible for public health matters as paitsodfficial mandate.

Research— A systematic investigation, including researelrelopment, testing, and evaluation,
designed to develop or contribute to generalizibtavliedge.

Required By Law — A mandate contained in law that compels an yemtit make a use or
disclosure of protected health information and teanforceable in a court of law. Required by
law includes, but is not limited to, court ordensdacourt-ordered warrants; subpoenas or
summons issued by a court, grand jury, a goverrahemt tribal inspector general, or an
administrative body authorized to require the patidun of information; a civil or an authorized
investigative demand; Medicare conditions of pgytiton with respect to health care providers
participating in the program; and statutes or ragjpms that require the production of
information, including statutes or regulations thequire such information if payment is sought
under a government program providing public beaefit

Secretary of DHHS — The Secretary of the United States Departmertiedlth and Human
Services.

Subcontractor — a person to whom a Business Associate delegat®siction, activity or
service, which involves accessing, creating, maiimg or transmitting PHI, other than in the
capacity as a member of the Workforce of such BassirAssociate.

Treatment — The provision, coordination, or management oftheare and related services by a

healthcare provider, including the coordinationne&anagement of healthcare by a healthcare
provider with a third party consultation betweeraltiecare providers related to a patient or the
referral of a patient for healthcare from one hemlte provider to another.

Unsecured PHI - PHI, in any medium, that is not maintained infaam which has been
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identified by the United States Department of Heahd Human Services (“DHHS”) as a
method for rendering the PHI unusable, unreadabiedecipherable to unauthorized individuals
through the use of a technology or methodology ifipdcin guidance issued by DHHS. PHI
will be deemed unusable, unreadable, or indecipherathe PHI is either:

a. Encrypted using a process identified and tdsyeithe National Institute of Standards and
Technology (“NIST”) to meet this standard. Foraat rest, such process shall be
consistent with NIST Special Publication 800-11dr &ata in motion, such process shall
be consistent with NIST Special Publication 800-8BP0-77, or 800-113, or other
processes which are Federal Information Procesdiagdards 140-2 validated; or

b. Destroyed such that the PHI cannot be readaamsgructed. For PHI maintained in an
electronic form, the PHI must be destroyed in a mearconsistent with NIST Special
Publication 800-88. _(Note: Redaction is not areptable method for destroying PHI.)

Use -The sharing, employment, application, utilizatioramination, or analysis of PHI within
an entity that maintains such PHI.

Whistleblower — A member of PharMerica’s Workforce or a Busin&ssociate of PharMerica
who believes in good faith that PharMerica has cactelawfully or violated professional or
clinical standards, or that its care or servicetemially endanger a patient, employee, or the
public, and in that connection, discloses PHI toealth oversight agency, accrediting agency,
appropriate public health authority, or to an ateyr retained by the individual.

Workforce — Employees, volunteers, trainees, and other psrsshose conduct, in the
performance of work for PharMerica or Business Agse, is under the direct control of
PharMerica or Business Associate, whether or ney tre paid by PharMerica or Business
Associate.
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STATE LAW PREEMPTION

The Privacy Regulations generally take precedenee or “preempt” state law except in those
situations where a state law is contradictory te Brivacy Regulations and the state law
establishes more stringent privacy requirements,(state law provides greater confidentiality
protection for PHI or broader patient access rightshe PHI). The policies, procedures and
forms contained in this HIPAA Privacy Manual pomit the major state laws that may preempt
the Privacy Regulations although they do not addedisof the existing state laws. Therefore,
before PHI is used and disclosed it is importantvéoify that such use and disclosure is
consistent with the applicable state law.
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